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Abstracrt
This document provides an overview of DTN security, defining a
security architecture for Delay-Tolerant Networks (DTNs). It
describes what aspects of the DTN architecture will be protected and

the security mechanisms that will be used to provide this protection,
along with design decisions and supporting rationale.
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The stressed enviromment of the underlying regional networks over
which a DTN must operate poses unique cha?]enges to the mechanisms
needed to secure the DTN and thereby constrains available security
solutions that can be applied to address DTN network security
threats. Furthermore, it would not be unusual for DTNs to be
deployed in environments where a portion of the network might become
compromised, posing still further challenges to the already Timited
security solutions. For example,

The high round-trip times and frequent and unpredictable
disconnections that may be characteristic of a DTN indicate that
security solutions should not depend on frequent distribution of a
Targe number of certificates and encryption keys end-to-end across
the DTN. A solution that does not require each user’s keys and
credentials to be distributed throughout the network, but that
requires them only at neighboring or nearby nodes, is more
scalable.

stressed regional networks also mean that there may be delayed or - Y B
frequent loss of connectivity to a key or certificate server. v o S
Such disruption of connectivity to a certificate authority/key -7 yokd
server indicates that there should be multiple such certificate ¢,3::§Eym T

authorities/ke¥ servers in the network. It also indicates that e -
user credentials should expire periodically rather than depend on ot 5 S
certificate revocation messages (which might never be able to be e T
sent). QELE%Q o

. T
The long delays that may be +inherent in DTNs mean that messages il

may be valid for days or weeks, so depending on message expiration
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alone to rid the network of unwanted messages may not be as
efficient or as feasible as in networks with different
characteristics. .

The stressed environment of the underlying regional networks over
which a DTN must operate not only constrains the available security
solutions. It also drives the design of DTN security. As discussed
in [2], the DTN architecture is based on a number of design
principles intended to address the challenges posed by the
Timitations of the underlying regional networks. In particular, the
DTN security architecture is based on the fundamental design
principle that security mechanisms that protect the already-limited
DTN finfrastructure from unauthorized use must he provided.

1.1 Scope

Given that a well-known precept of network security is that any
network s only as secure as its weakest link, it follows that a BTN
network is only as secure as its weakest regional network, and each

of those regional networks, 1in turn, is only as secure as its weakest
Tink.

Securing DTNs will be even more problematic than securing

conventional wired networks or any of the other regional network

types that a DTN may span. The DTN security problem space is larger
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than the union of the security problem spaces of each of the regional
subnetworks that the DTN overlays. DTNs are vulnerable to all of the
same security threats as these regiona? networks, plus those threats
that are specific to components of the DTN overlay, such as the
Bundle Protocol, DTN routers and routing information exchange,
convergence tayers, and endpoint address translation. In particular,
there are architecture, router, and protocol characteristics that are
unigue te DTNs that result 1in security vulnerabilities and concerns
that are specific to DTNs.

Although the security of a DTN is bound up with and dependent on the
security of each of the regional networks that it overlays, and
anything that poses a security threat to one of these regional
networks also poses a threat to the DTN, this document will not
address the security of any particular regional network type.
Instead it will Timit itself to the definition and discussion of the
security architecture of the DTN overlay, ignoring the native
portions of the regional networks that must be passed through to get
Trom one DTN node to the next.

1.2 Purpose

The purpose of this paper is to provide an overview of and

symington & Rest Expires September 22, 2005 [Page 5]
E?

Internet-Draft DTN Security Overview March 2005

motivations for DTN security, by defining the DTN Security
Architecture in terms of the security services, mechanisms, and
concepts that must be integrated into the DTN architecture to make it
secure. It presents the security threats to which DYNs are
Vﬁ1nerab1e and describes protection mechanisms for addressing those
threats.

1.3 Related Documents

As an overview and motivations document, this paper provides a high
Tevel description of how DTN security works, introducing the security
mechanisms and how they work together to provide the services needed
TOo meet DTN security protection goals. Other documents provide more
detailed definition of some of the DTN security mechanisms and
protocols. These documents include:

DTN Security Protocols [8] -- a document defining the Bundle
Authenticatin Header (BAH) and Payload Security Header (PSH)
security headers for the DTN Bundle Protocel, as well as how those
headers should be processed by bundle agents to provide security.
(this document is not yet written)

Key Management for DTN -- a document defining methods of
certificate and key distribution, credential assurance, and key
vatidation and revocation for DTNs (also not yet written)

Secure DTN Multicast -- a document defining methods of supporting
secure multicast in DTNs (also not yet written)

1.4 organization and Terminology

This document, DTN Security Overview and Motivations, is defined
Page 5



DTNSecurityOverviewAndMotivations. txt
separately from the DTN Architecture [2] apd”the DTN Security
Protocol [DTNsec--to be written] is_ defined-separatly from the Bundle
Protocol [3] because security is ar_option service in DTN. A DTN PP
does not necessarily have to incCorpsVFate the security services o
defined in the DTN Security Overview and Motivations document and the . .5
DTN Security Protocol. 1In order to provide a DTN service securely, R
however, a DTN node must support the DTN Security Architecture as
defined 1in this Overview and Motivations docunent and must operate
according to the DTN Security Protocol.

In the following sections we discuss the DTN security geals and the
various DTN security services that have been defined to meet those
goals. Discussion of each of these security services is organized
according to whether the service is used to provide infrastructure
protection or protection for DTN applications. We also provide a
separate section for discussion of security policy routers, which may

Symington & Rest Expires September 22, 2005 [Page 6]
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be used to provide important access control services to DTNs.

Note that the distinction between security for infrastructure
protection versus security for application protection necessitates
the use of terminology that distinguishes between the terms™"seurce”

and "sender" and between the terms "destination” and {frecipient” 0

The distinctions between these terms must be proper1y“ﬁﬁﬁ€%sfoﬁgﬁin L”L“Cj;‘&}g
order to understand DTN security: a "source” is the entity from.which ™ Gl b
the application data unit originates, and a "sender!.is-thé DTN N
bundle agent that forwarded the bundle on dits fi6st-recent hop. A L. - :
"destination” is.the eftigy to which-the bundle is ultimately e )
destined, and afcreceiyggﬁyoww%ﬁéxt hop” 1s the neighboring bundle y

agent to which a %erder”torwards a bundile.

This DTN Security Overview and Motivations document refers to [3] and
[8] insefar as it discusses the provision of various security
services in the DTN Security Architecture in terms of the use of two
optional security-related Bundle Protocol headers: the Bundle
Authentication Header (BAH) and the Payload Security Header (PSH).
Another way to understand the distinction between "source" and
"sender” and the distinction between “destination" and "recipient” is
that the source is the entity that encrypts the hash in the PSH and
the sender is the entity that encrypts the hash in the BAH. The
destination is the entity that verifies the value of the hash
received in the PSH, and the receiver is the entity that verifies the
value of the hash received in the BAH. (A receiver can also be
allowed to optionally verify the value of the hash +in the psH for
purposes of enforcing security policy, as will be discussed in the
security Policy Routers section.)
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2. DTN Security Goals

Due to the resource-scarcity that characterizes DTNs, the focus of
security within DTNs is on protection of the DTN +infrastructure from
unauthorized access and use. Specifically, the -infrastructure
protect1on goals include the capability to:
Prevent access by unauthorized applications,
2, Prevent unauthorized applications from asserting control over the
DT infrastructure,

3. Prevent authorized applications from sending bundles at a rate or
class of service for which they lack permission,

4. Promptly detect and discard bundles that were not sent by o e, Y
authorized BTN nodes S I

5. Promptly detect and discard bundies whose headers have been A et -
modified since being sent, o

6. Promptly detect and disable compromised entities. ///

It is important to note that the above DTN infrastructure protection

goals do not include the following abilities at arbitrary DIN nodes: Q L e

T e . "":)

1. The ability to detect bundles that have had their payloads £ v4Q 5 Qggé £ Gestoimiel

modi Tied,

2. The ability to detect bundles that are replays of
previously-transmitted bundles, and
3. Traffic flow analysis protection.

Secondary emphasis is placed on providing optional end-to-end

security services to protect DTN applications so that those

applications can optionally have assurance about the data that they

send and receive over the DTN, even if one or more DTN routers has

become compromised. These secondary DTN_security goals are to

provide assurance to destination DTN app11catwons regarding the:

1. authenticity of the identity of a bundle's source,

2. Authenticity of the identity of the intended destwnatwon

3. Integrity of the bundle (including of the hundle's pay]oad) éﬁ&f
insofar as it has not been modified since being sent from the
source,

4. Authenticity of the bundle insofar as it is not a plavbhack of a
previous transmission, and the

5. cConfidentiality of the application data unit that is carried in
the bundle, and the ability to decrypt this encrypted application
data unit using the appropriate algorithm and key as identified
in optional bundle f1e?ds used for this purpose,

Page 7
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3. DTN Security Services Overview

This section provides an overview of the security services that are
and are not provided as part of the DTN security architecture. Each
of the security services introduced here that is part of the DTN
security architecture is discussed in detail in the following
sections of the document. The security services discussed here are
provided through the use of two optional security-related bundle
protocol security headers and protocols related to each, combined
with the use of cryptographic procedures [8].

3.1 Protect the DTN Infrastructure

As stated earlier, the emphasis of DTN security is on protection of
the infrastructure from unauthorized use. Due to this emphasis on
protection of the infrastructure as opposed to protection of DTN
applications, the key security services within DTNs are:
1. access control, to ensure that only tegitimate applications with
appropriate authority and permissions are allowed to inject
bundles into the network;
2. hop-by-hop sender authentication, to verify the identity of the
previous-hop bundle agent that claims to have sent a bundle;
3. hop-by-hop bundle header integrity, to detect bundles that have
had their headers modified since being sent from the previous-hop
router; and
4. Timited protection against denial of service, to ensure that some
types of illegitimate traffic on the DTN are detected as soon as
possibie and dropped immediately upon detection. For example,:
1. Bundles from legitimate applications but reguesting an
unauthorized class of service,
2. Bundles from illegitimate bundie agents, and
3. Legitimate bundles that have had their headers modified
By ensuring that all bundles injected into the network are from an ‘ E}gxg
authorized source, that the headers of these bundles remain T T
uncorrupted, and that the amount of illegitimate bundle payload that ; &7~ o
can be injected is limited, these security services are designed to ¢ “lg.kbeelho
minimize the presence of illegitimate traffic in the DTN and thereby
minimize the impact of such traffic on the legitimate traffic of
Tegitimate users. The DTN Bundle Security Protocols [8] feature that
is used to provide hop-by-hop sender authentication, hop-by-hop
bundie header integrity, and limited protection against denial of
service is the Bundle Authentication Header (BAH). The Bundle
Authentication Header is computed at every sending bundle agent and
checked at every receiving bundle agent on every hop along the way
from the source to the destination.

¥
/
£
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(
' 7 b el
fodi s aley b fe e :
3.1.1..0ptionally Protect-DTN Applications “ R R M
T i e o e B -
Kgptiqna1# d-to-end security services for protecting bundle { ,{ =wnoe (o=t
pplication data are also provided. These include: N P e Y

1. source authentication, to enable the destination bundle agent to W& ; we o
verify the identity of the source that claims to have originated J&ﬁ%ig¥<{ St Bl
the bundle, R

2. destination authentication, to enable a destination bundle agent  (Tpt Mo-rclmbestty
to verify that all bundTes that it receives were in fact intended s ?ﬁ@ﬁwfﬂdﬁf}

for it, .
3. end-to-end bundle integrity, to enable the destination bundle P
- agent to detect bundles (including bundle payload) that have been %
M r“‘\\ modified since being sent from the source or that are replays of NS A
B S - . previously-received bundlies, and R e LA .
. e 4. support for application-provided data confidentiality, to protect By, W
e S the application data UATELStransmitted within bundiés” from being hoe i
o ;%ﬁ%;mxmﬁrdwsciosed 50 unauthorized third-parties while in transit from o s
fuase sourge to destination. R b
K&ﬁ%.&ﬁakc%? ch"l\“'—t*ir L e ;}
e T2 The Bundle Protocol feature that is used to provide end-to-end source

and destination authentication, end-to-end bundle integrity, and
support for application-provided data confidentiality is the Payload
Security Header (PSH). The Payload Security Header is computed once
at the source bundle agent, carried unchanged, and checked at the
destination bundle agent (and possibly also at security policy router
bundle agents).
b G ek e
3.2 Enable special nodes (security policy routers) to impose access A + iQ A
control on bundles forWEﬁggg“t rough _Them e e e e G
Some DTN nodes may be{ggtiona15§ equipped to serve as security policy
routers by having the "a8dTitV to enforce their own access control
policies on bund?es that they receive from other DTN nodes. These
security policy routers may enforce access control based on bundle
source identity and permissions rather than be required to trust the
access control decisions made by upstream nodes.

By enabling some DTN nodes to optionally enforce their own access
control policies based on source identity and permissions, such nodes
can be used to Qroivide~” =g . '
. »Perimeter protection to control access of bundles sent from an
insecure bundle agent to a secure portion of the DTN, or
= A higher granularity of protection for specific designated 1inks
or subregions within a secure DTN that may require the source and
legitimacy of the traffic that is admitted to be policed with a
higher Tevel of scrutiny than that which can be provided by simply
trusting upstream bundle agents to have enforced an access control
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poticy appropriate for those specific links or subregions,
3.3 Replay Detection at arbitrary nodes 'is not provided

Page 9
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DTNs do not include any security services for detecting replayed

bundles at arbitrary nodes within the DTN infrastructure. The cost

of protecting against denial of service attacks as executed via
replay attacks has been judged not to be worth the benefit of that
protection for two main reasons:

1. A1l replay detection approaches that have been devised so far
reguire each DTN node to maintain an excessive amount of state,
an

2. Some replays, such as retransmitted bundles and replicative
routing information, are Tegitimate; additional bundle headers
would be required to distinguish lTegitimate from illegitimate )
replays. hﬁqu4R\Q"

- _./.»)é“,_ - Ly

Instead of detecting and discarding replayed bundles, DTNs may rely
on lower Tlayer protocols to detect replays, they may require the use
of routing protocols that are inherently loop-free, or they may
employ mechanisms for detecting and discarding bundles that
recirculate excessively through the DTN as discussed in Section 7.
Even though protection of the DTN infrastructure against replay g
attacks s not provided, DTN does optionally support protecting ‘
applications from receiving ¥éplayed bundlTes."WHiTé bundle agents at
arpyrary-PRe- el Es A re et TYUTEpEa " WItH thTs capability, bundle
agents at destination hosts and at security policy nodes do have the
OEtiona1 ability to keep a Tocal Tist of already-received bundles,
check all received bundles against this list, and discard duplicate
bundfes. whether or not a bundie agent at a destination host P
enforces these "at most once” semantics is at the discretion of the 7+
gTNd?ppiication that has registered an tinterest in the receijved
undles.

Na g

3.4 Traffic Flow analysis pProtection is not provided e

i,

DTNs do not include any security services for protecting against
traffic flow analysis. Traffic flow analysis protection is probably
not a realistic goal for DTNs, given their tendency to be  «
resource-scarce. TTm———

A1l DTN security services require the support of an appropriate
cryptographic key management service to generate and distribute
cryptographic keys among the necessary DTN users and DTN nodes. DTNs
are architecturally flexible with regard to cryptographic algorithms
that can be used on them-either public key or private key
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cryptography s possible. However, this document does not yert
adequately address the issue of cryptographic key management and
distribution for DTNs. It assumes that DTN nodes have access to the
necessary cryptographic keys {either publiic or private as
appropriate) and that these keys could be revoked in the event that a
node becomes compromised. It further assumes that the performance
characteristics of DTNs will 1imit the scalability of key management
and distribution across the DTN overlay.

3.6 Routing Protocols can be provided with security just like any other
DTN application

rPage 10
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Router and routing protocol security services will also bhe vital to
DTN security bhecause DTNs are extremely vulnerable to router and
routing protocel, compromise. DTN routing protocols have not yet
been defined, so it would be premature to discuss security features
specific to any routing protocol. If routing is treated as a DTN
application, however, so that routing information exchanged between
two DTN routers would be treated as application data being

e

transmitted between a source and a destination, DTN routing protoco?W“ﬁffuwadp%ﬁfrgés
information exchange may be provided with the same bhundle 1nteqr:§v ok A AL e
int ;;m '*L‘"" o

protection and endpoint authentication servites that may optjosmally [ e
be providéd to all DTN E}1C§§399§‘u51n he Bundle Protocol Payload I
a

security Header (PSHY Wéchanism. Tredating routing information’ wa{u}gﬁuiﬂdi
exXCRANGES héliveen routers THEATY way wou?d enable the integrity of @@= Las T
this routing information to be verified, thus further protecting the i @ Gamshsile
infrastructure from the potential harm of corrupt routing

information.

This document does not address the issue of router security for DTNs.
If a DTN router becomes compromised, there are two types of threats
posed to DTN security. One threat is that the compromised router
that is in the path of a bundle that has originated at another source
will be able to modify the payload of this bundle that has originated
from another source and forward this bundle on to its destination
without the modification necessarily being detectable. The second
threat is that the compromised router will be able to originate a
bundle within the network, and that the bundle it originates could
have content that actually damages the DTN infrastructure by
providing damaging reouting information. The first threat, to
application data that originates at another source other than the
compromised router, can be protected against using the end-to-end
security information provided by the pSH, if this security header is
used by the source. The second threat is far more troubling because
it makes it difficult and probably impossible to achieve the goal of
infrastructure protection until the compromised router is detected
and disabled, and such detection can be difficule.
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-

A compromised router will be in possession of both valid encryption
keys for encrypting both BAH hasﬁes on bundles that it is merely
forwarding, and keys for encrypting PSH hashes on bundles of which it
is the originator. when the compromised router forwards bundles to
its adjacent routers, the adjacent routers will accept those bundles,

~ authenticate them on a hop-by-hop basis using the BAH, and act upon

~them accordingly., If the compromised router was not the source of
the bundle, the compromised bundle’s adjacent router will forward the
bundle on toward its destination. If the compromised router has
modified the payload in these bundles and if the bundles have been
protected using end-to-end authentication, the destination bundle
agent will detect this modification and discard the bundle. In this
way, the end-to-end security provided by the PSH can be used to
protect application data even in the case in which one or more DTN
routers has become compromised, as Tong as the compromised router was
not the source of the bundie and as long as the bundie reaches its
destination. That is, the PSH can be used to protect the integrity
and authenticate the source of bundles transmitted over the DTN if

Page 11
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the bundles actually reach their destination, if there s one or more
compromised routers. However, if there are one or more compromised
routers, there is no guarantee that any bundles will actually be
received at their destination, because of the second and more serijous
threat that a compromised router can itself originate bundles that
damage the DTN infrastructure, for example, a bundyé_that contains
false routing information, This is the far more troubling
threat, Which§§§§§0t he protected against by the PSH. A compromised
router could Fée routing information that is false and damaging to
the DTN infrastructure itself, and the adjacent router would
authenticate the BAH of this bundle, the destination bundle agent
would authenticate the PSH of this bundle, and the false routing
information would thereby be fully authenticated. This document does
not address the issue of router security, how to assure software
integrity of the DTN router, or the network management and security
issues of detecting that incorrect routing information is being
promulgated and determining which router may be the source of this
misinformation.
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infrastructure Protection

4,

4.1 Traffic Flow Analysis (no protection)

infrastructure protection--preventing unauthorized use of the
infrastructure and detecting and discarding unauthorized traffic as
soon as possible--is the focus of DTN security. To this end, the BTN
infrastructure is protected by access control, hop-by-hop data
integrity, and sender authentication services. There is no support
within the DTN security architecture for replay detecticn at an
arbitrary DTN node. Nor is there any support for protection against
traffic flow analysis. The following subsections will discuss the
role played by various security services in protection of the DTN
infrastructure.

(ML\ (:'L--M\J R Rl o B :j:’“’&:’ :
Typically, the way that a network would protect against traffic flow o .
analysis would be by generating random traffic for transmission among b . % Seaddn @ S

source and destination nodes that do not have a need to communicate, . . e L
padding legitimate traffic to disguise the amount of traffic being P T
transmitted, and encrypting source and destination addresses to EQL%ﬁ“ k],
prevent the disclosure of_which endpoints are communicating with G thel B (o

which other endpoints. A1l of these techniques are designed to

disguise which traffic on the netwerk is legitimate and which is not, S8 b’ .

so that a malicious third party that is monitoring activity on the sy

network would not have legitimate traffic flow information on which ot
Page 12
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to perform an analysis. The Bundle Protocol specification does not .. o khwkk
attempt to provide protection against traffic flow analysis in any R e -

way. There is no provision for source or destination addresses to be **
encrypted. Furthermore, attempts to disguise the true traffic flow "wesbed
of a DTN would most Tikely be counterproductive. Generating
additional traffic for the purpose of disguising legitimate traffic
would further strain already scarce network resources and, as such,
the benefit of doing so would probably not be worth the cost.

4.2 Access Control Protection

DTN access control is provided by the bundle agent of the source
host. when the bundle agent receives a Send.request primitive from a
bundle application, the first step it may take is to check the
permissions of the requesting application and limit or enforce access
control based on local policy and source application permissions. In
this way, the source host can play a crucial role in enforcing
appropriate access control to DTN resources. This source host access
control, in combination with the hop-by-hop security checks performed
using the Bundle Authentication Header, is designed to ensure that
DTN nodes discard illegitimate traffic as early as possible and
thereby minimize the network resources that such traffic is permitted
to waste. Using this combination of source host permissions checking

Symington & Rest Expires September 22, 2005 [Page 14]
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and hop-by-hop security checks, any given DTN router that receives a

bundle can be assured that according to the local policy of its

admitting host, the bundle had permission to use the DTN network at

the specified Class of Service (C0S). Eyen o =
This ability of the source host to enforce access control on ot =
application traffic injected into the DTN is an important security .
feature for screening out traffic that should not be admitted to the
DTN. However, the access control policy enforced by the source host,
while it may be appropriate for the Jocal regional network on which
the host js located, may not be restrictive enough for other regional
networks located elsewhere within the DTIN. If a DTN is comprised of
various regional networks with widely differing characteristics, and
therefore widely differing access control needs, then the access
control decisions made at a given source host may not be restrictive
enough to control access to a particular link or region in a distant Poos T
part of the DTN. Portions of the DTN that are much more highly
bandwidth restricted or more highly constrained in some other way X e

than the source host's portion of the DTN may not be able to be L el ™
properly protected by the source host's bund%e agent's access control o
policy 1f that policy is based on the characteristics of the host's 14$14 et Nugg
local regional network rather than on the more highly constrained

bt

portion of the DTN. For this reason, there may sometimes be a need Cetane
for security policy routers to provide additional access control at s dore el
designated locations within the DTN to protect more highly Gl B0 o
constrained portions of the network. End - Yo Emsh
Furthermore, the bundle agent of the source host can only be relied Pﬁi~¢v& CESRgh,
upon to provide a?propriate access control if the bundle agent 1is Ol vloully,
operating correctly and has not been compromised. There may be some | . \ -
portions of the DTN that are so sensitive to intrusion by e

unauthorized traffic that that portion of the network cannot afford \aelo. o Afy

Page 13 Ak
o s e gd ol ey, 2

SRR IS = sl

L Lot n»«!ﬁaimmgi}%; s L

“Q‘b‘_i\ - “? g,,}ﬁ}ﬁ,,«\_ﬁ TR, {A{l%g'\ “Z’g@% 8l g“;«bﬂ}
3 Y

e



DTNSecurityoverviewAndMotivations. txt
to take the risk of assuming that every source host is operating
correctly and has not been compromised. Such portions of the DTN may
use security policy routers, which are under their control and which
can therefore he considered more trusted than source hosts, to
provide access control at their perimeter. Security policy routers,
therefore, enable both a more trusted fTorm of access control and a
higher granularity of access control to be enforced within the DTN
than may have been available at the source host. Security Policy

:gﬂ£g£§ re discussed jifgr in Section 6. We o b plp v v
A e G AP - ity g s~ €k
4.3 Data Integr1f§}ﬁrotect1on (hop-by-hop) BB L ATl e

ﬂ""”‘mﬂ,ﬁf
The Bundle Protocol supports a mandatory data integrity service along
every hop in the DTN network, which may be provided in one of two

ways:

b k@w&&uf
.
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1. The Bundle Protoco]l provides a mechanism to enable a receiving
DTN bundle agent to verify that there have not been any
modifications to the bundle (except possibly to the payload)
since the bundle was sent by the previous bundle agent along the
most recent hop.

2. The data integrity of each received bundle may be asserted by the
convergence layer of the receiving host, most likely based on the
use of security features avaiTabTein-the underliying regional
network, such as IPsec or{ link encryption; that are in use along -, e
the most recent hop. i SN Qnr@ﬁ\éjg R Oy Kol

v Y. 61:1«;, s ;"Wm@

The principle underlying DTN hop-by-hop data integrity is that each

DTN node on the path from source to destination is able to verify

that the bundle (except for possibly the payload)} it receives has not

been modified since being forwarded by the previous DTN node across

the most-recent hop. This type of integrity is vulnerable to

compromise of the private or secret key of any DTN nodes along the

path from source to destination. If the key of a given node has not

been compromised then a bundlie sent from that node to an adjacent

node can be verified by the recipient node not to have had any

portion except possibly its payload modified while in-transit between

the two nodes. Therefore, if the private keys of all of the nodes

along the path from source to destination have not been compromised,

then the bundle (except its payload) sent along this path from source

to destination can be verified by the destination node not to have’

been modified while in-transit on the path from source to

destination. However, if the private key of even just one of these

hodes is compromised, then a bundle sent through that node cannot bhe

provided with integrity, and a receiving destination node has no

assurance that any portion of a bundle received from any path that

includes that node is the same as when the bundle was originally

sent. hbent 0 e Rt P
The mechanism that the Bundle Protocol uses~to provide hop-by-hop SGodle e 7
integrity is the Bundie AuUthenticapion Header (BAH) combined with

cryptography. As gurrentiy specified; each DTN node's bundle agent e eOback ala?
computes a hash over thé @ﬁf%f@*bﬁﬁﬁTﬁl excluding the payload, et N

encrypts the hash, and then places the signed hash value in the %ﬁwﬁfﬁu kﬁhﬁW—?
Bundie Authentication Header. uUpon receipt of this bundle at the T - e
Page 14 C; - C\C\&mm{.. i RS ,:}
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next hop node, the receiving next-hop node decrypts this received
hash, computes its own hash over the bundle (excluding the payload)
received, and compares the two values to ensure that they are equal.
Using this process, the receiving node can determine whether any
portion of the bundle, excluding the payload, has been modified while
in transit along the most recent hop.

Symington & Rest - Expires September 22, 2005 [Page 16]
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4.3.1 Including the payload in the hash calculation is incompatible
with reactive fragmentation

By computin? the signed hash in the BAH over the entire bundle except

for the payleoad, the authentication information only enables the

receiving DTN node to determine if the non-payload portion of the

bundle has been modified while in transit over the most recent hop.

Any modifications to the bundle payload would not be detected. while

it may seem preferable to include the bundle payload in the signed

hash calculation and thereby be able to detect medifications to the

payload as well, excluding the payload from the signed hash

caltculation is required in order to be able to take advantage of a

DTN feature known as reactive fragmentation. e,
SRR

Reactive fragmentation is the process of fragmenting a bundle at a R

receiving node rather than at a sending node. If a bundle is in the e s
process of being transmitted when a Tink goes down, causing the (B, Aol BRI
bundle to be truncated, the process of reactive fragmentation can be e .
used to enable all of the data that was able to traverse the link Conbn . 2
successfully to proceed on to its destination as a fragment without Sy hngh
requiring that any of the data that had been transferred successfully 8 [
be retransmitted. This enables DTN routers to forward bundles and T e
bundle fragments as soon as they are received, effectively providing Al SR
cut-through delivery of bundles. Given the bandwidth Timitations and .. 1§ el

frequent disconnections inherent in DTNs, such cut-through delivery
is essential for being able to efficiently take advantage of

ol : . - B N . )
connectivity when it is available. iigf: o Auadbegh el
o g bR - Ly oy

kﬁ:{”} "“i*-‘g‘gwgl

Enabling bundles to be fragmented reactively is an important feature
of DTNs because it is crucial to the ability of DTNs to forward data
efficiently despite unpredictable or freguent loss of connection.
unfortunately, reactive fragmentation is incompatible with
calculating the hash value in the Bundle Authentication Header (BAH)
over the bundle payload as well as the bundle header. If the
authenticaticn information is calculated over the entire bundle, then
when transmission of a bundle is truncated before the entire payload
has been received, the receiving node has no way of authenticating
the portion of the bundle that was received because it needs the
entire bundle in order to calculate the hash of that bundle and
compare it with the received hash..

There is no known algorithm that enables a hash that has been

computed on an entire bundle to be used to authenticate only an

initial segment of that bundle that has been received. Nor does a

node that receives only the initial part of a truncated bundle have

the option of waiting for the rest of the bundle to be received so
. Page 15
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that it can then authenticate the entire bundle and forward it.
Having the receiving node wait for the rest of the bundle would

Symington & Rest Expires September 22, 2005 [Page 17]
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require the retransmitted portion of the bundle to follow the same
route that the initial portion of the bundle followed, but
constraining the routin% of hundlies in this way is not part of the
bundle protocol and would be undesirablie. cConsider, for example, a
plane flying over a node and receiving 90% of a bundle transmitted
from that node during the flyover. There may not be any more

. flyovers scheduled for a long time; waiting for another flyover
hefore the rest of the bundle can be received and authenticated would
be unacceptable. Instead, the rest of the bundlie would have to be
transmitted over a different medium using a different route, such as
that provided by a satellite transmission.

A method of enabling reactive fragmentation to be compatible with
authentication of the entire bund%e that was considered was an

approach of arranging the payload as alternating segments of payload
followed by encrypted hash values of those segments, so that if a

bundle were truncated during transmission, all of those payload

saegments that got through with their encrypted hashes could be
authenticated at the receiving node, and only the partial last

payload segment that was truncated would have to be discarded at the
receiver and retransmitted at the sender. This approach of

segmenting the payload is depicted in [%%xref to Figure] below.

[%%insert figure herel Note that the appeal of this sclution of

hashing segments of payload is that those segments from a truncated

bundle that do reach the destination do not need to be retransmitted. )
However, the guestion of the optimal segment size to use is not easy . &

to.address, and the requirement that each segment have its owgﬂ,w»w“‘“ﬁ%h AL
encrypted hash could substantially increase bundle overhead.  If a C@“’mﬁ,avv- ;
small segment size is chosen, then many signed hashes would be A T AL
necessary for each payload, thus increasing the size of the bundle. &% 'g;ggﬁﬁg

If a large segment size is chosen, then potentially large segments of U< 3%y
a bundle would have to be retransmitted in the event of bundle

truncation. Therefore, the benefit of calculating the signed hash

over the payload is not worth the compiication and cost that would be
incurred to implement such a segmented payload solution. The

protection of the infrastructure that is provided by calculating the

signed hash over ail other portions of the bundle except the payload

is sufficient for providing the necessary infrastructure protection.

caltculating the hash over the entire bundle except for the payload
addresses the incompatibility between reactive fragmentation and
bundle authentication. By calculating the hash over the entire
bundle minus the payload, when a bundle is truncated during
transmission of its payload, the bundle header can be authenticated
and the bundle header and portion of the payload that was received
can be forwarded on without having to wait for the rest of the bundle
and without having to wait for any data that has already been
received to be retransmitted. Defining the calculation of the signed

symington & Rest Expires September 22, 2005 [Page 18]
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hash to exclude the payload has made authentication compatible with
reactive fragmentation.

Although the integrity protection provided by this way of calculating

the BAH hash is not ideal insofar as it does not protect the bundie

payload, it does still provide other important protections insofar as

it enables the detection of modifications to all other portions of o

the bundle, the corruption of which could be detrimental. Protecting. I
the bundle header with the signed hash enables the DTN infrastructliFe «i hws Mo
to be protected from a malicious person injecting a b Bundle into «-: . - ¢

the network at some arbitrary point and havihg-that traffic carried
beyond its next hop. It also ensures good routing), as protecting the ~
integrity of the bundle header authentrcates-the Bundle source and e e
destination values. The Cos field is also protected, ensuring that T SR,
G‘”‘M@%&

et

any attempt to modify the class of service information will be

detected. Granted, leaving the payload itself out of the calculation

means that the payload can be modified, truncated, or spoofed FOC, bl
altogether. However, the payload length field will be included in £@f$%¢@%k
the hash calculation and so it will not be possible for a malicious

third party to inject more payload than is allowed by the length

field. The purpose of the BAH can be understood as protection of the

bundle transmission infrastructure rather than provision of a

security service to bundle applications. while it does not protect -

the infrastructure perfectly, the protection that it provides is

adequate and its imperfections are deemed worth the fact that it is

compatible with reactive fragmentation. Furthermore, additional,

optional mechanisms may be used to protect the payload and thereby

provide security services to bundle applications if needed, as will

be discussed later +in Section 5. Y SR

~ Therefore, to summarize, as Tong as none of the rivate keys of any el
of the DTN routers in the path from source to destimation.have-peer~ ™%
compromised, the end-to-end integrity of the bundle "(excluding the
payload) transmitted can be ensured as a concatenation of the
hop-by-hop_integrity that is provided by the BAH. Any modifications.,. las de.e
intentional or otherwise, that have been made to a bundle {except
modifications to the payload) while in transit will be detected at
the next DTN node that receives the bundle and will cause the bundle
to be discarded. Any replayed bundles, however, will not be
detected; they will instead be forwarded on toward their destination.

4.4 Sender Authentication Chop-by-hop)
g VT HO sender authentication is very closely associated with
A hop-by-hop da§5§1ntegr1ty because the same mechanism is used to
RE provide botif™services. As with the hop-by-hop-data integrity

Joie e service, the hop-by-hop sender authentication service is mandatory,
o R and may be provided in one of two ways:

Symington & Rest Expires September 22, 2005 frPage 19]
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1. A sender authentication service may be provided by the Bundle
Protocol of each N node along the patﬁ from source to
destination using the authentication information in the Bundle
Authentication Header, or

Page 17
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2. The sender authentication of each bundle may be asserted by the
convergence layer, most likely based on its use of security

. . p i
features available in the underlying regional network, such as __ .- §Qx5““

IPsec or tink encryption.

Because the same mechanism is used to provide both hop-by-hop ~data
integrity and hop-by-hop sender authentication, it is not possible
for one of these services to be provided without the cother using the
Bundle Protocol. Either both hop-by-hop data integrity and
hop-hy-hop sender authentication are provided, or neither is,

4.4.1 Hop-by-hop endpoint authentication b

cryptography, in combination with the Bundle Authentication.Header,
is” the mechanism that is used to provide both hop-by-hop #ata’._

. %m&\ ¥ ;af,)\ N

integrity and hop-by-hop sender authentication. When a router ™ ko “§@ﬁﬂ§ ,ﬁ%%f
receives a bundle, it authenticates the bundle by Tloocking up the PRI
appropriare key (public or symmetric) that is associated with the R
sent bundle, using this key to decrypt the hash value received in the

sundle Authentication Header, generating its own hash for the bundle,

and verifying that the decrypted hash value it received is equivalent )
to the hash value that it computed. Y T N St SR L
IE t?e values ar$ noﬁ egua%wwvhemEuﬂﬁ%@ghaifﬁaiﬁﬁd to aﬁthent%cagg.;ﬁ“m‘w e S
If they are equal, the contents of the bundiey(except the payloa o L. st
have bgen verified no%“fﬁ“ﬁEVwahﬂﬂgeé&siﬂﬁe“%eing sent: frgmythe N & Lo %}Ji%
sender (as discussed above in Section 4.3). Furthermore, the et e

endpoint ID of the sender of the bundle has also been authenticated,
because this value was included in the information over which the
hash was calculated., Also, given that cryptography was used to
protect the hash, when the signed hash decrypts correctly, this means
that the sender's key must have been used to sign the hash, and given
that.this-is.either a Pﬁvéteke{thatw s.-known..only.ro.the sender or
a gymmetric key that is kfoWwh only to the sender and the receiVarj—=.

e ¢ b
st ol

e e
H ] F
M .}} [ I W 4 By
N . - g”u«&. FAR

IR

the sueresstul-decryprior-ofthehash-impticitly-aucheftiedtes the eTCl
sender as having in fact encrypted the hash and sent the data. D T e,
Therefore, assuming that the key of the sending router has not been o Lt

compromised, the same process that assures the hop-by-hop data

integrity of the bundle also ensures its hop~by-hop sender endpoint

authentication. If the sender's ke% has been compromised, nothing is
Y

I3

e

assured. If private key cryptography was used, the sender must have :Q:f
been either the sender or the recipient, since those are the only two grived N
bundle agents that are assumed to share the key that was used in the
symmetric encryption of the hash value. If this key has been
symington & Rest Expires September 22, 2005 [Page 207
C
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L.&}ciﬁ C&O %uw&k “) ST Fo

compromised, nothing is assured. TP Q&ww@gf

4l ee ot

- werk
Note that depending on the type of cryptography used and the extent
to which keys are shared, the endpoint 1D of the recipient is not
necessarily authenticated in this process, because the endpoint ID of
the recipient is not present in the bundle and therefore was not
included in the information over which the hash was calcuiated.
Therefore, the process of authenticating the bundle does not
necessarily serve to verify that the bundie was intended for the DTN

T g P A e mellecgndl gm0, 0
o

§
oo, o b SR e

A

node that received it (as_opposed to having been a replay of a bundle Nt
that had previously been legitimately sent to a different DTN node). < faog
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This threat is further discussed below in Section 4.5.3.1.2

4.5 Limited Protection Against Denial of Service (DOS) Attacks

Denial of Service (DoS) is impossibie to completely guard against in
any network. Anyone can cut a wire, cause a power outage, or perform
other drastic acts to render a network inoperable,

In a network that reguires the use of cryptographically based
security service for the transmission of data, a successful denjal of “i
service attack can be as simple as targeting the automated key = ¢
management and distribution service. Preventing users and nodes from -9 s -
receiving the keys that they will need to sign messages, encrypt -
messages, or decrypt messages can effectively deny service on the Fla
network. without valid, current keys, a secure network can be
brought to a standstill. '

R, ‘“f‘ﬁmv "wﬁ_&xg&@“g

Despite how futile it is to attempt to protect against the above /
types of denial of service attacks, there are other types of attacks
that depend upon the network being operable, and some of these can bew//
prevented or limited if the right measures-dr ken. These types-of
denial of service attacks often involve f%mxﬁ*@ Flloor-part” ot a
network with large amounts of data to ove&ﬂhglmf§gecific nodes or

links so that those nodes or links will spend so much of their cycles
and bandwidth servicing the bogus traffic that they will not have any
available resources remaining to service legitimate traffic. DTNs

are especially susceptible to these types of denial of service

attacks because of their limited resources, so DTNs +include security
mechanisms at every node that are intended to provide Timited

protection against these types of attacks.

The use of access control as enforced by the bundle agent of the
source DTN host, the use of additional access control as enforced by
security policy routers and the use of sender authentication and data
integrity as enforced at every DTN router combine to provide
protection against denial of service attacks for DTN networks. The
following subsections describe how access control, sender
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authentication, and data integrity services form an integrated but

Timited protection against DOS attacks in the DTN, One subsection

also addresses the fact that the DTN security architecture has not

been designed to protect against DOS attacks as executed by replay T

attacks. ,;353 \¢r§LW )

: , . . reest Hea

4.5.1 Protection against DOS as executed by unauthorized access via )
legitimate bundle agents _ ool | e

N v . e
one security service that the DTN bundie layer provides to protect O T
against denial of service is access control at every DTN host. Every iFfa&ﬁ%@&ymw%ﬂ@
bundle agent is capable of enforcing policy to restrict the Y )
permissions of its local applications, so that any bundle agent that i .
receives a bundle from a local bundle application may, depending on |
the permissions of the source user and other policy considerations, o
Timit the rate at which the application is permitted to inject
traffic into the network or 1imit the class of service options that
the application is permitted to use. Hence, access control at the @%ﬁi€$fs'gg
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source host bundle agent is the first line of defense against the
injection of traffic that may be used to launch a denial of service
attack.

4.5.2 Protection against DOS as executed by sending bundles from
illegitimate bundle agents or by modifying the headers of bundles
that were sent by legitimate bundle agents

Two other important security services that the DTN bundle layer uses
to protect against denial of service attacks are the provision of
hop-by hop data integrity and hop-by-hop sender authentication
services. These two services combine to ensure that when a bundle is
forwarded to any DTN node within the network, the receiving DTN node
has the abiTlity to verify the identity (and thereby the va%idity) of
the sender and to detect whether or not the header of the bundie (but
not the payload) has been modified since being forwarded by the
sender. If the receiving DTN node determines that the bundle was not
in fact forwarded by the node that claims to have forwarded it, or
that the bundle header has been modified in transit, the receiving
DTN node is ob]igated to discard the bundle. In this way, such
iltegitimate traffic that is injected into a DTN will be detected at
the next hop router and discarded, so it will at most impact one 1ink
and the receiving next-hop node. Furthermore, in response to this
detection of iilegitimate traffic, the Bundle Protocol has been
designed so that 1t is not required to generate any status report or
error messages, the stimulation of which could themselves result in a
denial of service attack.

Tronically, the use of data integrity and source authentication
services with any network (DTN or not), opens that network up to a

symington & Rest gxpires September 22, 2005 [Page 22]
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more targeted and subtle type of denial of service attack that is
made possible by virtue of the fact that the network will discard
transmitted data that does not pass the sender authentication and
data integrity checks. For example, within a DTN network, where each
node verifies the authenticity of the sender and the integrity of the
bundie, a malicious third-party could prevent a bundle from being
received by its destination simply by modifying a single bit or two
of that bundle while in transit on a Tink. This change to the bundle
would cause the bundle's signed hash value to be incorrect, and the
next-hop DTN node would be obligated to discard the bundle for having
failed the authentication and integrity checks. Again, however, this
is a more general problem regarding protection against denial of
service attacks in many types of secure networks and is not specific
tO DTNs,

4.5.3 No protection against DOS as executed by replay attacks

As described earlier, the security services of access control, data
integrity, and sender authentication combine in DTN to provide
integrated but Timited protection against DOS attacks. This
protection s described as limited because the DTN architecture s
susceptible to replay attacks. Ideally it would be desirable to
protect the DTN infrastructure from DOS as executed by replay
attacks. However, the cost of doing so is deemed to be too high
relative to the perceived risk of such an attack and the benefits of
Page 20
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protecting against such an attack. The decision as to what security

services to provide in any architecture requires weighing the

benefits that the security will yield against the costs of providing
that security. such analysis involves considering the tradeoffs
among various factors, such as the vulnerabilities of the
architecture; the perceived threats to the architecture; the

Tikelihood that attacks targeting those threats will be mounted, as

determined by the difficulty and cost of mounting such attacks

compared to comparable attacks; the severity of the harm that a

successful attack could inflict; and the cost of providing the

security services. 1In arriving at the decision not to protect the

DTN_infrastructure from a denial of service attack as executed by

replaying bundles, the following considerations come into play:

1. Given the Timited resources inherent in DTNs, DTNS are vu%nerab1e
to many kinds of denial of service attacks. Limited bandwidth
tinks, frequent disconnection, and varying delays already serve
to naturally Timit the service that DTNs can provide, so any
attack that increases the severity of these Timitations could
easily become a denial of service attack. Therefore, if
practical, it makes sense to try to limit the ability of an enemy
to mount a denial of service attack on DTNs.

2. There are numerous types of denial of service attacks and many of
these are impossible to completely guard against. Anyone can cut

Symington & Rest Expires September 22, 2005 [Page 23}
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a wire, cause a power outage, or perform other possibly more
drastic acts to render a network inoperable. Given that it is
relatively easy to mount one of these types of denial of service
attacks, it doesn’'t seem to be practical to spend an inordinate
amount of effort or resources to try to guard against_other types
of denial of service attacks that may be more difficult or costly
to mount. Mounting a replay attack, for example, reguires a
malicious third party to both eavesdrop on bundles and to inject
replays of the eavesdropped bundles onto the network at an
appropriate location, which is not simple or straightforward on
many networks. Because replay attacks are expensive and
difficult to mount compared to other types of DoS attacks, there
is questionable practicality in incurring the cost and effort
that would be required to protect against replay attack-based Dos
attacks in particular.

3. some types of _denial of service attacks involve flooding a

- network with large amounts of traffic to overwhelm specific nodes
or links. Because of their Timited resources, DTNs are
susceptible to these types of denial of service attacks. The
Bundle Protocol does incliude protections that are designed to
Timit such denial of service attacks. For example, every bundie
agent 1is capable of enforcin? policy to restrict or deny the
permissions of its local applications to inject traffic into the
DTN. This access control at the source host is the first Tine of
defense against denial of service attacks, because it prevents
unauthorized users from injecting traffic into the network. A
second mechanism that the Bundle Protocol uses to limit flooding
denial of service attacks is the Bundle Authentication Header
(BAH). The BAH includes a cryptographically-protected hash of
the Bundle (minus the payload), whicﬁ enables the receiving node
at each hop to be sure that the received bundle was forwarded by
an authorized sender and that the bundle header has not been
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modified since being forwarded by that sender. Given that the
bundle header +includes the information regarding the class of
service and length of the bundle, among other things, use of the
BAH enables the receiving node to detect an attempt by a
malicious third party to inject bogus bundies, to modify the
class of service that had been requested for legitimate bundles,
or to add unlimited bogus payload traffic to Tegitimate bundles.
1f any of these conditions are detected, the receiving node will
discard the bundle, Timiting its impact to only one Tink and the
receiving node.

4. Despite the ability of the BAH to Timit flooding-based denial of
service attacks, it is not able to completely prevent them
insofar as it is not designed to detect replayed bundles.
Theretore, DTNs are susceptible to denial of service attacks as
executed by the repeated transmission of replayed bundles. The
replay attacks that can be mounted on a DTN, however, are Timited
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by the fact that replaved bundles can only be injected on the
Tink from the original sender to the original receiver, or, if
public key cryptography is used or if private key cryptography is
used and multiple adjacent routers share the same private key, on
a Tink to another recejver that is adjacent to the original
sender. Replayed hundles cannot be injected at arbitrary
Jocations within the DTN. Furthermore, the time period over
which a bundle can be replayed is Timited by the bundle's
Tifetime as specified by its Expiration Time field value. Thus,
the amount of damage that replay attacks can do in DTNs s
inherently lTimited by network topology and bundle Tifetime.
Unfortunately, however, given the inherent Timitations of a DTN,
bung?e Tifetime in a DTN may be measured in terms of days or
weeks.

5. Fuily defending against replays in a DTN context would be costly.
As a first example, consider the type of replay in which a bundie
that is sent from router X to router Y could be replayed on the
Jink from router X to router Z. If public key cryptography were
used to encrypt the BAH hash in this bundle, the bundle would be
authenticated by router Z upon receipt because even though the
bundle was not intended for z, there would be no way for Z to
detect this, Protecting against this type of replay would
require the BAH's signed hash, which is used to authenticate the
hundle, to be computed over the receiver’s endpoint ID.

Including this information in the signed hash computation,
however, is not feasible in DTN networks because DTN senders do
not always have a specific next hop to which they are forwarding
a bundle., The sender may not have any way of knowing in advance
which of several possible receivers will receive the bundle it
transmits. Therefore, there is no easy way within the context of
DTN to protect against such a replay attack. Fortunately, this
type of replay attack is Timited by network topology and bundle
Tifetime, as previously discussed.

6. As a second example, consider the type of replay in which a
Tegitimate bundle is recorded and then later replayed over and
over along its original transmission route. This type of replay
attack is possible hecause DTN nodes do not check bundles for
unigueness. As long as a bundle has not expired, if its BAH
encrypted hash information authenticates, it will be forwarded,
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even if it has already been received and forwarded many times.
To detect this trpe of reptlay attack, every DTN node could be
designed to check bundles for uniqueness and discard duplicates.
Each bundle could be uniquely denoted by a (source endpoint ID,
time stamp, fragment offset) tuple because every bundle 1is
uniquely denoted by its (Source, time stamp) pair, and, if
fragmented, further identified by its fragment offset value. If
every DTN node were to maintain a local 1ist of tupTes
corresponding to those bundles that it had received, it could
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check every received bundle against this 1ist to detect
dupticates. This would not, however, enable a node to
distinguish bundles that have legitimately been retransmitted by
their custodian from bundles that have been maliciously replayed,
and the ability to Tegitimately retransmit bundles when necessary
is essential to the correct operation of the DTN. Two methods
have been suggested for enabling a node to distinguish a
Tegitimate retransmission from a legitimate replay:

The first method suggested for enabling legitimate
retransmissions to be distinguished from replays is to, upon
retransmission, have the retransmitting node add a field to
the bundie header, possibly indicating the bundle's
retransmission time, to enable this retransmitted bundle to be
uniguely distinguished from the original bundle. Hence, the
list of tuples that would have to be maintained at each node
to detect replays would include (source, time stamp, offset,
retransmission time) for each bundle, This method would work,
but it has the undesirable affect of increasing the size of
the bundle header by the number of bits that would be required
for the new "retransmission time" field.

The second method suggested for enabling legitimate
retransmissions to be distinguished from replays is to
associate with every link of the network an assumption
regarding what a "reasonable"” transmission time is for that
Tink. Then, when a duplicate bundle is received, the node
would make a determination regarding whether the time that has
?assed since the original transmission of the bundle is "too
ong” for the duplicate bundle to be a retransmission, meaning
that it must be a replay. This method has the appeal of not
requiring the number of bits in the bundie header to jncrease,
but it suffers from impreciseness inherent in the fact that
there is no way to effectﬁve1{ determine how long is "too
long" for each 1ink, especially in a DTN in which frequent and
unpredictable disconnection may be the norm.
A major problem with both of these methods, however, is that they
require every DTN node to maintain a local Tist of received
bundles (or at least received bundle tuples). Even though this
1ist of tuples could be purged periodically according to the
expiration time of each bundle, it is expected that this 1ist
would quickly become too large and unwieldy at each DTN node,
making its maintenance and use infeasible, :

In summary, replay attacks are expensive and difficult to mount
versus other types of poS attacks, and they would be costly to
page 23



) DTNSecurityOverviewAndMotivations. txt
protect against relative to limited DTN resources, so it does not
make sense from a cost/benefit tradeoff analysis viewpoint to, as a
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matter of course, incorporate mechanisms for defending against them.
Furthermore, replay attacks are sufficiently limited by time and
tepology that, as far as protecting against Denial of Service attacks
as executed by replay attacks, the Bundle Protocol is deemed to
already provide "good enough” protection given the costs versus
benefits of incorporating more specific replay protections.

It should be noted that by taking this approach and explicitly not
building any mechanisms into the bundle protocol to detect replays,
we are either placing a burden on our routing protocols that they be
inherently loop-free, because we will not have a mechanism for
detecting routing loops, which would manifest themselves as replays,
or a mechanism for detecting and eliminating routing loops will be
requtired.

4.5.3.1 Threats te which the DTN 1is vulnerable

In this section we document specific types of replay attacks that can
be mounted that are not currently protected against.

4.5.3.1.1 Replayed packets are not detected

Typically, replay attacks would be protected against by having each
packet (or, in this case each bundle) be uniquely identifiable, and
then having every node maintain a 1ist of bundles that have been
received. All bundles received would be checked against this Tlist
for uniqueness and discarded if they were found to have already been
received. In the case of bundles, every bundle is uniquely
identifiable by its (source ID, creation timestamp) pair value. If a
bundle is fragmented, however, every fragment created from the
original bundle has the same (source ID, timestamp) pair. So, to
further differentiate fragments of the same bundle from each other,
the bundle fragment offset value in the Bundle Fragment Header would
have to be used. The (source ID, creation timestamp, and fragment
offset) tuple values serve to uniguely identify bundles in a DTN. 1In
the DTN protocol, there is no mechanism defined to automatically
check bundles for uniqueness, nor is there any other mechanism that
has been defined to identify replayed bundles. Several methods for
possibly identifying replayed bundles were considered, but no option
was selected because, as discussed above, the cost of implementing
such an approach, in terms of the large amount of state that would
have to be stored at each node, was deemed to be too high relative to
the perceived benefits of detecting and discarding replays at
arbitrary nodes within the infrastructure. Therefore, one of the
“threats to which the DTN protocol is still vulnerable is the threat
of a given bundle being retransmitted repeatedly. Such replayed
bundies will not be detected and if a compromised router were to
inject a large amount of repiayed bundies, or if a malicious third
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party were able to record Tegitimate bundles and inject repeated
replays of those bundles into the infrastructure toward their
intended next hop, these bundles would be able to overwhelm the DTN
architecture, at least until they expire.

4,5.3.1.2 Bundles sent from one DTN router could be resent to another
DTN router without detection

Even if measures were incorporated into the DTN Bundle Protocol to
enable a DTN router to detect bundles that are replays of bundles it
has already received, the DTN infrastructure would still be
susceptible to a particular type of repiay attack in which a
malicious third party could record a bundle that s transmitted from
X to Y and inject this on the Tink between X and z, and, if public
key cryptography were being used or if private key cryptography were
being used and several adjacent routers were sharing the same
symmetric_key, router Z would not be able to detect this injection.

A hash value that was signed by node X and received at node z would
correctly decrypt using node X's ﬁubiic key, even it it was
originally sent to node Y. A hash value that was encrypted by node X
with a symmetric key that nodes X, Y, and Z all share would correctly
decrypt at Z using that symmetric key. Node Z would therefore
authenticate the bundle and forward it, and it would continue to be
forwarded by subsequent nodes until it reached the DTN node at which
the route from X to Y and the route from X to Z converge on their way
to the given destination. Although this replay attack is using up
valuable resources on at least one Tink of the network, its
detrimental effect would be limited by the topology of the network
because only redundant links between the point of injection and the
point of link convergence before the destination could be affected.
Furthermore, like the simpler replay attack discussed previously,
these Tinks can only be affected by these replayed bundles for as
long as the bundles' timestamp remains valid.

The cost of being vulnerable to this type of replay attack needs to
be weighed against the cost of protecting against it. How could it
be protected against? well, the reason this vulnerability exists is
that the bundle content that is protected by hop-by-hop integrity
does not include any information about the address to which the
hundlie was forwarded on its most recent hop. The bundle header
includes a destination field, but that is the address of the final
DTN application, not the next-hop router +in the path from source to
destination. 1In order to prevent this type of replay attack in which
a bundle forwarded to one router can be duplicated and sent to
another router, the address of the destination router must be
inciuded in the BAH's encrypted hash value.

one way of including this destination address in the source
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information would be to add a "next hop" field to the bundle's header

somewhere and include the value of this field in the authentication

information signed hash value. Adding additional fields to the

Bundle Protocol, however, 1is undesirable, especially when the fields
Page 25
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have endpoint ID values that could consist of very long strings of
bits. It is not clear that the cost of incliuding this extra field
would be worth the benefit of guarding against the Timited type of
replay attack discussed above. Another way of protecting against
this type of replay attack would be to calculate the hash value fin
the BAH over the endpoint ID of the "next hop" router, but do not
include the actual endpoint ID as part of the bundle header. 1In
other words, the value of the BAH hash would be calculated over the
entire bundle (excluding the payload) plus the endpoint ID of the
next hop bundle agent (but this endpoint ID would not be sent as part
of the bundle). This method would not add any additional bits to the
Bundle Protocol, but it would serve to provide authentication of the
next-hop endpoint ID and thereby eliminate the small vulnerability
posed by the topology-limited replay attack as described earlier.
unfortunately, such a method would not be arbitrarily applicable in a
DTN network, because there is no guarantee that a sendén% node always
knows the identity of the next hop router to which it will be
forwarding a bundle. In a situation in which a DTN node does not
know which DTN node will be the next-hop receiver of a bundle, it
would not be possible for the sending node to caiculate the bundles
BAH hash over the endpoint ID of the next hop. This 1is another
reason why bundie protoceol security has not been designed to he able
to counter the type of replay attack in which a bundle that is sent
to a given next-hop is replayed as having been sent from the original
senderto a different next-hop recipient.
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5. DTN Application Protect‘ion_

The-mandatory-hep-hy-hop security services that are used to provide

~Ainfrastructure protection withTn-BINS aiso work together to provide
7 ‘(some aspects of end-to-end security from-source to destination,
s iTg-that-nome-of—the-bundte—agents—and none of the cryptographic
keys of the bundle agents at each hop along the way have been
compromised. However, there are legitimate reasons for wanting to be
able to use optional end-to-end security services in addition to the
mandatory hop-by~hop services, such as the ability to protect DTN
applications from bogus or modified application data, to protect
., Page 26
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against potential threats that could be posed hy a compromised

router, and to be able to provide a finer granularity of access

control at certain locations within the network:

1. Protection from bogus or modified application data: The
hop-by-hop data integrity service as provided by the BAH hash
does not ensure the integrity of the bundle payload. 1In order to
enable a destination bundle agent to detect payload that has been
corrupted, modified, injected, or replayed, the encrypted hash in
the PSH must be used. The security services offered gy the PSH
comprise an cptional, second Tayer of defense for those DTN
apptications wishing to avail themselves, of the PSH and ensure
integrity of payload data received. . {rer=

2. Protection from compromis utersT As discussed in [2] , the
DTN security approach is{knows’to be partially susceptible to
compromised routers. In ordér to protect DTN applications in the
event that a DTN router is compromised, an end-to-end security
service provides a mechanism that enables a destination bundle
agent to detect illegitimate, compromised, and even replayed
bundles that have been injected into the network by a compromised
router or other means.

3. Finer granularity of access control: End-to-end signatures may be
checked at selected nodes in the DTN that wish to provide
stricter security and do not want to have to rely on the access
control decisions of all previous routers 1in the transmission

ath. For example, a last hop router before a very

imited-resource 1ink, such as an uplink to a spacecraft in Mars
orbit, may use the original source signature as a basis for
verifying the identity of the source and the authority of the
source to use the Tink at the requested rate and c¢lass of service
before forwarding the bundle on the Timited-resource Tink.
without an end-to-end security mechanism, each BTN node would
have no choice but to trust that all DTN nodes preceding it in a
bundle transmission path have enforced the access control rules
appropriate for its link.

Supporting the protection of DTN application data sent from one
application to another from being disclosed to a third party,
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enabling a receiving DTN application to detect whether the bundle it
receives has been modified while in-transit from the sending
application, and enabling a DTN application to detect replayed
bundles that it receives are security service that are optionally
provided or supported within DTN. These services will be discussed
further in the following subsections.

5.1 DTN Application Data Confidentiality Protection ' gﬁf”’fb

DTN usersjg%xqgse the DTN Bundle Protocol to provide end-to-end 32%2?::; o
confidentiality for appTication dava;but—the—actualEACrypt16A 6T st
the user information to be transmitted as the application data unit ?f
must be accomplished by the application before being passed to its S
underlying bundle agent; similarly, decryption of the application o .
data unit received at the destination DTN user node must be -
accomplished by the destination application rather than the i

destination bundle agent. There is no mechanism within the Bundle

Protocol itself for a bundle agent to perform encryption or -

o o Yooy )
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decryption of the bundle payload or any portion of the bundle header;wu$55df z

et

when a bundile application wants to transmit an application data unit
to a destination communications endpoint in encrypted form, the . e
application data unit must be encrypted at the application layer ~— “Dsepgmiled 'S
before being transmitted to the source bundle agent. The source 1 . &
bundle agent itself does to perform encrvption for the application  caee:ers |
ata unif. "HGWEVEr, 1t does support the transfer of encrypted i -
dpplication data units by providing the option for the source ¢»
application to signal to the destination application regarding which
encryption algorithm and encryption key has been used to encrypt the
application data unit. The ability to identify the algorithm and key ®
enables flexibility in the use of various algorithms and keys and in h\fj
performing key rollover,

et

5.2 Bundle Integrity Protection (end-to-end) Ao e
. : . Chi 0
The Bundle Protoco] provides end-to-end data integrity for the entire o
bundle (including the payload), meaning that it provides a mechanism 4/
whereby the destination bundle agent can verify that the bundle
received has not been modified in transit since being sent by the 2
criginating souirce bundle a?ent. The Payload Security Header is used ™
to provide a cryptographically-based authentication service by
having the source bundle agent calculate a hash over the entire

b Sienwng

bundle (including the payload), encrypting the hash, and placing it ;i;H et

in the payload Security Header. "Upon receipt of the bundle, the Al 2;5
destination decrypts the received PSH hash. The destination then %/“@*; AL g,
calculates its_own hash of the bundle and compares the hash value a&kw\ e
that it has calculated with the (now decrypted) PSH hash value — S B, .

received. If the two values are equivalent, then the destination (ucg, Ay

£ } - P "“":h
) L. Tk .
laé‘f ﬁ( 0 E”@&,\m . WW\%@% SR
. V“\‘% %w QN
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bundle agent can be assured that_the contents of the bundle have not
been modified (either dintentionally or unintentionally) since being
sent from the source. Furthermore, after the destination bundle
agent compares the Payload Security Header hash value with the _
computed value and finds them to be equivalent, it may optionaTTﬁ
make sure that the bundle is not a replay by comparing it with the
bundles that it has already received. This optional replay detection
capability is discussed further 1in Section 5.4 below.

5.2.1 The end-to-end bundle integrity service is vulnerable to source
key compromise

This end-to-end data integrity security service is vulnerable to
compromise of the source user key. As long as a source user's key
has not been compromised, bundles originating from that source user
can be provided with end-to-end data integrity, meaning that the
destination can he assured that the contents of the bundle have not
been modified while in-transit from the originating source. However,
if the source user's key is compromised, then bundles claiming to
have originated from that source cannot be provided with end-to-end:
data integrity and a destination has no assurance that the bundle
received 1s the same as the bundle that was originally sent from the
source. In fact, the recipient has no assurance that the bundle
received was even sent from that source at all.
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5.2.2 The end-to-end bundle integrity service is not vuinerable to
router compromise

Ao
The encrypted hash value in the Security Payload Header provides data G e
integrity protection for the entire bundle (except for the BAH and —
mutable fields), including source endpoint ID and timestamp, which gfi~@“ <.
determine the bundle's uniqueness; destination endpoint ID, class of. {-% “Eluads
service, ahd payload. Because all.of-these i i e 40, TN

the PSH hash calculation and the”hash is encrypted by the sénding.
application, the PSH truly provides an €nd-to-eénd data Tntegrity

€8 Ftields are 1nc1ude§‘ﬁﬁj
4

¥
Xk
£

sérvice from_source bundle agent to the destination bundie agent. ¥a  §a.f

The PSH enables a destination bundle agent to reliably determine Liz e
whether or not a received bundle had heen modified while in transit -

. . . ' [/ .
even in the case in which one or more of the DTN routers along that "A{kuiiﬁwi

path from source to destination may have been compromised.

A compromised router does not have access to a source application's
private key, and access to this private key is what is required to
undermine the end-to-end integrity service provided by the PSH.
Although a compromised router cou%d misroute a bundle, it would not
be able to modify any portion of a bundle and forward that bundle
without the modification being detectable by the destination.
Therefore, the end-to-end bundle integrity service provided by the
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Payload Security Header can be effective in the case in which one or
more DITN routers may be compromised. In the event that both a DTN
router's key has been compromised, and a source key has been
compromised, however, the Bundlie Protocol cannot be provided with any
sort of end-to-end bundle integrity service.

5.3 sSource and Destination Authentication (end-to-end)

5.3.1 End-to-end endpoint authentication
N
End-to-end endpuint authentication is very closely associated with
end-to-end data integrity because_the same mechanism, the optional
use of the signed hash in the Payload Security Header, is used to

: :  MSE P
provide both services. As with the hop-by-hop services, it is not ?3mf\

possible for end-to-end data integrity to be provided without also s
providing..end-to-end endpoint authentication. Either both end-to-end C

data integrity and end-to-end endpoint authentication are provided, _ -&-
or neither 1is. b A T

L?:},é E;% ] a

i
{

N P

Cryptography, 1in &ombination with the pPayload Security Header, is the
mechanism that ~f$ used to provide both services. Wwhen a destination
host bundle agent receives a bundle for local delivery (once the
bundle has been reassembled, if necessary), in order to perform
end-to-end gpdpesfit-authentication, the destination host bundle agent
must check the value of the encrypted hash value in the Payload
Security Header for correctness. If the value is not correct, the
bundle has failed to authenticate. If it is correct, the contents of
the bundle have been verified not te have changed since being sent
from the source (as already discussed in Section 5.2). Furthermore,
the bundle has been verified to have been ‘intended for the DTN
destination that received it (because the signed hash value was
calculated over the contents of the destination field in the Primary
Page 29
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Bundle Header}. Lastly, the bundle has bheen verified to have
originated from the endpoint ID listed in the source field (because
the signed hash value was calculated over the contents of the source
field in the Primary Bundle Header). Also, because the signed hash
decrypted correctly, this means that the correct key must have been
used to sign the hash, and given that this key is known only to the %j 6 hﬁﬁx
source (if it 1is a private, asymmetric key) or only to the source and # e
destination (if ﬁtmjgwamgxmmgggigwhgxg, t%is authenticates the solrce o TR
ds hAVing ThFACt encrypted the PSH hash and as being the location '
from which the bundie originated. Therefore, assuming that the
confidentiality of the source key has not been compromised, and even
if a DTN router on the way from source to destination has been
compromised, the same process that assures the end-to-end data
integrity of the bundle also ensures its end-to-end source and
destination endpoint ID authentication. If the source's key has heen
compromised, however, neither the integrity of the bundlenor the
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authentication of any endpoints is assured. 1In this case, a

destination would have no assurance that the bundle received is the
same as the bundle that was originally sent, that the bundle received -~
was actually sent from the claimed source, or that any bundle was .
even sent from the source at all. (.5

5.3.2 Source application versus source bundle agent authentication

As distinguished from the hash value in the BAH, the hash value in X
the Payload Security Header, which is used to provide end-to-end e\ D, L A T
B el is calculated only once, in the source host. It is : )

calculated at thHe SOUTTE HOSt, Using the source's keyj-and it Js : “*ﬁaﬁx*ﬁi
checked at the receiving host and possibly also at one or Tore..DTN
security policy routers while in transit. From a security ”““%ww§£;ﬁf%%

standpoint, this hash should not be encrypted by the source bundle
agent. In order for the bundle agent to encrypt the hash, the bundie
agent would have to be privy to the source's private key, which is
undesirable. The private keys of sources should not be divulged to
bundle agents because making bundle agents privy to source private
keys would make it ﬁmgossib]e to distinguish between authenticating
the source versus authenticating the source bundie agent as the
originator of the bundie. Furthermore, each bundlie agent may serve
many different applications and therefore many different sources,
which would furtﬁer blur the determination as to what entity is being .
authenticated as the source. T R
L meih e oo
From a practical standqcint, though, the hash value in the PSH is Ou&n geoo, QN%“”
calculated over not only the payload (to which the application has U s
access), but over the entire bundle, including many header fields to
which the agp]ication does not have access, but to which the bundge

agent does have access. So, while having the bundle agent encrypfthe &
PSH hash is undesirable from a security standpoint, the bundle agént
is in other ways the most practical location within the source host
at which to encrypt the hash in the PsH. The bundle agent is the
entity that has access to the many bundle field values needed to
calculate the hash and it is also the entity that is responsible for
assembling the bundle, including inserting the encrypted hash value
into the bundie. Therefore, while the bundle agent should be
responsible for calcuiating the (unencrypted) hash and inserting the
Page 30
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encfypted hash value into the security information field of the PSH -w=i& ™
once it has been encrypted, care must be taken to partiftion the o e ”(&M §
soubce-hbundle agent from the actual process of using the appropriate;( kﬁgﬁm-- &

- . e " [
ﬁonf1dentja1 key to encrypt the hash. :ﬁi%#wx Lt m&&%f?
while bundle agents should not encrypt the hash in the PSH, NS e T
applications do not necessarily need to be burdened with having to %%
encrypt this hash. Ideally, the hash value in the security
information field of the PSH should be encrypted without the
. : oY (
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aEp1ication having to do anything special to make this happen, other Lg;
than make the appropriate private key available. Private keys must =~ "
at a minimum be stored in the client side of the application/bundle 3 %
agent API to keep them separate from the source bundle agent. Q. le ‘4t&
perhaps these private keys can be kept in a library or server that is P
responsible for performing the encryption functionality, thereby ( \¥s
keeping the keys separate from the host bundle agent while also M)\g%}
freeing the apg1ﬁcation from direct involvement in the process of s "0
encrypting each PSH hash. . oy

IR 2
At the destination host (and possibly at one or more intermediate - gJ\ tﬁfmiaé
nodes that wish to enforce a finer granularity of access control), (MQ%T“§ie E}
the encrypted hash in the Payload Security Field will have to bhe i

decrypted and checked for accuracy. FErom a security standpoint,
there does not seem to be any advantage to decrypting the hash at the
application Tlayer rather than at the bundle layer, of the destination
host if public key cryptography has been used to encrypt the hash.

In this case, decryption of the hash signature at the destination
host is distinct from signing the hash at the source host, because in
a public key cryptography scheme, the private key of the source,
which is used to sign the hash at the sender, must be kept private,
but the public key of the source, which is used to decrypt the signed
hash at the destination, need not be kept private. If private key
cryptography is used to encrypt the hash, then the same care would
need to be taken at the destination or intermediate nodes to ensure
that the entity that decrypts the hash is partitioned from the bundle
agent at that node.

5.4 optional Replay Detection at Destination Hosts or Policy Routers

Replayed packets can pose two different types of threats: replayed
packets can be ‘injected into a network to overwhelm resources, thus
resulting in a denial of service attack; and replayed packets can be
injected into the network to fool the destination host into receiving
muitiple copies of the same information, thus resulting in a
"content” attack. while DTN security does not have as a goal
protection of the infrastructure against the first type of threat,
optional mechanisms have been defined to enable destination hosts and
security policy nodes to protect against the second type of threat.
For example, suppose that the message 1in a Tegitimate bundle were
"position the telescope 10 degrees to the right”. If this message
were to be recorded and replayed by a malicious third party, we have
already seen that the Bundle Protocol will not detect or discard
these duplicate messages at arbitrary intermediate hops within the
network. Rather, the bundles will continue to he forwarded until
they either reach their destination or expire. Therefore, it is

Page 31



) DTNSecurityOverviewAndMotivations. txt
possible that the destination application may receive many (two,
three, fifty} such messages, depending on the original Tifetime of
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the bundle and the distance that the bundles had to travel from the
point at which they were injected into the network to reach the -~} -
destination host. Requiring the destination bundle agent to pass  ~ ! Nﬁﬁtr&i@“”"
these messages up to the destination application without detécting fﬁﬂﬂh -

i 2 ey ¥ e
the fact that they are duplicates could be quite harmful-if we o
consider the case in which positioning the telescope-Z0 or 30 degrees ™%  f . »
to the right could mean aiming it directly at the.sun and thereby S g
destroying its optics. Although there is no 5@q§¥rement for ce, O ke | e
dupiicate bundles to.be detected at a?ﬁﬁtv@fwapdes within the DTN, Ve T

iy

there is_a need for destination bundle agents tb be able to Pas N
optionally detect and discard-dupticate-BuRdTes received. “The same A -
optional ability shouTd Bé avaTTabTe at DTN-SEelFity P6TYcy nodes T Al
that may want to enforce their own access control policy before Caye

forwarding a bundle on a certain link. The optional ability to
detect and discard duplicates could be crucial to the ability of the
security policy node to protect the link from having its resources
wasted by transmitting replayed bundles.

Note that technically, a receiving bundle agent is only able to
reliably discard replaved bundles and enforce the
at-most-once-delivery semantics if the bundle that is received is
protected with a Payload Security Header (PSH) containing an
encrypted hash, because, assuming that no routers have been
compromised, a PSH with an encrypted hash guarantees that the bundle
(including the source, timestamp, and payload fields) has not been
modified in transit. 1In practicality though, if the
at-most-once-delivery option has been used, even a bhundle that is not
pratected with a PSH containing an encrypted hash should be checked
to determine if it is a replay and, if so, it should be discarded,
This is because if a bundle that has not been protected with a PSH is
received, it is possible that the bundle payload may have been
modified in transit without detection. However, assuming that no
routers have been compromised, the source and timestamp %1e1ds, which
are used to uniquely identify the bundle, are guaranteed to be
unmodified from their original values by the concatenation of the
DTN's hop-by-hop security. This means that when a bundle that does
not contain an encrypted hash is received, if the (source, timestamp)
pair value of the bundie has been received in a prior bundle, then
either the received bundle's payload is the same as the payload ‘in
that prior bundle (in which case it is a replay and should be
discarded) or the payload is different from the payload in that prior
bundle (indicating that the bundle has been modified in transit, in
which case it should be discarded anyway).

A receiving bundle agent has ne control over whether a received
bundle does or does not include a PSH. Nevertheless, if the

at-most-once-delivery option has been requested by the receiving
application,the actions that the receiving bundie agent takes are the
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same regardless of the presence or absence of a PSH with an encrypted
hash: the receivén% bundle agent will check the received (source,
timestamp) pair value against previously-received pair values and
discard the bundle if there is a match.

The security-related De1iver¥ Options parameter of the
Data.Indication primitive will alert the receiving application to the
fact that the bundle is not protected by an encrypted hash vaiue in
the PSH because the authentication Delivery Option will not be set
[3}. If an application that has registered for at-most-once-delivery
receives a bundle without the authentication Delivery Option set,
therefore, the application can be assured that the bundle 1is not a
replay of a previously-received bundle. It has no assurance about
the content of the payload of that bundle, however. The payload
could have been completely modified; it could have in fact been
chan%ed to be a replay of previously-received payload. This payload
moditication would not be detectable hecause of the absence of a PSH
containing an encrypted hash.
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6. Security policy Routers

As previously expTaénéd, every bundle agent that receives bundles
from a DTN application has the ability to perform access control on
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those bundles by limiting the rate at which particular DTN
applications may injéct bundles or the COS options that particular
DTN appliications are allowed to use. Generic DTN routers,
however--both the next-hop adjacent DTN router as well as those
routers that may be very distant from the source host and possibly on
regional networks that have very different characteristics than that
source host--are dependent on the source host's bundle agent and its
access control policy te determine what traffic the router should
forward. There is no provision for the bundle agent at a generic DTN
router to make an access control decision to discard or 1imit the
access of an authentic, unexpired bundle that it receives from
another bundie agent based on the identity or permissions of the
source or on lecal access control policies.

while the ability of the source host to enforce access control on
application traffic is an important security feature of the Rundle
Protocol, this mechanism operates solely within the bundle agent of
the source host, which may be out of the control of the DTN network
provider. For this mechanism to properly nrotect the DTN, the source
host's bundle agent must be configured correctly to enforce the
desired access control policy and it cannot have bheen compromised.
Furthermore, if this were the only available access control
mechanism, every DTN router--both the next-hop adjacent DTN router as
well as those routers that may be very distant from the source host
and possibly on regional networks that have very different
characteristics than that of the source host--would be dependent on
the source heost's bundle agent and its access control policy to

determine what traffic the rouifﬁmiigfjd forward. — ﬁjww¥&$‘g
Instead, the security ar»hf%écture“@efin s special DTN security YT T, -
policy routers, which afe DTN routers that have the abiTity tocheck

“thervatueof the signed hash - R N

evaT in_d buneaie’s PSH and make an access Y
control de&cisioi 10 Timit or discard af atthentie;unexpired bundle ; yo.ot ™ 45

received from another bundle agent based on the +ddentity and \ony ek
permissions of the source in combination with Tocal access control. %@ A
Use of the PSH signed hash enables a security pelicy router to A o
authenticate the source of the bundle and verify the integrity of not % \geot™= &F
only the bundle payload, timestamp, and source and destination Y, 1D OReeeds

addresses, but also of the C0s field value, which it can use to i . N
verify that the source has the appropriate privileges to use the Q%k%&j&ik Bh s

resources at the requested class of service. aﬁg&uﬁmg_~hmﬂk_hbﬁug
. ;0 SO &
Security policy routers enable access control to be enforced at the Cﬁ@%fﬁf*mfﬁgﬁ
first possible location that is under control of the DTN service TOOBIE 15 S
o (0 020 ot
‘ ' deo daargen A
Eymwngton & Rest Expires September 22, 2005 [Page 38] ﬁ@wi&@@ﬂ@ gﬁﬁ,
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“y
provider (for example, the next-hop router that is adjacent to the (CRGroe=, r

source host), and that is therefore more likely to be configured CEa ey I
correctiy and well-secured. They also enable access control to be i
-enforced at other specific routers that may be the last hop before a *
Tink that has very limited bandwidth or that is subject to other
challenges that require that it be provided with more protection than
upstream parts of the DTN. Such a router may well net want to have
to rely on the access control decisions of upstream routers, hut may
wish instead to apply its own local policy to bundles received
depending on the identity and permissions of each bundle's source.
This possibility is alTuded to in [2] when it discusses the potential
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estahlishment of user-specific security boundaries within the network .. Db
so that a decision by a DTN router on a university campus, for
example, would not determine whether a bundle originating from that
campus 1s radiated to_a spacecraft in Mars orbit. Rather, a sepa :

Liy-beuadary could be established at the Tast-hop routef before.

_the spacecraft and that last-hop router could use the oqi?ina¢wwwww

8 ecific signed hash and source-specific credentia '(W\m
information on which to base access control into the Mars orbit . &Eur%. oo,
portion of.the-DIN. <53 eee i ol Ee alt i o age A

“ Security policy routers,: in addition to being able to decrypt the g, 2, <££Mg&

ed-hash—nthe PSH to authenticate the identity of the source of oy
the bundle and verify that that source has permissions to send the LA
bundle at the specified C0S, also have the optional capability to
detect and discard replayed bundles if so configured. A security
Eo¥icy router that is configured to detect and discard replayed
undles can provide stricter access control that may be warranted on
some limited-resource links, but at the cost of having to maintain
state +information regarding previous bundles received.

St g

Tt must be noted that security policy routers, if not deployed ¥
appropriately, may inadvertently become bundle sinkholes. Consider vmf@mamy\
the case 1in which a bundle is fragmented and at least one.of-tlose

fragments follows a path through the network that gagaﬁ?és it to be
forwarded through a security policy router., ~ofie fragment of the

bundle reaches the security policy router, /than) all fragments of that

bundle must. All fragments of a given bun -fiust be received and

their pag?oad extracted and reassembled into the original larger ?;gé
payload before the signed hash value in the PSp~cdtrhe.vertfied to be %;;;;
correct. Therefore, the securitg policy router may have to wait for ——.
the receipt of multiple bundles before the end-te«eAd signature can

be authenticated. 1If all fragments of a given bundle are not

received, the security policy router may be left waiting for the

outstanding fragments indefinitely, in effect resulting in the

security policy router bhecoming a sink hole for that bundle. A1l of

the fragments that do reach the security policy router will be

stranded at that security policy router until they time out and none
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of the fragments will be forwarded.

uUnless mechanisms are used to either guarantee that all fragments of Sovada

a given bundie will pass through a given security policy router or to Polea

enable multiple security policy routers to work together to calculate o Gotic

the combined hash of various bundle fragments, the deployment of a j;
security policy router becomes very risky. The differenc between the 00 g

router being able to provide additional important access control a.chs ik
security services versus the router acting as a barrier to bundle o« o 1 _ doge
forwarding becomes solely a matter of network topology, so that oo
security policy routers could only be placed within the DTN toppology -0 «@ud il —

at locations in which all fragments of a bundle would be guaranteed A0 . .50

to pass through it. Could bo Qoo bl capid-ve .

One mechanism that has been defined in the Bundle Protocol that can

be used to reduce the risk involved in deploying security policy

routers without depending on DTN topology to guarantee that all

fragments will pass through the security policy routers is that of a
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Source Routing Header. A source may use the Source Routing Header to
ensure that a given bundle, and therefore all fragments that may
result from that bundie, will pass through one or more specified
security policy routers en route to its destination.

It may still be desirable to define a mechanism whereby multiple
security policy routers could work together to jointiy calculate the
combined hash of a bundle, the fragments of which are received at the
various security policy polters=Such an ability to collaborate
would mean that multiplé.securityi 'bolicy routers could be used to
control access of bundles “ro-a-particular portion of the DTN without
a single security policy router becoming a bottleneck. Definition of
guch a collaboration mechanism, however, is beyond the scope of this
ocument.

The requirement that an arbitrary DTN router have general access to
all keys and credentials to which a general security policy router
must have access would constitute a scalability problem for DTNs, and
be especially crippling given the DTN's Timited resources. However,
if access control is to be enforced only by the first-hop router that
is adjacent to the source host, meaning that this first-hop router
would be a security policy router that would requre access to only
the keys needed to authenticate the PSH hash in bundles received ¥from
adjacent host sources, then only these first-hop security policy
routers would be required to maintain user-specified key and
capabilities ‘information. oOn the other hand, the distribution of
public keys and credentials to more distant DTN nodes at special
security boundaries could be more problematic, but scenarios in which
these boundary nodes could be given access to a limited number of
source public keys and credentials can be envisioned. The benefits

Symington & Rest Expires September 22, 2005 [Page 40]
O

Internet-praft DTN Security Overview March 2005

of the finer granularity of access control that could be achieved on
certain critical 1inks by doing so could be worth sacrificing some
scatability. '

Another alternative for reducing the scalability problem inherent in
distributing numerous.public keys—and-credentials to arbitrary DTN
nodes is to use am Identity Based Encryption s?ﬁém9wwhet§by public
keys are a_priori.krowrmte—all-nodes and need notr he dis®ributed.
This schefie, and a key naming method that encodes a sender's
crederitials and the validity period of key into the key's identifier,
ape discussed in [6]
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7. Excessive Replay Detection

As was noted in section Section 4.5.3 protecting the network from
denial of service attacks as executed by replay attacks is not a goa'l
of DTN security because all approaches that have so far been devised
to do so seem to require each DTN node to maintain an excessive
amount of state. By explicitly not building any mechanisms into the
bundle protocol to detect replays, we are p%acing a hurden on our
routing protocols that they be inherently loop-free. If a routing
Toop were to make its way into the DTN either on purpose or
inadvertently, the results could be devastating. In a DTN context,
bundles may have T1ifetimes of days or weeks, so one cannot

necegsari1¥ rely on bundle expiration to protect the DTN from the
detrimental effects of routing loops.

J{f;:f‘ Eié)brder to counter this threat, a "forwarding count” field of the
undle header has been defined to hold as its value the number of
times the bundle has been forwarded. This field enables routers to
discard bundles received that have a forwarding count value that
exceeds a certain maximum value, thereby providing a mechanism
whereby a router can discard bundles that are recirculating
excessively (possibly due to routing loops). The router may also
alert network managers to the possible presence of a routing loop so
that it can be looked into and fixed, if necessary.
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g&. secure Multipoint Delivery

There are currently no provisions in the Bundle Protocol for
muttipoint delivery of bundle payloads. If such provisions were to
be built into the Bundle Protocol, however, so that a source could
send a single bundle and have its payload received at multiple
designated destinations, several areas of the Bundle Protocol would
need to be addressed to reconcile their operation with multipoint
delivery, including security. Discussing the security ramifications
of multipoint delivery in this document, however, wou%d be premature,

given that no multipoint delivery mechanism has yet been defined for
DTN.
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Key Management

This document does not yet address the issue of cryptographic key
management and distribution for DTNs. The bandwidth, connectivity,
and other 1imitations that are inherent in DTNs serve to make the
distribution of cryptographic keys across the DTN very challenging.
One solution that s being investigated for sugporting DTNs is that
of rdentity Based Encryption (IBE), which can be used to cbviate the
need to distribute public keys because in IBE, any string--even the
ID of a private key--can be a valid public key. See [6] for a N
proposal to use a combination of Hierarchical Identity Based
Encryption and signatures in support of DTN security.

9.1 Key Distribution
9.2 <Credential Assurance

9.3 Key validity and Revocation-
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10. DTN Security Features

10.

10.

symington & Rest Expires September 22, 2005
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1 <Crypto-algorithm Independence

The security services used in the DTN are algorithm-independent,
permitting the use of different sets of algorithms for different
purposes, as required. A standard set of default algorithms may be
specified to facilitate interoperability, but they are not mandatory.
In order to provide this algorithm independence, there are optional
mechanisms within the Bundle Protocol to identify which algorithms
are to be used. In any given bundle, up to five different
cryptographic algorithms may be used:

1. an encryption algorithm for providing appliication data unit
confidentiality,

a hash algorithm for computing the hash in the pPsH,

an encryption algorithm for encrypting the hash in the PSH,
a hash algorithm for computing the hash in the BAH, and

an encryption algorithm for encrypting the hash in the BAH,//,/W

LA e LI N

The security protocol for DTN enables the source to specify-the :
algorithms and key IDs to be used for providing applicatien data unit-* """
confidentiality and for computing and encrypting the PsH hash, but Nyl L
the choice of algorithms to he-used-for-computing amd encrypting the _—

BAH hash is not within the“user’'s control. In fatts—these algorithm

" 1 ) b
choices, and whether or not a BAH is even used at all, may,change AC L, ROk T
from hop to hop. S e . pres Casgel]

The Bundle Protocol is also flexible with regard to the style of ks ?*giqﬁﬁk
encryption (public key versus symmetric key) used. Either public key WJieHe” ae

cryptography may be used to sign the hashes in the PSH or BAH, = e Bl
creating digital signatures, or the hashes may be encrypted with a o e o
symmetric key, creating message authentication codes. The type of o fﬂ%&«

cryptography used will be implicitly indicated within the Bundle .
pProtocol as part of the optional identification of the cryptographic ﬁixN
algorithms being used. Ol g g,

Yo

) . : : , C o b f
2 Taking advantage of native regional network security Eon g o Ehm ) o s
IR e T N

DTNs_have the ability to make use of the security mechanisms Aota Mg ¢
available in the native protocols of the regions they overlay. A DTN oo,

R R g,

that spans a regional network.{i::ftrusted SETUT LS vices, such as
5

an IPsec-capable network or a W.S. bpoD Tink-encrypted network, has
the ability to make use of and y-grr-che-securttyr-services provided
by these underlying regional networks without having to provide
redundant services in the DTN overlay. The mechanism that enables
the DTN overlay to take advantage of security services available in
the underlying regional networks is the Bundle Authepticity parameter

[Page 45] '@
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Lol
of the convergence layer Bundle.Indication primitive. Using this afi
bundle authenticity parameter, the convergence layer may, based on \ )
the regional subnetwork over which the bundle was received, assert to\ ¢
its bundle agent the integrity and authenticity of the bundle. This
mechanism enables the bundle agent to avoid having to use the BAH to ' |
perform its own hop-by-hop data integrity and sender authentication
checks on received data that has been sent using a trusted security ¢
mechanism availabie in the regional subnetwork. h

In order to take advantage of native regional network security Voo
mechanisms, a DTN bundle agent must insert a BAH into bundles thatiit .. s .
forwards over regional subnetworks that are not trusted, but it neéd )
not insert a BAH into bundles that it forwards over regional

subnetworks that are trusted. uUpon receipt of a bundle, if the S . . .
underlying convergence layer does not assert the authenticity of that- Chdan,

KU
S Y

bundle (which would be the case if the bundle was not received over a . :
trusted regional subnetwork), then if the bundle does not dinclude a. }wj?»}
BAH, the bundle agent must discard the bundle. T e

Suppose, for example, that a bundle arrives at an intermediate DTN
node and the convergence layer of that node, based on how it has been
configured to treat bundles arriving on transport connections of the
type on which the bundle was received, sends the bundle up to the
bundle agent with an assertion that the bundle is authentic. 1In this
case, the bundle does not need to have a BAH and, if it does, the
bundle agent does not need to process it. Similarly, before :
forwarding this bundle, the bundle agent will need to either create a

BAH to protect the 1nte%rit% and authentication of the bundle along S
its next hop, or schedule the bundle for transmission via a ey
convergence layer adapter that is trusted to provide the necessary i dy

Tevel of security.

Note that in order to be considered to support the DTN Security
Architecture as defined in the overview and Motivations document and
operate according to the DTN BP Security Protocol, a bundle agent
must be able to take advantage of available native regional network
security by having the ability to accept the convergence layer's
assertion of the integrity and authenticity of data received over a
secure regional network. In addition, that bundle agent must be able Lo hgfl
to correctly send, receive, and process bundles that have BaHs. A g o
bundie agent that can only process bundles according to one of these
methods, but not the other, is not conformant. In particular, a
bundle agent that is only able to process bundles that are received
with the convergence layer's assertion of the integrity and
authtenticity of the bundle but that is not able to correctly process
bundles that are received without such an assertjon from the
convergence layer is not conformant. Bundle agents must be able to
send and receive both types of bundles: both those with and those
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without BAHS,

Note the importance of configuration to achieving the desired Tevel
of protection in the case in which a BAH will not be used to
Page 41
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authenticate a bundie on a given hop because the subnetwork on that
hop aiready provides sufficient security. In order to achieve the
desired Tevel of protection, the convergece tayer must be configured
correctly sc that it does not erroneously assert the authenticity of
bundles received on subnetworks that are not secure. Simitarly, the
bundle agent must be configured correctly so that it does not send
bundles without BAHs using convergence layer adapters that should not
be trusted. The importance of correct configuration of the bundle
agent and of the convergence layers in with respect to what regional
subnetworks to trust or not cannot be overstated. It is clearly a
potential point of complexity, and therefore of vulnerability, as
misconfiguration could result +in a total breakdown of security that
would not necessarily be detectable.

According to [7], we expect a smali number of region types (e.g.
Internet-like, ad-hoc mobile, periodic disconnected, etc.) may evolve
and each instance of the same tyﬁe will dmplement a similar stack of
vhderlying protocols. Each of these region types would have its own
set of available security mechanisms and its corresponding
convergence layer would need to be confi?ured to use these security
mechanisms (or not) when forwarding bundies and to trust (or not)

received bundles that_have been protected by these security
mechanisms. For simplification of configuration, such a limited
number of region types would be preferable.

o Sl
) \é(:_ LeE - L
ak B \ih\\ \lwgng;m - ¥ g
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11. Secure DTN Teopology and Configuration
11.1 Secure DTN Topology

This section is still not fully formed. It is written with my
initial view of how security being optional would work in reality.
That is, it is written with the idea that in a secure DTN all nodes
must be secure nodes, meaning they all must implement the optional
secuirt% specs. Lateiy I have been thinking that this may be too
rigid, however. Perhaps we can have the notion of a secure overlay
on a DTN, so that two secure DTN nodes could be separated by one or
‘ Page 42
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The BAH would originate at one DTN node, be ..
ignorded at the intervening insecure DTN node, and be checked at the (€
Can we.explore this overlay idea to see
if it is something that would be useful? In the meantime, this

more insecure DTN nodes.

following secure DTN node.

¢.’f;*q¥“§w‘u,

section is written without this overlay concept...

Security 1is an opticnal service in DTN, so not all DTN nodes will

incorporate it.

In order to provide a DTN service securely, however,

a DTN node must support the DTN Security Architecture as defined in
this Overview and Motivations document and must operate according to

the DTN Security Protocol,

1 . Furthermore, that node must interoperate
with an adjacent node that also provide secure DTN.

A node that

implements secure DTN but forwards messages to or receives messages
from a node that does not implement secure DTN is not providing a
secure DTN service, because no infrastructure protection can be
provided on the Tink between these two nodes.

In order for a given DTN to be considered secure, all of its nodes
must support the DTN Security Architecture as defined in this
Overview and Motivations document and must operate according to the

DTN Security Protocol.

A node that does not provide security as

required in the DTN security architecture and the DTN Security

Protocol cannot be considered to be part of a secure DTN.

A network

topology that intersperses insecure DTN nodes with secure DTN nodes
cannot be considered to be secure, because all nodes must support the
BAH in order to provide the infrastructure protection services

inherent in DTN security.

In practice, a DTN network may consist of secure DTN nodes

interspersed with insecure DTN nodes.

unlike other security

architectures for network protocols, however, the secure DTN nodes
cannot be conceptually connected to each other to create a secure

overlay over the underlying DTN network.

This is because

infrastructure protection, which is fundamental to DTN security
requires every DTN node at every hop in the network to support the

BAH .
topology, therefore, effectively

symington & Rest
{

Internet-braft

which ends at the secure node and does

Expires September 22, 2005

BTN Security Overview

Placing an insecure node ad%acgnt to a secure hode in a DTN
imits the extent of the secure DTN,
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not extend across the

interface onto the link connecting that secure node with an adjacent

insecure node.

If a DTN network consists of a combination of secure and insecure
nodes, then the subsets of secure nodes that are interconnected with

each other can be understood as secure
insecure DTN,
generated by a DTN application if that
secure DTN node and its bundles travel
consists only of secure DTN nodes to a
is also hosted on a DTN node. If even
must be traversed, then the secure DTN
resides can be understood to terminate

node and the secure DTN node on which the destination resides can be
understood to terminate at the hop after the insecure node on the
There is no way for the two DTN

path from source to destination.
nodes that are adjacent on ejther side
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authenticate themselves to each other using the BAH because they
don't exchange a BAH,

Even though infrastructure protection cannot be provided over Tlinks
connecting insecure nodes to secure ones, there is still a need for
the secure DTN hode at the perimeter of the secure DTN network to be
able to scrutinize the bundles that are passed to it from insecure
nodes to determine whether those bundles should be admitted to the
DTN. A perimeter node wishing to apply such scrutiny to incoming
bundies, therefore, should be a security policy router, which is a
secure DTN node that has the additional capability to decrypt the PSH
hash value in incoming bundles, calculate its own hash value for the
incoming bundle, compare these two values and discard the bundle if
the values do not match. placed at the perimeter of the secure DTN,
adjacent to insecure nodes, the security policy router is able to
apply access control to determine which bundles to admit to the
secure DTN based on the identity of and permissions associated with
the source of the bundle, as well as on the ability of the bundle to
authenticate as not having been modified since being sent from the

source. »/Mh§?£“

&

Topologically speaking, a secure DTN must consist only of s
interconnected secure DTN nodes. To provide appropriate access
control on bundles being forwarded into a secure portion of a DTN
from an insecure portion of the DTN, security policy routers should
be placed at the perimeter of the DTN. The ability of these security
policy routers to discriminate among bundles will depend on the
security policy routers

Being properly equipped with the keys reguired to decrypt hashes

that may be encrypted by any source that may forward data through
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that security policy router into the secure DTN

Being appropriately configured as required by DTN policy
To reject bundles that have PSH hash values that do not
authenticate
Perhaps to reject bundies that do not have PSHs
(policy-dependent)
perhaps to reject bundles for which the security policy router
goeﬁ not have access to the key required to decrypt the PSH
as

11.2 configuration Options

How a particular bundle agent should be configured in a given
situation is dependent on the goals and reguirements of the
particular network and the particular bundle agent's role in that
network. For example, if a bundle agent forms an integral part of a
secure DTN, meaning that all of its neighboring DTN nodes are part of
the secure DTN, then that bundle agent must be configured such that
whenever the bundle agent forwards a bundte, the bundle must either
be protected with a BAH or it must be sent over a trusted convergence
Tayer, or both. It would be incorrect to configure the bundle agent
to send the bundle over an untrusted convergence layer without
attaching a BAH to the bundle, and doing so would result in a network
vulnerability. Similarly, a bundle agent that forms an integral part
of a secure DTN must be configured such that whenever it receives a
Page 44
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bundle, the bundle must either be protected with a BAH or the
authenticity of the bundle must be asserted by the underlying
convergence Tayer, or both. If the bundle agent were to receive a
bundle that did not have a BAH and for which the convergence layer
does not assert the authenticity, then the bundle agent must discard
the bundle and may generate a bundle status report indicating the
authentication failure.

on the other hand, if the bundle agent is not an integral part of a
secure DTN, meaning that at least one of its neighboring DTN nodes
does not support the DTN Security Architecture and/or does not
operate accordin% to the DTN BP Security Protocol, then that bundle
agent may be configured differently, in such a way that it can form a
secure perimeter to the secure part of the DTN, yet also send and
receive bundles from insecure portions of the DTN. 1In this case, the
bundle agent would most Tikely be a security policy router that would
be capable of validating the PSH hash value of ‘incoming bundles,
thereby enabling it to impose source-information-based access control
on bundles being forwarded from an insecure portion of the DTN to a
secure portion of the DTN. This security policy router would have
the same role as any other DTN node that is integral to the DTN
network when it comes to receiving or forwarding bundles on links
with other parts of the secure network. However, this security
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policy router may also be configured to treat bundles on Tinks with
insecure parts of the network differently, in such a way that the
security policy router could provide a perimiter protection
capability for the secure DTN,enforcing access control on bundles
sent from insecure portions of the DTN before they are admitted into
the secure portion of the DTN.

As discussed in Section 10.2, a bundie agent that claims to implement
secure DTN must be able to send and receive both bundles that are
authenticated using a BAH and bundles for which the convergence layer
asserts the authenticity of the bundle. Furthermore, such a bundle
agent must insert a BAH into a bundle that it forwards onto a
regional subnetwork that is not trusted and it must discard a bundle
that is received without a BAH 1if the underlying convergence layer
does not assert the authenticity of that bundle. These configuration
requirements, however, apply on%y to bundle agents that claim to
implement security. The requirements of security policy routers,
which can be used to control access to a secure portion of a DTN, are
a2 little more flexible, reflecting the unique position that these
security policy routers may play as transition points that provide
perimiter protection between insecure and secure portions of the DTN.

A security policy router has one or more interfaces 1into secure
portions of the DTN, at which its adjacent DTN node is a bundle agent
or security policy router that implements secure DTN; it may also
have one or more interfaces into insecure portions of the DTN, at
which its adjacent DTN node is a bundle agent that does not implement
secure DIN. oOn all of its interfaces. into secure portions of the
DTN, the security policy router must conform to the configuration
requirements defined in the preceding paragraph for secure bundle
agents. ©On these interfaces, the security policy router must insert
a BAH into a bundle that it forwards onto one of these interfaces if
Page 45
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the underlying regional subnetwork is not trusted, and it must
discard a bundle that it receives without a BAH on one of these
interfaces if the underlying convergence layer does not assert the
authenticity of that bundle.

On those interfaces into insecure portions of the DTN, however, the
security policy router's configuration requirments are more flexible,
reflecting the special perimeter protection reie that the security
policy router can take on as the locus of the transition between an
insecure and a secure portion of the DIN. A security policy router
on the perimeter of a secure network may be configured to validate
incoming bundles using the PSH and, 1f the bundles authenticate
according to their PSH, forward them into the secure portion of the
DTN. How such a perimeter security policy router should treat
incoming bundles that do not have PSHs would be a matter of local
security policy. The point is that the security policy router may
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have the ability and be configured to enforce this policy.
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12. pPerformance Issues

12

Provision of security within a DTN imposes both bandwidth utilization
costs on the DTN Tinks and computational costs on the DTN bundle
agents.

.1 Security-related Bandwidth utilization Costs

The grovision of DTN security imposes bandwidth utilization costs on
the Tinks of the DTN. 1If hop-by-hop security between adjacent bundle
agents is provided using the BAH rather than simply asserted by the
convergence Tayer based on the use of an underlying secure Tink, the
presence of the BAH will increase the size of each bundle. The size
of the BAaH will depend on the hash and encryption algorithms used to
compute and encrypt the BAH hash. Furthermore, with some encryption
algorithms, the size of the encrypted hash will depend on the size of
the key that was used with the encryption. If a bundle hecomes
fragmented, each fragment of that bundle will contain a BAH, further
increasing security-related bhandwidth utilization caused by the
presence of the BAH.

If the bundle agents are configured to use one or more of the
optional BAH fields for identifying the hash algorithm, the
encryption algorithm, and/or the key used to compute the BAH hash
value, the size of the BAH will be further increased by the size of
the optional fields used.

If the opticnal PSH 1is used to provide application data security
end-to-end from source to destination, the presence of the PSH will
further increase the size of each bundle. only one PSH needs to he
present for each original bundie, however, so 1f a bundle becomes
fragmented, the PSH need not be replicated in each fragment and no
further security-related increase in bandwidth utilization would 3
result from the fragmentation. N

"R
{ o

W W‘J} .. 5.
As with the BAH, the size of the PSH will depend on the hash and” %ﬁ&ﬁhf",ﬁ
encryption algorithms, and possibly the size of the key, that are b0 erpep.
used to compute the encrypted hash in the PSH, if the PSH is used to = %% %
provide bundle tintegrity and endpoint authentication, Foezete .

If the source elects to use one or more of the optional PSH fields
for identifying the hash algorithm, the encryﬁtion algorithm, and/or
the key used to compute the PSH hash value, the size of the PSH will
be further increased by the size of the optional fields used.

It the source elects to encrypt the application data unit, there is
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not necessarily any increase in bandwidth utilization. However, if
the source elects to use one or more of the optional PSH fields for
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12.

identifying the encryption algorithm or the key used to encrypt the
appltication data, the size of the PSH will be further increased by
the size of the optional fields used.

2 Security-related Computational Costs

The provision of DTN security also imposes computational performance
costs on the DTN bundle agents that implement the DTN security
protocols. If hop-by-hop security between adjacent bundle agents is
provided using the BAH rather than simply asserted by the convergence
tayer based on the use of an underlying secure Tink, then the sending
bundle agent will be required to compute the BAH hash, encrypt the
BaH hash, possibly remove the existing BAH from the bundle, and
insert the new BAh into the bundie. The receiving bundle agent will
be required to decrypt the received BAH hash, compute its own hash on
the received bundle, and compare these two values. All of this
computation and comparison will increase the computational costs
associated with forwarding and receiving each bundle, and because the
BAH must be replicated in every fragment, fragmentation will further
iﬂcrease security-related computational costs caused by processing
the BAH.

I1f the optional PSH is used to provide application data security
end-to-end from source to destination, the need to create the PSH at
the source and process the PSH at the destination and possibly at one
or more intermediate policy routers will impose additional
computational requirements on the source, destination, and security
policy router bundle agents. Only one PSH needs to be present for
each original bundle, however, so if a bundle becomes fragmented, the
PSH need not be replicated in each fragment and no further
security-reiated increase 1in computational would result from the
fragmentation. If the PSH is used only to provide the optional
confidentiality-related header fields, processing of the PSH will be
minor, involving only inserting and retrieving a%gorﬁthm and/or key
identifiers. It the PSH is used to provide end-to-end
source-to-destination authentication, however, processing would
invoive computation and encryption of the PSH hash at the source
before inserting the PSH into the bundle. At the destination,
computation wou?d involve decrypting the received PSH hash, compute
the destination's own hash on the received bundle, and comparing
these two values. This increased computational cost would only be
incurred at the involved bhundle agents (source, destination, and
possibly intermediate security policy routers), rather than at all
intervening bundie agents.

Additionally, at any security policy routers or destination bundle
agents that are optionally detecting and discarding duplicate
bundles, additional computational performance costs are imposed by
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the requirement to store previously-received bundies for comparison
with new bundles received, and for the comparison +itself.
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13. <conformance Requirements

Security is an optional service 1in DTN; a DTN does not necessarily
have to incorporate the security services defined in the DTN Security
Page 49
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overview and Motivations document and the DTN Security Protocol. 1In
order to Erovide a DTN service securely, however, a DTN node must
support the DTN Security Architecture as articulated +4n the DTN
Security Overview and Motivations document and must operate according
to the DTN Security Protocol. A1l DTN bundle agents that claim to
impltement secure DTN must comply with all requirements of the DTN
Security Overview and Motivations document except for those defined
in Section 6 and those requirements listed in Section 11.2 as being
specific to security policy routers.

A1l DTN bundle agents that claim to be security policy routers must

comply with all requirements of the DTN Security Qverview and
Motivations document, including all requirements listed in
Section 11.2 as being specific to security policy routers.

ATl DTN bundle agents that claim to provide optional DTN application
protection must comply with all regquirements of Sectiocn 5.

PR SV SR oo
R G SN E

A oob

e €% OB S
‘7\;} UNR . 3§ I S 'e‘.’“‘t-*;g{"h‘” i ‘ w
e i"*:} e MR T St TR

aue . {E i;;‘#“"%ﬁ{" 5, S ogem .
R . T
T b B

_ O Y A
el e Lo dufd, Lok T é;»

symington & Rest Expires Septemher 22, 2005 [Page 56]
fl

Internet-braft DTN Security Overview March 2005
14. Security Considerations

The subject of this document is security. Therefore, security
considerations can be found throughout it.

Another not-fully-formed-idea: If we have the notion of a DTN

security overlay over a DTN network, then we can require that all

secure nodes implement both the BAH and the PSH, but not necessarily

the security policy router operations. If we don't have the notion

of a DTN security overiay, however, then some DTN nodes may want to

pnrovide only end-to-end security, but not hop-by-hop security. These
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nodes would source bundles that have PSHs, but that are not protected
by BAHs. The bundles would traverse the DTN network and when they
reach a secuirty ﬁO?icy router on the boundary of the secure portion
of the DTN network, the security policy router would verify their PSH
and admit them based on source identity and permissions. Once in the
secure portion of the network, the bundle would be protected
hop-by-hop until it either reached its destination or exited the
secure portion of the DTN en route to its destination. It's
destination node could either be a secure node or a node that, Tike
the source, only implements end-to-end, but not hop-by-hop, security.
I think that enabling the concept of a security overlay is probably
preferable to having the concept that some DTN nodes implement only
the PSH but not the BAH. Thoughts?
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This document and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwise explain it
or assist in its implementation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any
kind, provided that the above copyright notice and this paragraph are
included on all such copies and derivative works. However, this
document itself may not be modified in any way, such as by removing
the copyright notice or references to the Internet Society or other
Internet organizations, except as needed for the purpose of
developing Internet standards in which case the procedures for
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fo ]QWﬁd, or as required to translate it into languages other than
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The limited permissions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

This document and the information contained herein +is provided on an
"AS IS" basis and THE INTERNET SOCIETY AND THE INTERNET ENGINEERING

TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
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