| DR Wor ki ng G oup S. Hares

Internet-Draft Hi ckory Hi Il Consulting
| ntended status: Standards Track D. Eastl ake
Expires: April 24, 2022 Fut ur ewei
C. Yadl apal l'i

ATT

S. Maduscke

Veri zon

Cct ober 21, 2021

BGP Fl ow Specification Version 2
draft-hares-idr-fl owspec-v2-03

Abstract

BGP flow specification version 1 (FSvl) defined in RFC 8955, RFC
8956, and RFC 9117 describes the distribution of traffic filter
policy (traffic filters and actions) distributed via BGP. Miltiple
applications have used BGP FSvl to distribute traffic filter policy.
These applications include the followng: mtigation of denial of
service (DoS), enabling traffic filtering in BGP/ MPLS VPNs,
centralized traffic control of router firewall functions, and SFC
traffic insertion.

During the depl oynment of BGP FSvl a nunber of issues were detected
due to lack of consistent TLV encoding for rules for flow

speci fications, |ack of user ordering of filter rules and/or actions,
and | ack of clear definition of interaction with BGP peers not
supporting FSvl. Version 2 of the BGP fl ow specification (FSv2)
protocol addresses these features. |In order to provide a clear

demar cati on between FSvl and FSv2, a different NLRI encapsul ates
FSv2.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. Introduction
Modern | P routers have the capability to forward traffic and to
classify, shape, rate limt, filter, or redirect packets based on
adm nistratively defined policies. These traffic policy mechani sns
all ow the operator to define match rules that operate on nmultiple
fields wthin header of an I P data packet. Upon a match, the traffic

policy allows actions to be associated with each match rule. These
rul es can be nore widely defined as "event-condition-action" (ECA)
rules where the event is always the reception of a packet.
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BGP ([ RFC4271]) flow specification as defined by [ RFC8955],

[ RFC8956], [RFC9117] specifies the distribution of traffic filter
policy (traffic filters and actions) via BG® to a nmesh of BGP peers
(1 BGP and EBGP peers). The traffic filter policy is applied when
packets are received on a router with the flow specification function
turned on. The flow specification protocol defined in [ RFC8955],

[ RFC8956], and [RFC9117] will be called BGP fl ow specification
version 1 (BGP FSvl) in this draft.

Some nodern I P routers also include the abilities of firewalls which
can match on a sequence of packet events based on adm nistrative
policy. These firewall capabilities allow for user ordering of match
rul es and user ordering of actions per match.

Mul ti pl e depl oyed applications currently use BGP FSvl to distribute
traffic filter policy. These applications include: 1) mtigation of
Deni al of Service (DoS), 2) traffic filtering in BG/ MPLS VPNS, and
3) centralized traffic control for networks utilizing SDN control of
router firewall functions, 4) classifiers for insertion in an SFC
and 5) filters for SRv6 routing.

During the deploynent of BGP flow specification vl, the follow ng
I ssues were detected:

o lack of consistent TLV encodi ng prevented extension of encodi ngs,
o inability to allow user defined order for filtering rules,

O inability to order actions to provide determnistic interactions
or to allow users to define order for actions, and

o no clearly defined nmechani snms for BGP peers which do not support
fl ow specification vi.

Networks currently cope with sonme of these issues by Iimting the
type of traffic filter policy sent in BGP. Current Networks do not
have a good wor karound/ sol ution for applications that receive but do
not understand FSvl policies.

Thi s docunent defines version 2 of the BGP fl ow specification
protocol to address these shortcomngs in BG® FSvl. Version 2 of BGP
flow specification will be denoted as BGP FSv2.

BGP FSvl as defined in [RFC8955], [RFC8956], and [RFC9117] specified

2 SAFl's (133, 134) to be used with I Pv4 AFl (AFl = 1) and | Pv6 AFI
( AFI =2) .
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Thi s docunent specifies 2 new SAFls (TBD1, TBD2) for FSv2 to be used
with 5 AFls (1, 2, 6, 25, and 31) to allow user-ordered lists of
traffic match filters for user-ordered traffic match acti ons encoded
in Communities (Wde or Extended) or a SubTLV of the FSv2 NRLI

FSvl and FSv2 use different AFI/SAFlIs to send fl ow specification
filters. Since BGP AFI/SAFls performroute selection per AFI/ SAFI
this approach can be ternmed "ships in the night" based on AFI/ SAFI

FSvl is a critical conmponent of deployed applications. Therefore,

this specification defines how FSv2 will interact with BGP peers that
support either FSv2 or FSvl or BGP peers that do not support either
FSvl or FSv2. It is expected that a transition to FSv2 will occur

over time as new applications require FSv2 extensibility and user-
defined ordering for rules and actions or network operators tire of
the restrictions of FSvl such as error handling issues and restricted
t opol ogi es.

This section contains a short review of FSvl and an overvi ew of FSv2.
Section 3 contains the definition of flow specification v2.
Section 4 contains the encoding rules for FSv2 and user-based
encodi ng sent via BGP, and section 5 describes how to validate FSv2
NLRI. Section 6 discusses how to conbi ne FSv2 user-ordered match
rules and FSvl rules. Section 6 also discusses how to conbi ne user-
ordered actions, FSvl actions, and default actions. Sections 7-10
address an alternate security nechani sm considerations for | ANA,
security in deploynments, and manageability.

1.1. Flow Specification vl Review

The FSvl NLRI defined in [ RFC8955] and [ RFC8956] for this policy
i nclude 13 match conditions encoded for the follow ng AFlI/ SAFI s

I Pv4 traffic: AFl:1, SAFI: 133

| Pv6 Traffic: AFI:2 SAFI: 133

BGP/ MPLS | Pv4 VPN: AFI: 1, SAFI: 134

BGP/ MPLS | Pv6 VPN AFI: 2, SAFI: 134
If one considers the reception of the packet as an event, then BGP
fl ow specification describes a set of Event-MtchCondition-Action

(ECA) policies where:

event is the reception of a packet
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condition stands for "match conditions" defined in the BGP NLR as
an n-tuple of conponent filters, and

the action is defined taken is either: the default condition
(accept traffic), or a set of actions (1 or nore) defined in
Ext ended BGP Conmunity val ues [ RFC4360] .

The flow specification conditions and actions conbine to nake up FSvl
specification rules. Each FSvl NLRI nust have a type 1 conponent
(destination prefix) and Extended Comrunities with FSvl actions can
be attached to a single NLRI or nultiple NLRIs in a BGP packet.

Wthin an AFlI/SAFI pair, FSvl rules are ordered based on the
conponents in the packet (types 1-13) ordered fromleft-nost to
right-nost and within the conponent types by val ue of the conponent.
Rul es are inserted in the rule list by conponent type where a FSvl
rule with existing conponent type has hi gher precedence than one

m ssing a specific conponent type,

Since FSvl specifications ([ RFC8955], [RFC8956], and [ RFC9117])
specify that the FSvl NLRI MJST have a destination prefix (as
conmponent type 1) enbedded in the flow specification, the FSvl rul es
W th destination conponents are ordered by I P Prefix conparison rules
for 1Pv4 ([RFC8955]) and I Pv6 ([ RFC8956]). [ RFC8955] specifies that
nore specific prefixes (aka | ongest match) have hi gher precedence
than that of |ess specific prefixes AND for prefixes of the sanme
length the | ower I P nunber is selected (lowest |IP value). [RFC38955]
specifies that if the offsets within conponent 1 are the sanme, then
the I ongest match and | owest | P conparison rules from [ RFC3955]
apply. If the offsets are different, then the |l ower offset has

pr ecedence.

These rules work to provide a set of FSvl rules ordered by IP
Destination Prefix by |ongest match and | owest | P address. [RFC8955]
al so states that the requirenent for a destination prefix conponent
"MAY be rel axed by explicit configuration" Since the rule insertions
are based on conparing conponent types between two rules in order,
this means the rules without destination prefixes are inserted after
all rules which contain destination prefix conponent.

The actions specified by FSvl are:

o0 accept packet (default)

o traffic flowlimtation by bytes (6)

o traffic-action (7)
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o redirect traffic (8)

o mark traffic (9)

o traffic flowlimation by packrts (12)

Figure 1 shows a diagramof the FSvl |ogical data structures with 5

rul es.

If FSvl rul es have destination prefix conponents (type=1) and

FSvl rule 5 does not have a destination prefix, then FSvl rule 5 wl|
be inserted in the policy after rules 1-4.

o +
| Flow Specification (FS) |
| Policy |
o m e e e e e e e e e e e e e e e e e e o +
N N N
| | |
| | |
S A L ZA YR + Fom e o +
| FS Rule 1 | | FS Rule 2 | | FSrule 5 |
o e + e e e e e a oo + o e +
S V----ee - + N +
| Rule Condition | | Rul e Action |
| in BGP NLRIs | | i n BGP extended
| AFls: 1 and 2 | | Communities |
| SAFI 133, 134 | | |
Fom e e e + Fom e e e e e oo oo +
A T e T VAU upy i U VAR R U Y AR + +--V----- +4+--V---+
| Match | | match | |match | | Action | | action ||action
| Operator| |Variable| |Value | |Operator| |variable|| Value|
| *1 . || | | (subtype| | | |
- + - ---- + +------ + - - - - + - - - - ++--- - - - +

*1 match operator may be conpl ex.

Figure 1. BGP Fl ow Specification vl Policy
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1.2. Odering for Flow Specification v2 (FSv2)
Fl ow Specification v2 allows the user to order the fl ow specification
rules and the actions associated with a rule. Each FSv2 rul e nay
have one or nore match conditions and one or nore associ ated actions.

This FSv2 specification supports the conponents and actions for the
foll ow ng

o |Pv4 (AFI =1, SAFI: TBD1),

o |Pv6 (AFI =2, SAFI: TBD2),

o L2 (AFI=6, SAFI: TDB1),

o BGP/MPLS | Pv4 VPN (AFI =1, SAFI: TBD2),

o BGP/MPLS I Pv6 VPN (AFI =2, SAFI: TBD2),

o BGP/MPLS L2VPN ( AFl =25, SAFI: TDB2),

o SFC. (AFI =31, SAFl: TBDl1l), and

o SFC VPN (AFI =31, SAFI: TBD2)

The FSv2 specification for tunnel traffic is outside the scope of
this specification. The FSvl specification for tunneled traffic is
in[l-Dietf-idr-flowspec-nvo3]

The basic principles regarding ordering of rules are sinple:

1) Rule-0 (zero) is defined to be 0/0 with the "permt-all”
action.

2) FSv2 rules are ordered based on user-specified order.

The user-specified order is carried FSv2 NLRI with the sentence
that the nunerical |ower val ue takes precedence over the
nunerically higher value. For rules received with the sane
order value, the FSvl rules apply (order by conmponent type and
then by val ue of the conponents).

3) FSv2 rules are added starting wwth Rule 1 and FSvl rules are
added after FSv2 rul es.

For this exanple, BGP Peer A has FSv2 data base with 10 FSv2
rules (1-10) and 10 FSv1 rules (301-310).
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4) An FSv2 peer may receive BGP NLRI routes froma FSvl peer or a
BGP peer that does not support FSvl or FSv2. The capabilities
sent by a BGP peer indicate whether the AFI/SAFI can be received
(FSvl NLRI or FSv2 NLRI).

Suppose an FSv2 peer (BGP Peer A) has the capability to send
either FSvl or FSv2. BGP Peer A peers with BGP Peers B, C, D
and E.

BGP Peer B can only send FSvl routes (NLRI + Extended
Community). BGP Peer C can send FSv2 routes (NLRI + path
attributes (wide community or extended community or none)).
BGP Peer D cannot send any FS routes. BGP E can send FSv2 and
FSv1l routes

BGP Peer A sends FSvl routes in its databases to BGP B. Since
the FSv2 NLRI cannot be sent to the FSvl peer, only the FSvl
NLRI is sent. BGP Peer A sends to BGP Cthe FSv2 routes inits
dat abase (configured or received).

BGP peer A would not send the FSvl NLRI or FSv2 NLRI to BGP
Peer D. The BGP Peer D does not support for these NLRI

BGP Peer A sends the NLRI for both FSvl and FSv2 to BGP Peer E

5) Associate a chain of actions to rules based on user-defined
action nunber

FSv2 allows actions to be associated by the follow ng: a)
actions in an Extended Community, b) actions in a w de
community, or c) actions within the FSv2 NRLI associated as a
SubTLV.

Action user-order value zero is reserved.

An action associated with FSv2 NLRI using in a SubTLV al ways
has a user-defined order.

The precedence between two actions with user-defined order
(Wde comunity) is discussed in detail in section 6.2.

Exanpl es of action chain
An action associated with FSv2 NLRI using in a SubTLV al ways has a
user-defined order. |If two actions have the sane user-defi ned order

and the sane action type, the ordering of the actions within the sane
type is defined by the action type (see section 4.2).
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The use case for the Action which always associated with an NRLI is

the DDOS match case that al ways drops the packet in order to kill off
a W despread DDoS attack. The idea is easy, but the depl oynent

i ssues may be nore conplex. An exanple may help illustrate this
poi nt .

Suppose BGP Peer A has a configured value for FSv2Ext ComActi onStart
of 10. Suppose BGP Peer A receives the follow ng attributes
associated with the same FSv2 NLRI to form an action chain:

o0 a Wde Community action with user-defined order 10 from AS 2020
that limts packet-based rate limt of 600 packets per second

o an action SubTLV with a user order of 11 fromAS 10 that |limts
t he packet base rate to zero packets per second,

o0 a Wde Community with a user order of 11 fromAS 2021 that limts
t he packet-based rate limt of 50.

The FSv2 data base woul d store the follow ng action chain:
o at user-defined action order 10:

* a user action type of 12 (packet-based rate |imt) wth val ues
of AS 2020 and fl oat val ue of 1000.

o at user-defined action order 11 in order:

* 1.A user action of type 12 with values of AS 10 and fl oat val ue
of zero,

* 2. A wuser action of type 12 with value of AS 2021 and fl oat
val ue of 50.

When does the action chain stop?

The default process for the action chain is to stop on failure.

If setting the packet-based rate limt of 1000 works, the action
chain would go on to set the value of zero. |If this works, it would
go on to set the value to 50. This set of actions may not be what
the user wanted if this is a DDoS attack.

BGP FSv2 rul es are epheneral by default (just as BGP routes are
epheneral) upon a restart of a BGP session or a router.

After FSv2 NLRI are checked for errors in syntax, those with valid
syntax are checked for the sanme validation procedure FSvl NLRI uses
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[ RFC8955] and [ RFC9117]. See section 5 for for a detailed discussion

of validation and error handling.

Nanes may be associated with rules or actions in order for network

managenent protocols (NETCONF/ RESTCONF) to be able to provide
detailed reports in the BGP Yang nodel s.

Figure 2 provides a |ogical diagramof the FSv2 structure

T e +
Rul e Group
U -+
N N N
et |
| N EEEEE
| | |
e Aeeeeaa +  Heme---- AT + S IR, YR +
Rul el | | Rul e2 | | Rule-n |
S I TR + S SRR +
[ .o
+--V--+ +--V--+
| name| |order| .........0 ...,
S + S +
o e e m V----4+ +----- V- e e e e a o - +
| Rule Match condition | | Rule Action |
Fommmmmeemeemaaeaaaaas G T +
+--V--+ : : : +--V---+ : : L
| Rul e] : : : | action| : I +
| nane| : : : | order | : . |Jaction naneg|
e T . . . o T . . e
- V-m-+ V- e e+ -V V- - ++--V----- ++--V---+
| WMatch | | match | |match | | Action || action ||action
| Operator| |variable| |Value | | Operator|| Variable|| Value|
Fooaooaon + oo + - + H----o-on B Ry oo - - +

Figure 2. Order Flow Specification Data storage
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2.

2.

.1

2.

Ter m nol ogy
Definitions and Acronyns
AFl - Address Famly Identifier
BGPSEC - secure BGP [ RFC8205] updated by [ RFC3206]

BGP Sessi on epheneral state - state which does not survive the
| oss of BGP peer,

Epheneral state - state which does not survive the reboot of a
software nodul e, or a hardware reboot. Epheneral state can be
epheneral configuration state or operational state.

configuration state - state which persist across a reboot of
software nmodule within a routing systemor a reboot of a hardware
routing device.

NETCONF: The Networ k Configuration Protocol [RFC6241].
RESTCONF: The RESTCONF configuration Protocol [RFC3040]
ROA: Route Oigin Authentication [ RFC6482]

SAFlI - Subsequent Address Fam |y ldentifier

RFC 2119 | anguage

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

" SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals as shown
her e.

Fl ow Speci fication

A BGP Flow Specification is an n-tuple containing several match
criteria that can be applied to IP traffic, traffic encapsulated in
IP traffic or traffic associated with IP traffic. The follow ng
traffic filters are exanples of traffic associated with IP traffic:
| P packet or an | P packet inside a L2 packet (Ethernet), an MPLS
packet, and SFC fl ow.

A given Flow Specification NLRI may be associated with a set of path
attri butes depending on the particular application, and attri butes
wthin that set may or nmay not include reachability information
(e.g., NEXT_HOP). Extended Community or Wde Community attributes
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(wel | -known or AS-specific) MAY be used to encode a set of pre-
det erm ned acti ons.

A particular application is identified by a specific AFI/ SAFI
(Address Fam |y Identifier/Subsequent Address Famly ldentifier) and
responds to a distinct set of RRBs. Those RI Bs should be treated

i ndependently of each other in order to assure noninterference

bet ween di stinct applications.

BGP processing treats the NLRI as a key to entries in AFlI/SAFl BGP
dat abases. Entries that are placed in the Loc-RIB are then
associated with a given set of semantics which are application
dependent. Standard BGP nechani snms such as update filtering by NLR
or by attributes such as AS PATH or |arge communities apply to the
BGP Fl ow Specification defined NLRI-types.

Net wor kK operators can control the propagation of BGP routes by
enabl i ng or disabling the exchange of routes for a particul ar AFl/
SAFlI pair on a particular peering session. As such, the Flow
Specification may be distributed to only a portion of the BGP
infrastructure.

4. Distribution of Flow Specification Information

The BGP Fl ow Specification version 2 (BGP-FS v2) uses an NRLI with
the format for AFls for IPv4 (AFl = 1), IPv6 (AFl = 2), L2 (AFl = 6),
L2VPN (AFI =25), and SFC (AFI=31) with two followi ng SAFls to support
transm ssion of the flow specification which supports user ordering
of traffic filters and actions for iP traffic and P VPN traffic.

This NLRI information is encoded usi ng MP_REACH NLRI and
MP_UNREACH NLRI attributes defined in [RFC4760]. Wen adverti sing
FSv2 NLRI, the length of the Next-Hop Network Address MJST be set to
0. Upon reception, the Network Address of the Next-Hop field MJST be
i gnor ed.

| mpl enent ati ons wi shing to exchange flow specification rules MJST use
BGP's Capability Advertisenent facility to exchange the Milti protocol
Ext ensi on Capability Code (Code 1) as defined in [ RFC4760], and
indicate a capability for flow specification v2 (Code TBD4).

The AFI/SAFI NLRI for BGP Fl ow Specification version 2 (FSv2) has the
format:
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o e e e e e e e +
| length (2 octets) |
o e e e e e e e e e e e m - +
| Sub-TLVs (vari abl e) |
| B el |
| | order (4 octets) | |
I + |
| | identifier (4 octets) | |
[ e + |
| | type (2 octets) | |
| +---mmm e + |
| | length-Subtlv (2 octets) | |
I + |
| | value (variable) | |
| [ ooy ——_——————r ] |
o m e e e e e e e e e e e m - +

Figure 3 -Flow Specification v2 format
wher e:
o length: length of field including all SubTLVs in octets.
* The conbi ned | engths of any FSv2 NLRI in the MP_REACH NLRI or
MP_UNREACH NLRI plus the BGP path attributes, the BGP NLR
| ength and the BGP header must be | ess than the packet size.

o order: flowspecification global rule order nunber (4 octets).

o identifier: identifier for the rule (used for NM Loggi ng) (4
octets)

o type: contains a type for the TLV format of the NRLI (2 octets)
whi ch can be:

* 0 - reserved,

* 1 - FSv2 IP header traffic rules
* 2 - FSv2 Actions

* 3- FSv2 L2 traffic rules

* 4- FSv2 SFC Traffic rules

o length-tlv: is the length of the value part of the Sub-TLV,

Hares, et al. Expires April 24, 2022 [ Page 14]



I nternet-Draft BGP Fl owSpec v2 Cct ober 2021

o value: value depends on the subTLV (see sections bel ow).
4.1. | P header SubTLV (type=1)

The format of the | P header TLV value field is shown in figure 4.
The AFI/SAFI field includes the AFl (2 octets), SAFlI (1 octet).

oo o e oo +
I + |
| | AFI/SAFI field (3) | ]
| | (subTLVs) + |
| [ ey |
S e +

Figure 4 - | P Header TLV

Each SubTLV has the fornmat:
U e +
| SubTLV type (1 octet) |
o e e e e e e e e e e e m - +
| length type (1 octet) |
T +
| value (variable) |
S e +

Figure 5 - | P header SubTLV for mat

Wer e:
SuUbTLV type: conponent values are defined in the "Fl ow
Speci fication Conponent types" registry for 1Pv4 and | Pv6 by
[ RFCB8955], [RFCB956], and [I-D.ietf-idr-flowspec-srve6]
Length: length of SubTLV (varies dependi ng on SubTLV type).
Val ue: dependent on the subTLV
For descriptions of value portions for conponents 1-13 see
[ RFC8955] and [ RFC8956]. For conponents 14-15 see
[I-D.ietf-idr-fl owspec-srve].
Table 2

The list of valid subtypes are:

1 - IP Destination prefix
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2 - I P Source prefix

3 - IPv4 Protocol / 1Pv6 Upper Layer Protocol

4 - Port

5 - Destination Port

6 - Source Port

7 - 1CWv4 type / | CVPv6 type

8 - ICWv4 code / |1 CPv6 code

9 - TCP Fl ags

10 - Packet |ength

11 - DSCP (Diffserv Code Point)

12 - Fragnent

13 - Fl ow Label

14 - Portions of SID
Ordering within the TLV in FSv2: The transm ssion of SubTLVs within a
fl ow specification rule nmust be sent ascendi ng order by SubTLV type.
If the subTLV types are the sane, then the value field between the
SuUbTLV i s conpared using nechani snms defined in [ RFC8955] and
[ RFC8956] . NLRI's having TLVs which do not follow the above ordering
rul es MJST be considered as mal formed by a BGP FSv2 propagator. This
rule prevents any anbiguities that arises fromthe nultiple copies of
the sanme NLRI fromnultiple BG FSv2 propagators. A BGP
i npl ementati on SHOULD treat such mal formed NLRIs as ’Treat-as-

W t hdraw .

See [ RFC8955] and [ RFC8956], and [I-D.ietf-idr-flowspec-srv6]. for
specific details.

4.1.1. |IP Destination Prefix (type = 1)
| Pv4 Nane: | P Destination Prefix (reference: [RFC8955])
| Pv6 Nane: | Pv6 Destination prefix (reference: [RFC8956])

I Pv4 I ength: Prefix length

Hares, et al. Expires April 24, 2022 [ Page 16]



I nternet-Draft BGP Fl owSpec v2 Cct ober 2021

| Pv4 Val ue: I Pv4 Prefix (variable |ength)
| Pv6 length: |ength of value

| Pv6 Value: [offset (1 octet)] [pattern (variable)]
[ paddi ng(vari abl e) ]

If IPv6 length = 0 and offset = 0, then conponent natches every
address. O herwi se, length nust be offset "less than" length "l ess
than" 129 or conponent is malforned.
4.1.2. |IP Source Prefix (type = 2) )
| Pv4 Nane: | P Source Prefix (reference: [RFC8955])
| Pv6 Nane: | Pv6 Source prefix (reference: [RFC8956])
| Pv4 length: Prefix length
| Pv4 Val ue: Source IPv4 Prefix (variable |Iength)
| Pv6 length: |ength of value

| Pv6 value: [offset (1 octet)] [pattern
(vari abl e)] [ paddi ng(vari abl e) ]

If IPv6 length = 0 and offset = 0, then conponent natches every
address. O herwi se, length nmust be offset < length < 129 or
conponent is mal forned.
4.1.3. |IP Protocol (type = 3)
| Pv4 Nane: | P Protocol IP Source Prefix (reference: [RFC8955])
| Pv6 Nane: | Pv6 Upper-Layer Protocol: (reference: [RFC8956])
| Pv4 | ength: variable
| Pv4 Conponent Value format: [numeric_op, val ue]+
I Pv6 | ength: variable

| Pv6 Conponent value format: [numeric_op, value}+

where: value is a single octet.
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4.1.4. Port (type = 4)
| Pv4/1 Pv6 Name: Port (reference: [RFC8955]), [RFC8956])

Filter defines: a set of port values to match either destination port
or source port.

| Pv4 | ength: variable
| Pv4 Conponent Value format: [numeric_op, val ue]+
| Pv6 | ength: variable
| Pv6 Conponent Value format: [nuneric_op, value]+
Note-1: In the presence of the port (destination or source port),
only a TCP (port 6) or UDP (port 17) packet can match the entire flow
specification. |If the packet is fragnmented and this is not the first
fragment then the systemw ||l may not be able to find the header. At
this point, the FSv2 filter may fail to detect the correct flow
Simlarly, if other IP options or the encapsul ati ng security payl oad
(ESP) is present, the node may not be able to describe the transport
header. Again, the FSv2 filter may fail to detect the flow
Thi s probl em cones fromthe inheritance of the FSvl filter conponent
for port. |If nore detail is desired, a new FSv2 filter should be
def i ned.
Not e-2: Al though IPv6 allows for nore than one Next Header field in
t he packet, the main goal of the Type 3 FSv2 conponent is to match
the first upper layer protocol val ue.

4.1.5. Destination Port (type = 5)
| Pv4/ 1 Pv6 Nane: Destination Port (reference: [RFC8955]), [RFC8956])

Filter defines: a list of match filters for destination port for TCP
or UDP within a received packet

Lengt h: vari abl e
Conponent Val ue format: [nunmeric_op, value]+
4.1.6. Source Port (type = 6)

| Pv4/1 Pv6 Name: Source Port (reference: [RFC8955]), [RFC8956])
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Filter defines: a list of match filters for source port for TCP or
UDP within a received packet
Lengt h: vari abl e
Conponent Val ue format: [numeric_op, value]+

4.1.7. |1CW Type (type = 7)
| Pv4: 1 CVMP Type : Source Port (reference: [RFC8955])

Filter defines: Defines: a list of match criteria for | CVWv4 type
| Pv6: 1 CMPv6 Type (reference: [RFC8956])

Filter defines: a list of match criteria for |1 CMPv6 type.

Lengt h: vari abl e

Conmponent Val ue format: [nuneric_op, value]+

4.1.8. | CW Code (type = 8)

I Pv4: I CWP Type : Source Port (reference: [RFC8955])
Filter defines: a list of match criteria for |1 CWv4 type
| Pv6: 1 CMPv6 Type (reference: [RFC8956])

Filter defines: a list of match criteria for | CMPv6 type.
Lengt h: variabl e

Conmponent Val ue format: [nuneric_op, value]+

4.1.9. TCP Flags (type = 9)
| Pv4/1 Pv6: TCP Flags Code (reference: [RFC8955])

Filter defines: a list of match criteria for TCP Control bits
Lengt h: vari abl e
Conmponent Val ue format: [bitmask _op, value]+

Note: 2 octets bitmask match is al ways used for TCP-Fl ags
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4.1.10. Packet length (type = 10)
| Pv4/ 1 Pv6: Packet Length (reference: [RFC38955], [RFCB956])

Filter defines: a list of match criteria for |ength of packet
(excluding L2 header but including |IP header).

Length: variabl e

Conmponent Val ue format: [nuneric_op, value]+

Not e: [ RFC8955] uses either 1 or 2 octet val ues.
4.1.11. DSCP (D ffServe Code Point)(type = 11)

| Pv4/ 1 Pv6: DSCP Code (reference: [RFC8955], [RFCB956])

Filter defines: a list of match criteria for DSCP code values to
match the 6-bit DSCP field.

Lengt h: vari abl e

Conponent Val ue format: [nuneric_op, value]+

Not e: This conponent uses the Numeric Operator (numeric_op) described
in [ RFC8955] in section 4.2.1.1. Type 11 conponent val ues MJST be

encoded as single octet (nuneric_op | en=00).

The six least significant bits contain the DSCP value. All other
bits SHOULD be treated as O.

4.1.12. Fragnent (type = 12)
| Pv4/ 1 Pv6: Fragnent (reference: [RFC8955], [RFC8956])
Filter defines: a list of match criteria for specific IP fragnents.
Length: variable
Conmponent Val ue format: [bitmask _op, value]+
Bi t mask val ues are:
0 1 2 3 4 5 6 7
LTI, oL S S S
| O] O] O O |If |FF |IsF DF

T T T T T
Figure 6
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Wer e:
DF (don’'t fragnment): match If I P header flags bit 1 (DF) is 1.

IsF(is a fragnment other than first: match if | P header fragnent
of fset is not O.

FF (First Fragnment): Match if [RFCO791] | P Header Fragnent offset
is zero and Flags Bit-2 (MF) is 1.

LF (last Fragnent): Match if [RFC7091] I P header Fragnent is not O
And Flags bit-2 (M) is O

0: nust be sent in NLRI encoding as 0, and nust be ignored during
reception.

4.1.13. Flow Label (type = 13)
| Pv4/ 1 Pv6: Fragnent (reference: [RFC8956])

Filter defines: a list of match criteria for 20-bit Flow Label in the
| Pv6 header field.

Lengt h: vari abl e
Conmponent Val ue format: [nuneric_op, value]+
4.1.14. Parts of SID (type = 14

| Pv6: Service ldentifier Matches (reference:
[I-D.ietf-idr-fl owspec-srv6]

Filter defines: a list of match bit match criteria for sone
conbi nati ons of LOC, FUNCT and ARG in SID or or whole SID

Lengt h: vari abl e

Conmponent Value format: [type, LOC-Len, FUNCT-Len, ARG Len, [op
val ue] +]

wher e:

o type (1 octet): This indicates the new conponent type (TBD1, which
is to be assigned by | ANA).

o LOC-Len (1 octet): This indicates the length in bits of LOC in
SI D
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0 1 FUNCT-Len (1 octet): This indicates the length in bits of FUNCT
in SID.

0 ARG Len (1 octet): This indicates the length in bits of ARG in
SI D

o [op, value]+: This contains a list of {operator, value} pairs that
are used to match sonme parts of SID.

The total of three lengths (i.e., LOC Iength + FUNCT | ength + ARG

| ength) MUST NOT be greater than 128. |If it is greater than 128, an
error occurs and Error Handling is applied according to [ RFC7606] and
[ RFCA760] .

The operator (op) byte is encoded as:
0 1 2 3 4 5 6 7
T T
| e| a| field type|lt |gt |eq
T S S e
Figure 7
wher e:

where the behavior of each operator bit has clear symetry with
that of [ RFC8955]'s Nunmeric Operator field.

e (end-of-list bit): Set in the last {op, value} pair in the
sequence.

a - AND bit: If unset, the previous termis logically ORed with
the current one. |If set, the operation is a logical AND. It
shoul d be unset in the first operator byte of a sequence. The AND
operator has higher priority than OR for the purposes of
eval uating | ogical expressions.
field type:

000: SID s LOC

001: SID s FUNCT

010: SID s ARG

011: SID s LOC: FUNCT

100: SI D s FUNCT: ARG
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101: SID s LOC: FUNCT: ARG

Not e: For an unknown field type, Error Handling is applied
according to [ RFC7606] and [ RFC4760].

[t: less than conparison between data’ and val ue’.
gt: greater than conparison between data’ and val ue’
eq: equality between data’ and val ue’.

The data’ and value’ used in It, gt and eq are indicated by the field
type in an operator and the value field follow ng the operator.

The value field depends on the field type and has the value of SID s
some parts rounding up to bytes (refer to the table 3 in figure 8

bel ow ).
Table 3 - SID Parts fields
o o m e e e e e e e e e e e m +
| Field Type | Val ue |
| SIDs LOC | value of LOC bits |
o e e e e e e o +
| SID s FUNCT | value of FUNCT bits |
o o m e e e e e e e e e e e m +
| SIDs ARG | value of ARG bits |
Fom e e e e e o m e e e e e e e e e e e e e e o +
| SID s LOC FUNCT | value of LOC. FUNCT bits |
o e e e e e e o +
| SID s FUNCT: ARG | value of FUNCT: ARG bits |
o o m e e e e e e e e e e e m +
| SIDs LOC. FUNCT: ARG | value of LOC. FUNCT: ARG bits |
Fom e e e e e o m e e e e e e e e e e e e e e o +
Figure 8

4.2. Encoding of Actions (type=2)

The FSv2 actions may be sent in an extended community, a w de
community or an NLRI

The extended community encodes the Fl ow Specification value in the
extended community format [ RFC4360].
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0 1 2 3
01234567890123456789012345678901

B il ais S I o T i ot S S I Y S S S S it o
|  Type high | Type low(*) | I
S e ik it I N I NI R R R T e i Val ue (6 octets) |
e i S s S S e b T
Figure 9

The Wde conmmunity definition for Flow Specification v2 is as

foll ows:
0 1 2 3

01234567890123456789012345678901
T T S S I e T o S S S e i S S Tt i o S

| Type = 2 | Flags |CT| Reser ved |
B S I I S i i S S i i R i i e S
| Lengt h | <sequence of FSv2-Action-TLV>+

T i S S s o T S S S

Figure 10

where FSv2-action-TLV is defined as:

FSv2- Acti on- TLV

0 1 2 3
01234567890123456789012345678901
B T i R e i e sl el R e S S e it It S S e S S e e i &
| action order | nane/ldentifier |
B T i S I T T s S S S I e Tl it s O
<action-subTLVs>+

Figure 11

VWhere FS-SubTLVs have the fornmat:
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FS- SubTLVs

0 1 2 3
01234567890123456789012345678901
R e e e e e e o S o SR SR B

| SubTLV type (2 octet) | | ength type (2 octet)
i S e I S ks S I S S S S S o
| wvalue (variable) |

Figure 12

The FSv2 Action TLV may be included in the NLRI to be associated with
a specific NLRI. (Note inclusion with the FSv2 NLRI does not have
good scal ing properties.)

0 1 2 3
01234567890123456789012345678901
B il ais S I o T i ot S S I Y S S S S it o
| Type = 2 | | engt h |
e i R S e e e el I S R R R R e S il I R S R R R R
| or der | Chain-1D |
B T T i S i S S T it s T i S S S S S
| length-TLV | value <subTLVs>+ |
B il ais S I o T i ot S S I Y S S S S it o

Fi gure 13

wher e:
Action-order: is the user defined action within the |ist
Chain ID is a 2-byte identifier for action chain
Actions - are a sequence of action SubTLVs.

Each Acti on SubTLV has the fornmat:
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o e o e e e e e +
| SubTLV type (2 octet) |
o e e e e e e e e e e e m - +
| length type (2 octet) |
o e m e e e e e e e e e e e +
| value (variable) |
o e o e e e e e +

Figure 14
Wer e:

0 SubTLV type: values are action type values shown in Table 4 bel ow
o Length: is the Iength of the action subtlyv

o Value is specific to the sub-tlv

Table 4 - FSv2 Action types

Action Descri ption

00 reserved
01 Action Chain Operation
02 traffic actions per interface group
06 traffic rate limted by bytes
07 traffic action (term nal/sanple)
08 redirect |Pv4
09 mar k DSCP val ue
10 associate L2 Information
11 associ ate E-Tree Information
12 traffic rate limted by packets
13 redirect to | Pv6
14 SFC Classifier Info (noved fromOD to OE)
15 redirect to Indirection-id (nove from 0x00)
15-21 TBA (to be assigned)
22 VLAN- Action (Ox16)[draft-ietf-idr-flowspec-I|2vpn-17]
23 TPI D- Action (0x17) [draft-ietf-idr-flowspec-I|2vpn-17]
24- 254 TBA (to be assigned)
255 reserved
Fi gure 15

Ordering of actions within a rule
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The actions are first stored in user-defined order. If nmultiple
actions exist for a single action order value, then the actions wl|
be ordered by action conponent type foll owed by val ue

Action specifications nust include descriptions of order conparison
for the values within the action.

4.2.1. Action 1 - Action Chain operation (ACO (0x01)
SubTLV: 0x01
Lengt h: vari abl e
Val ue:
AC-failure-type - byte that determ nes the action failure
AC-failure-value - variable depending on action chain type
Actions may successfully conplete or fail and an Action chain nust
deal with it. The default value stored for an action change that
does not have this action chain is "stop on failure".
wher e:
AC-Fai lure types are:
* 0x00 - default - stop on failure

* 0x01 - continue on failure (best effort on actions)

* 0x02 - conditional stop on failure - depending on AC- Fail ure-
val ue

* 0x03 - rollback - do all or nothing - depending in AC Fail ure-
val ue

AC- Fai l ure val ues: TBD
Interactions with other actions: Interactions with all other Actions
Ordering within Action type: By AC Failure type
4.2.2. Traffic Actions per interface set (TAI'S) (0x02)
SubTLV: 2

Length: 8 octets (6 in extended comunity)
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Value field: [4-octet-AS] [GouplD 2-octet] [action 2-octet]
wher e:
Goup-1D: identifier for group in 2 octets (14 lower bits)
Not e: Extended Community format will have 2 bits for action.
Action: determ nes inbound or outbound action where:

Qut bound(0x1): FSv2 rule MJST be applied in outbound Direction
to interface set identified by Goup-id

I nbound (0x2): FSv2 rule nust be applied in inbound Direction
to interface set identified by Goup-ID

Val ue ordering: AS, then Goup ID, then Action bytes.

Conflict: wth any bi-direction action such as

1. traffic rate limted by bytes, or

2. traffic rate limted by packets.

Reference: [I-D.ietf-idr-flowspec-interfaceset]
4.2.3. Traffic rate [imted by bytes (TRB) (0x6)

SubTLV: 6 (0x6)

Length: 8 octets

Value field:[4-octet-AS] [float (4 bytes)]
wher e:

[4-octet-AS]: 4 byte AS nunber

If FSvl passes the |l ower 2 bytes of 4 byte AS nunber, use
[ TBD5] as higher 2 bytes to identify.

Fl oat: maxi num byte rate in | EEE fl oating point [I|EEE. 754. 19895
format] in units per second.

A val ue of O should result in all traffic for the particul ar
flow to be discarded.

Val ue ordering: AS then float val ue
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Action Conflict: traffic-rate-packets
reference: [RFC3955]
4.2. 4. Traffic Action (TA) (0x7)
SuUbTLV: 7
Length: 1
Value field: [1l-octet action]
where the traffic action val ues are:
1 = Termnal flow specification action
2 - Sanple - enables sanpling and | oggi ng
3 - Termnal action + sanple
Val ue ordering: By traffic action val ues
Conflicts/Interactions: duplication of packets also occurs in:
Redirect to I Pv4 (action 0x08),
Redirect to I Pv6 (action 0OxOD (13)),
Redi rect to SFC (action OxCE (14))
Redirect to Indirection-1D (action OxF (15)
4.2.5. Redirect to |IPv4 (RDIPv4)[0x8)
SubTLV: 0x08
Length: 12 octets
Val ue field:
[4-byte-AS] [IPv4 address (4 octets] [ID (4 octets)] [Flag (1 octet)]
wher e:
4-octet-AS - is a 4-byte AS in a Route Target

| Pv4 address - is an | P Address in RT
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ID - the 4-octet value set by user

Flag is 1 octet value with the follow ng definitions:
0 - reserved
1 - copy and redirect copy

Val ue ordering: 4-octet AS, then |P addres, then ID (lowest to
hi ghest) with:

No AS specified uses AS val ue of zero.
No | P specified uses |IP value of zero.
No I D specified uses ID value of zero.
Conflicts/Interactions: Any redirection or traffic sanpling found in:
Traffic Action (action 0x07),
Redirect to I Pv6 (action 0x0D (13)),
Redi rect to SFC (action OxCE (14))
Redirect to Indirection-1D (action OxF (15)
reference: [RFCB955], draft-ietf-idr-flowspec-ip-02.txt
4.2.6. Traffic marking (TM (0x9)
SubTLV: 9
Length: 1 octet
Value: DSCP field with the 2 left nost bits zero
The DSCP field format is:

012345617

oo +

| R R DSCP bits

oo +
Fi gure 16

wher e:
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RR - reserved bits (set to zero to send, ignored upon reception
and set to zero.

DSCP - 6 bits of DSCP val ues
Ordering within Value: Based on DSCP val ue
Conflicts: none
reference: [ RFC3955]
4.2.7. Traffic rate limted by packets (TRP) (12/0xQC
SubTLV= 12 (0xC)
Length: 8
Value field: [4-octet-AS] [float (4 octet)]
Wher e:
4-octet AS - is the AS setting this value

Fl oat - specifies maxinumrate [|EEE. 754.185] format in packets
per second.

Atraffic rate of zero should result in all packets being
discard. The traffic rate should not be negative.

Ordering within Value: Based on DSCP val ue
Conflicts: Traffic rate limted by bytes (0x06)
reference: [ RFC3955]

4.2.8. Traffic redirect to IPv6 (RD Pv6) (13, 0xD)

SubTLV = 13 (0xD)

Length = 24 octets

Value field: [4-octet-as] [|IPv6-address (16 octets)] [I ocal
adm nistrator (2 octets] [Flag (1 octets)]

wher e:

4-octet-AS - is AS requesting action in 4 byte AS format,
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| Pv6-address - is redirection | Pv6 address
Local admi nistrator - 2 bytes assigned by network adm nistrator.
lag (1 octet) with the follow ng definitions:
0 - reserved
1 - copy and redirect copy
Ordering within Value: AS, then IPv6, the flag (low to high)
Conflicts/Interactions: Any redirection or traffic sanpling found in:
Traffic Action (action 0x07) ,
Redirect to IPv4 (action 0x08 (8)),
Redirect to SFC (action OxOE (14))
Redirect to Indirection-ID (action OxF (15)
4.2.9. Traffic insertion in SFC (TISFC) (14, OXE)
SubTLV = (OxE)
Note: replace | ANA OxD FSvl with FSv2 OxE.
Length = 6 octets

Value field: [SPI (3 octets)][SI (1 octet)][SFT (2 octet)]

wher e:
SPI - is the service path identifier
SI - is the service index
SFT - is the service function type.

Val ue ordering: SPI, then SI, then SFT (lowest to hi ghest)
Conflicts/Interactions: Any redirection or traffic sanpling found in:
Traffic Action (action 0x07) ,

Redirect to IPv4 (action 0x08 (8)),
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Redirect to I Pv6 (action OxOD (13))

Redirect to Indirection-ID (action OxF (15)
Ref erence: [ RFCO015]

4.2.10. Flow Specification Redirect to Indirection-ID (RDID) (OxOF)

SubTLV: 0x01

note: current value is 0x00 for FSvl
Length: 6 octets
Val ue field:
[Flags (1 octet)] [ID Type (1 octet)][Ceneralized-1D (4 octets)]
wher e:

Fl ags: are defined as:

S-1D]: sequence nunber for indirection IDs (3 bits).

Val ue of zero nmeans sequence is not set and all other S 1D
val ues shoul d be ignored

[C - copy packets matching this ID
| D- Type: type of indirection IDwth follow ng val ues:
O - localized ID
1 - Node with SID/index in MPLS SR
2 - Node with SID/ | abel in MPLS SR
3 - Node with Binding Segnent ID wth SID Index
4 - Node with Binding Segnent ID with SID Label

5 Tunnel ID

Generalized-1D (GID): indirection val ue
Value Ordering: first indirection ID, then Generalized ID

Action Value ordering: ID Type by value (|l owest to highest)
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Conflicts/Interactions: Any redirection or traffic sanpling found in:
Traffic Action (action 0x07) ,
Redirect to IPv4 (action 0x08 (8)),
Redirect to I Pv6 (action 0OxO0D, (13)
Redirect to SFC (action OxOE (14))
reference: [I-D.ietf-idr-flowspec-path-redirect]
4.2.11. VLAN action (VLAN) (action 0x16, 22)
Function: Rewite inner or outer VLAN header
SubTLV: 22 (0x16)
Length: 6 octets
Val ue:
[Rewrite-actions (2 octets)]
[vlan-PCP-DE-1 (2 octets)]
[vlan-PCP-DE-2 [2 octets)]
wher e:
Rewrite-actions - is a bit mask of push/pop actions
vl an- PCP-DE-1 - changes for VLAN 1
vl an- PCP- DE-2 - changes for VLAN 2
Val ue ordering: rewite-actions, VLAN1, VLAN2, PCP-DEl, PCP-DE2
Conflicts/Interacts: None (?)
reference: [I-D.ietf-idr-flowspec-I2vpn]
4.2.12. TPID action (TPID) (action 0x17, 23)
Function: Replace Inner or outer TP

SubTLV: 23 (0x17)
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Length: 6 octets
Val ue:
[Rewrite-actions (2 octets)]
[TP-1D-1 (2 octets)]
[TP-1D-2 (2 octets)]
Where: rewrite-actions are bitmask (2 octets) Wth 2 actions
Value Ordering: rewite-actions, TP-1D- 1, TP-1D2
Conflicts: (none)
reference:[I-D.ietf-idr-flowspec-I| 2vpn]
4.2.13. Extended Community vs. Action SubTLV formats

The SubTLV format is used for the Wde communities and for the action
subTLVs in the NLR

Sub- TLV Action Action SubTLV Ext ended Communi ty

type Nane f or mat f or mat

1 ACO type: 1 not applicable (n/a)
| engt h: vari abl e

2 TAIS type:2 type: 0x0702 or 0x4702
| engt h: 8 l ength: 6
[ 4- octet-as] [ 4- octet - AS]
[ gr oup- 3-oct et ] [flags-group] (2)
[flags-1-octet]

3-5 reserved

6 TRB type: 6 t ype: 8006
| engt h: 8 l ength: 6
[ 4- byt e- AS] [ 2- byt e- AS]
[float (4 octets)] [float (4 octets)]

7 TA type: 7 t ype: 8007
l ength: 1 | ength: 6 octets
flags: (1 octet) flags (6 octets)
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TRP
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RDI | D

reserved
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Action SubTLV
f or mat

type: 8

| ength: 12

[ 4- byt e- AS]

[ 1 Pv4- address]

type: 9
length: 1
DSCP: 1 octet

type: 12 (0xc)

| ength: 8 octets
[ 4- byt e- AS]

[fl oat-4-octet]

type: 13 (0xd)

| engt h: 22

[ 4- byt e- AS]

[1 Pv6-address (16)]
[local -admin (2)]

type: 14 (OxE)

| engt h: 6

SPI (3 octets)
SI (1 octet)
SFT (2 octets)

type: 15 (OxF)

l ength: 6
flags (1)
ID-type (1)

G ID (4 octets)

Expires Apri

Ext ended Communi ty
f or mat

t ype: 8008

l ength: 6 octets
[ AS- 2- oct et s]

[1 Pv4 address]
type: 8108

| ength: 6 octets
[l Pv4 address]
[ID-2 octets]

t ype: 8208

l ength: 6 octets
[ AS- 4- oct et s]

[ D 2-octets]

t ype: 8009
| engt h: 6
DSCP: 1 octet

type: 0x800C

| ength: 6 octets
[ 2- byt e- AS]
[float-4-octet]

t ype: 0x000c

| ength: 18

[1 Pv6-address (16)]
[local -admin (2)]

type: OxD (FSvl)
type: OxE (FSv2)
| engt h: 6

SPI (3 octets)
SI (1 octet)

SFT (2 octets)

Type: 0900 (FSv1l)
l ength 6

Fl ags (1)

ID type (1)

G I D (4-octets)

24, 2022

Cct ober 2021

[ Page 36]



I nternet-Draft BGP Fl owSpec v2 Cct ober 2021

Sub- TLV Action Action SubTLV Ext ended Communi ty
type Nane f or mat f or mat
22 VLAN type: 22 (0x16) Type: (TBD)

| ength: 6 | ength: 6

[rewite-action(2)] [rewite-actions (2)]
[vlan-pcp-de-1 (2)] [vlan-pcp-de-1 (2)]

[vlan-pcp-de-2 (2)] [vlan-pcp-de-2 (2)]
23 TPI D type: 23 (0x17) Type: (TBD)

| ength: 6 | ength: 6

[rewite-action(2)] [rewite-actions (2)]

[TP-ID-1 (2)] [TP-ID-1 (2)]

[TP-1D-2 (2)] [TP-1D-2 (2)]

4. 3. L2 and L2VPN FSv2 Filters

The FSv2 filters for L2 flow and L2VPN fl ows nay be sent in an
extended community, a wide conmunity or in the action SubTLV in the

NLRI. This section describes the encoding of the value field for
filters.

oo o e oo +

I + |

| | L3 AFI-SAFI field (4) | ]

| | <subTLVs>+ | |

| [ ey |

S e +

Fi gure 17

Where the SubTLVs have the foll ow ng conponents shown in Table 4.
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Conmponent Types Tabl e

Conponent

type Descri ption

1 Et her Type

2 Source MAC

3 Desti nati on MAC

4 DSAP (destination service access point)
5 SSAP (source service access point)
6 control field in LLC

7 SNAP

8 VLAN I D

9 VPAN PCP

10 I nner VLAN I D

11 | nner VLAN PCP

12 VLAN DE

13 VLAN DE

14 Source MAC special bits

15 Destinati on MAC special bits

Table 4 - L2 VPN conponents

See [I-D.ietf-idr-flowspec-I2vpn] for the details on the format and
value fields for each conponent.

Val ue ordering: Ordering of L2 FSv2 rules will be by user-defined
order of the rule. For FSv2 filters wthin the sanme rule, the
ordering will be by conponent nunber and then by value within the
conponent. See [I-D.ietf-idr-flowspec-I|2vpn] for the ordering of the
val ues within the conponent.

reference: [I-D.ietf-idr-flowspec-I2vpn]

4.4. FSv2 SFC NLRI Traffic Filters
The FSv2 filters allow for filtering of the SFC NLRI fam |y of
routes. The traffic NLRIs filtered are from SFC AFlI/ SAFI (AFlI = 31,
SAFI =9) .

The FSv2 filters provide this filtering wth SFC AFl (AFI =31) and
SAFI for FSv2 filters (SAFI = TB1).
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<subTLVs>+ |

| + I
| | Tunnel ed AFI/SAFI field | |
| | I
| + I

Fi gure 18

Each SubTLV has the fornat:

o e o e e e e e +
| SubTLV type (1 octet) |
o e e e e e e e e e e e m - +
| length type (1 octet) |
e e e e e e e e e e e +
| value (variable) |
o e o e e e e e +

Figure 19 - Tunnel ed SubTLV for mat

The conponents |listed are:

SFIR RD Type (types 1, 2, 3)
SFI R RD Val ue

SFIR Pool ID

SFI R MPLS context/ | abel

SFPR SPI

SPF attribute fields

OO WNPE

Table 6 - SFC Filter types
Ordering is by: User-defined rule order, conponent nunber, and then
val ue within conponent.
reference: [RFCO015], [ TBD
4.5. Encoding of Actions passed in Wde Conmunities
The BGP Fl ow specification version 2 actions are passed in a Wde

Community [I-D.ietf-idr-w de-bgp-communities] atomw th the foll ow ng
format:
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oo +
| atomid |
o e e e e e e e e e e +
| length (2 octets) |
o m e +
| <Action-Sub- TLVsS>+

o m e +

Figure 20 - Flow Specification with
I Ds for Wde Conmunity Actions

wher e:
Atomid (TBD) - is id to be defined
| engt h: vari abl e dependi ng on SubTLVS
Action Sub-TLVs as defined above
The BGP Fl ow Specification (BGP-FS) atom can be part of the Wde

Community container (type 1) or the BGP Fl ow Specification Atom can
be part of the BGP Fl ow Specification container (type 2) which wll

have:

o e e e e e e e e +
| Source AS Nunber (4 octets)]
o e e e e e e e e e e e o - +
| list of atons (vari able) |
o m e e e e e e e e +

Figure 21: Atom format
5. Validation of FSv2 NLR

The validation of FSv2 NLRI adheres to the conbination of rules for
general BGP FSvl NLRI found in [ RFC8955], [RFC8956], [RFC9117], and
the specific additions made for SFC NLRI [ RFCO015], L2VPN NLR
[I-D.ietf-idr-flowspec-I|2vpn].

To provide clarity, the full validation process for flow
specification routes (FSvl or FSv2) is described in this section
rather than sinply refer to the portions of these RFCs. Validation
only occurs after BGP UPDATE packet, the FSv2 NLRI and the path
attributes relating to FSv2 (Extended conmunity and Wde Community)
have been determned to be well-forned. Any MALFORMVED FSv2 NRLI is
handl ed as a "TREAT as W THDRAW .
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5.1. Validation of FS NLRI (FSvl or FSv2)

Fl ow specification received froma BGP peer that are accepted in the
respective Adj-RIB-1n are used as input to the route selection
process. Although the forwarding attributes of the two routes for
same prefix may be the same, BGP is still required to performits
path selection algorithmin order to select the correct set of
attributes to adverti se.

The first step of the BGP Route sel ection procedure (section 9.1.2 of
[RFC4271] is to exclude fromthe selection procedure routes that are
consi dered unfeasible. In the context of IP routing information,
this is used to validate that the NEXT_HOP Attribute of a given route
i s resol vabl e.

The concept can be extended in the case of the Flow Specification
NLRI to allow other validation procedures.

The FSv2 validation process validates the FSv2 NLRI with fol | ow ng
uni cast routes received over the same AFl (1 or 2) but different
SAFI s:

o Flow specification routes (FSvl or FSv2) received over SAF|I =133
wi |l be validated agai nst SAFI =1,

o Flow Specification routes (FSvl or FSv2) received over SAFI=134
wi |l be validated agai nst SAFI =128, and

o Flow Specification routes (FSvl or FSv2) [AFI =1, 2] received over
SAFI =77 will be validated will be validated using only the Quter
Fl ow Spec agai nst SAFI = 133.

The FSv2 validates L2 FSv2 NLRI with the followi ng L2 routes received
over the same AFl (25), but a different SAFI

o Flow specification routes (FSvl or FSv2)recei ved over SAFI =135 are
val i dat ed agai nst SAFI =128.

In the absence of explicit configuration, a Flow specification NLR
(FSvl or FSv2) MJIST be validated such that it is considered feasible
if and only if all of the conditions are true:

a) A destination prefix conponent is enbedded in the Flow
Speci fication,

b) One of the foll ow ng conditions nust hold true:
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1. The originator of the Flow Specification matches the
originator of the best-math unicast route for the destination
prefi x enbedded in the flow specification (this is the unicast
route with the | ongest possible prefix Iength covering the
destination prefix enbedded in the flow specification).

2. The AS PATH attribute of the flow specification is enpty or
contains only an AS_CONFED SEQUENCE segnent [ RFC5065].

1. This condition should be enabl ed by default.

2. This condition may be disabled by explicit configuration
on a BGP Speaker,

3.As an extension to this rule, a given non-enpty AS PATH
(besi des AS _CONFED _SEQUENCE segnents) MAY be permitted by

policy].

c) There are no "nore-specific" unicast routes when conpared with
the flow destination prefix that have been received froma

di fferent nei ghbor AS than the best-nmatch unicast route, which has
been determned in rule b.

However, rule a may be relaxed by explicit configuration, permtting
FIl ow Specifications that include no destination prefix conmponent. |f
such is the case, rules b and ¢ are noot and MJST be di sregarded.

By "originator" of a BGP route, we nean either the address of the
originator in the ORIGA NATOR ID Attri bute [ RFC4456] or the source
address of the BGP peer, if this path attribute is not present.

BGP i npl enentati on MUST enforce that the AS in the |eft-nopst position
of the AS PATH attribute of a Fl ow Specification Route (FSvl or FSv2)
received via the Exterior Border Gateway Protocol (eBGP) natches the
AS in the left-nost position of the AS PATH attri bute of the best-
mat ch uni cast route for the destination prefix enbedded in the Fl ow
Specification (FSvl or FSv2) NLRI

The best-match uni cast route may change over tine independently of
the Fl ow Specification NLRI (FSvl or FSv2). Therefore, a
reval i dation of the Flow Specification MJST be perfornmed whenever

uni cast routes change. Revalidation is defined as retesting rules a
to c as described above.
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Val i dation of Flow Specification Actions

Fl ow Speci fication may be nmapped usi ng Extended Communities, Wde
Communities or a FSv2 NLRI TLV. The scaling of FSv2 actions inplies
t hat Extended Communities and wi de communities which can associ ate an
action to a |large nunber of NLRIs will be nost often used.

Therefore, it is likely the FSv2 NLRI TLV for actions will be very
few actions (such as the "die-die-die Internet worni' use case).

The ordering of precedence for these actions in the absence of user-

defined ordering, is to follow the precedence of the FSv2 NLRI action
TLV val ues (lowest to highest). If nmultiple itens exist for the sane
action type, then ordering is described within each Action SubTLV.

Ext ended Community actions should be translated to the Action SubTLV
format for internal conparison

Actions may conflict, duplicate, or conplenentation other actions.

An exanple of conflict is the packet rate limting by byte and by
packet. An exanple of a duplicate is the request to copy or sanple a
packet under one of hte redirect functions (RDI Pv4, RDH Pv6, RDID, )
Each FSv2 actions in this docunent defines the potential conflicts or
duplications. Specifications for new FSv2 actions outside of this
specification MJST specify interactions or conflicts with any FSv2
actions (in this specification or subsequent specification).

Wl | -formed syntactically correct actions should be |inked to a
filtering rule in order the actions should be enacted. If one action
in the ordered list fails, the default procedure is for the action
process for this rule to stop and flag the error via system
managenent. By explicit configuration, the action processing may
continue after errors..

| npl emrent ati ons MAY wish to | og the actions taken by FS actions (FSvl
or FSv2).

Error handling and Validation

The follow ng two error handling rules nust be followed by all BGP
speakers whi ch support FSv2:

o FSv2 NLRI having TLVs which do not have the correct |engths or
syntax must be consi dered MALFORVED

o FSv2 NLRI's having TLVs which do not follow the above ordering

rul es described in section 4.1 MIST be considered as nal fornmed by
a BGP FSv2 propagat or
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The above two rules prevent any anbiguity that arises fromthe
mul tiple copies of the sane NLRI fromnultiple BGP FSv2 propagators.

A BGP inplenentation SHOULD treat such nalfornmed NLRIs as ' Treat-as-
Wi t hdraw .

An i nplenmentation for a BGP speaker supporting both FSvl and FSv2
nmust support the error handling for both FSvl and FSv2. The storage
of the BGP FSvl and FSv2 nust support both the AFI/SAFI and the
configuration which translates FSvl NLRI into FSv2 NLRI for order

st or age.

6. Odering for Flow Specification v2 (FS-v2)

Fl ow Specification v2 allows the user to order flow specification
rules and the actions associated with a rule. Each FSv2 rul e has one
or nore match conditions and one or npbre actions associated with each
rul e.

This section describes howto order FSv2 filters received froma peer
prior to transm ssion to another peer. The same ordering should be
used for the ordering of forwarding filtering installed based on only
FSv2 filters.

Section 7.0 describes how a BGP peer that supports FSvl and FSv2
shoul d order order the flow specification filters during the
installation of these flow specification filters into FIBs or
firewall engines in routers.

The BCGP distribution of FSvl NLRI and FSv2 NLRI and their associated
path attributes for actions (Wde Communities and Extended
Conmunities) is "ships-in-the-night" forwarding of different AFI/SAFI
information. This recomrended ordering provides for determnistic
ordering of filters sent by the BGP distribution.

6.1. Odering of FSv2 NLRI Filters
The basic principles regarding ordering of rules are sinple:
1) Rule-0 (zero) is defined to be 0/0 with the "permt-all" action
BGP peers which do not support flow specification permt
traffic for routes received. Rule-0 is defined to be "permt-

all™ for 0/0 which is the normal case for filtering for routes
recei ved by BGP.
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Not

0]

Har es,

By configuration option, the "permit-all" may be set to "deny-
all"™ if traffic rules on routers used as BGP nust have a
"route" AND a firewall filter to allowtraffic flow

2)FSv2 rul es are ordered based on the user-defined order nunbers
specified in the FSv2 NLRI (rules 1-n).

3) If multiple FSv2 NLRI have the sane user-defined order, then
the filters are ordered by type of FSv2 NRLI filters (see Table 1
section 4) with | owest nunerical nunber have the best precedence.

For the sanme user-defined order and the sane value for the FSv2
filters type, then the filters are ordered by FSv2 the
conponent type for that FSv2 filter type (see Tables 3-6) with
t he | owest nunber having the best precedence.

For the sanme user-defined order, the sane value of FSv2 Filter
Type, and the sanme value for the conponent type, then the
filters are ordered by value within the conponent type. Each
conponent type defines val ue ordering.

For conponent types inherited fromthe FSvl conponent types,
there are the follow ng two types of conparisons:

FSvl conponent val ue conparison for the IP prefix val ues,
conpares the length of the two prefixes. |If the length is
different, the longer prefix has precedence. |If the length
is the sane, the | ower |P nunber has precedence.

For all other FSvl conponent types, unless specified, the
conponent data is conpared using the nencnp() function
defined by [ISOIEC 9899]. For strings with the sane

| ength, the |lowest string nmencnp() val ue has precedence.
For strings of different |lengths, the common prefix is

conpared. |If the common string prefix is not equal, then
the string with the |Iowest string prefix has higher
precedence. If the conmmon prefix is equal, the | ongest

string is considered to have hi gher precedence
es:
Since the user can define rules that re-order these val ue
conparisons, this order is arbitrary and set to provide a
determi nistic default.

Al'l the ordering by type of FSv2 NLRI filter, conponent type, or
conponent value is only done within the sane order.
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6.2. Ordering of the Actions
The FSv2 specification allows for actions to be associ ated by:
a) a Wde Community path attribute,
b) an Extended Community path attribute, and
c) a FSv2 Action TLV in an FSv2 NLRI (poor scaling)

Actions nmay be ordered by user-defined action order nunber from 1-n
(where n is 2**16-2 and value of 2**16-1 is reserved.

Ext ended community actions are associated with order nunber 32768
[ Ox8000] or a specific configured value for the FSv2 donai n.

Action user-order nunber zero is defined to have an Action type of
"Set Action Chain operation"” (ACO (value 0x01) that defines the
default action chain process. For details on "set action chain
operation" see section 4.2.0 and section 6.2.1 bel ow.

I f the user-defined action nunber for an action is the sane, then the
actions are ordered by FSv2 action types (see Table 3 for a list of

action types). |If the user-defined action nunber and the FSv2 action
types are the same, then the order nust be defined by the FSv2
action.

6.2.1. Action Chain Operation
The "Action Chain Operation” (ACO changes the way the actions after
this action in an action chain handles a failure. |If no action chain
operations are set, then the default action of "stop upon failure"
(val ue 0x00) will be used for the chain.

An exanple may help illustrate how failure i npacts an action chain.
Suppose we have the following 4 actions defined for a match:

o Sent Redirect to indirection ID (0x01) with user-defined match 2
attached in wi de comunity,

o Traffic rate [imt by bytes (0x07) with user-defined match 1
attached in wi de comunity,

o Traffic sanple (0x07) sent in extended community, and

o SF classifier Info (0OxOE) sent in extended comunity.
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These 4 filters rate |limt a potential DDoS attack by: a) redirect
the packet to indirection ID (for slower speed processing), sanple to
| ocal hardware, and forward the attack traffic via a SFC to a data
col I ecti on box.
The FSv2 action list for the match would | ook like this

Action 0: Operation of action chain (0x01) (stop upon failure)

Action 1: Traffic Rate Iimt by byte (0x07)

Action 2: Redirect to Redirection I D (0x0F)

Action 32768 (0x8000) Traffic Action (0x07) Sanple

Action 32768 (0x8000) SFC C assifier: (OxE)
If the redirect to a redirection ID fails, then Traffic Sanple and
sending the data to an SFC classifier for forwarding via SFC w1l not
happen. The traffic is limted, but not redirect away fromthe
network and a sanple sent to DDOS processing via a SFC cl assifier.

Suppose the followng 5 actions were defined for a FSV2 filter:

o0 Set Action Chain QOperation (ACO (0x0l1) to continue on failure
(ox01) at user-order 2 attached in w de conmunity,

o redirect to indirection ID (OxOF) at user-order 2 attached in w de
comuni ty,

o traffic rate limt by bytes (0xO07)with user-order 1 attached in
wi de comunity,

o Traffic sanple (0x07) attached via extended conmunity, and

o SFCclassifier Info (OxOE) attached in extended comrmunity.

The FSv2 action list for the match woul d | ook |ike this:
Action 0: QOperation of action chain (0x01) (stop upon failure)
Action Ol: Traffic Rate limt by byte (0x07)

Action 02: Set Action Chain Qperation (ACO (0x01) (continue on
failure)

Action 02: Redirect to Redirection ID (0OF)
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Action 32768 (0x8000): Traffic Action (0x07) Sanple

Action 32768 (0x8000): SFC classifier (0xOE) forward via SFC [to
DDoS cl assifier]

If the redirect to a redirection ID fails, the action chain wll
continue on to sanple the data and enact SFC classifier actions.

Not e: The scaling for associating actions is better with Wde or

Ext ended Conmunities which can be associated with many FSv2 filters.
The FSv2 action with FSv2 NLRI should be used in rare cases such as

the "Die-Die-Die Internet Worm case" where where a particular filter
mat ch identifies a pernicious Internet wormthat nust be die off and
not be forwarded. |In such an exanple, the FSV2 actions to stop the

packets are tied to the filter even though it may not scal e or have

i ssues in sone depl oynments.

6.2.2. Summary of FSv2 ordering

OQperators shoul d use user-defined ordering to clearly specify the
actions desired upon a match. The FSv2 actions default ordering is
specified to provide determnistic order for actions which have the
sane user-defined order and sane type.

FS Action Val ue O der

(1 owest val ue to highest) (l owest to highest)

0x01: Action chain operation Failure fl ag

0x02: traffic actions per AS, then Goup-ID, then Action ID
Interface group

0x03- 0x05 to be assigned TBD

0x06: Traffic rate limt AS, then float val ue

0x07 - Traffic Action traffic Action val ue

Ox08 - Redirect to IP AS, then I P Address, then ID

0x09 - Traffic Marking DSCP val ue (lowest to highest)

OX0C - Redirect to Indirect ID AS, then Fl oat val ue

OxOD - Traffic Redirect to IPv6 AS, |Pv6 value, then | ocal Adm n
OXOE - Traffic insertion to SFC SPI, then SI, the SFT

OXOF - Redirect to

Indirection-1D I D-type, then Ceneralized-1D
0x10-0x15 - to be assigned TBD
0x16 - VLAN action rewite-actions, VALN1, VLANZ2,
PCP- DE1, PCP-DE2
Ox17 - TPID action rewite actions, TP-ID-1, TP-1D2
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7.

O dering of FS filters for BGP Peers support FSvl and FSv2

FSv2 allows the user to order flow specification rules and the
actions associated with a rule. Each FSv2 rule has one or nore match
conditions and one or nore actions associated with each rul e.

Some BGP peers will support FSvl and FSv2. This section describes
the best practice for ordering the FSvl and FSv2 filter rules.

One sinple rule captures the best practice: Oder the FSvl filters
after the FSv2 filter by placing the FSvl filters after the FSv2
filters.

To operationally make this work, all flow specification filters
shoul d be included the sanme data base with the FSvl filters being
assigned a user- defined order beyond the normal size of FSv2 user-
ordered val ues.

Suppose you m ght have 10,000 rules for the FSv2 filters. Assign al
the FSvl user defined rules to 10,001 (or better yet 20,000). The
FSvl rules will be ordered by the conponents and conponent val ues.

All FSvl actions are defined ordered actions in FSv2. Translate your
FSvl actions into FSv2 ordered actions for storing in a comon
FSv1- FSv2 fl ow specification data base.

Manageabi l ity of FSv2

Operational issues drive the deploynent of BGP flow specification as

a quick and scalable way to distribute filters. The early operations
accepted the fact validation of the distribution of filter needed to

be done outside of the BGP distribution nechanism O her nechani sns

( NETCONF/ RESTCONF or PCEP) have reply-request protocols.

These features within BGP have not changed. BGP still does not have
an action-reply feature.

NETCONF/ RESTCONF | at est enhancenents provi de action/response features
whi ch scale. The conbination of a quick distribution of filters via
BGP and a long-termaction in NETCONF/ RESTCONF that ask for reporting
of the installation of FSv2 filters may provide the best scalability.

The conbi nati on of NETCONF/ RESTCONF NM protocol s and BGP focuses each
protocol on the strengths of scalability.

FSv2 will be deployed in webs of BGP peers which have sonme BGP peers
passi ng FSvl, sone BCGP peers passing FSv2, sone BGP peers passing
FSvl and FSv2, and sone BGP peers not passing any routes.
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9.

1

The TLV encoding and determ nistic behaviors of FSv2 will not
deprecate the need for careful design of the distribution of flow
specification filters in this mxed environnent. The needs of
networks for flow specification are different depending on the
networ k topol ogy and the depl oynent technol ogy for BGP peers sending
fl ow specification.

Suppose we have a centralized RR connected to DDoS processing sendi ng
out flow specification to a second tier of RR who distribute the
information to targeted nodes. This type of distribution has one set
of needs for FSv2 and the transition fromFSvl to FSv2

Suppose we have Data Center with a 3-tier backbone trying to

di stribute DDoS or other filters fromthe spine to conbinationa
nodes, to the | eaf BGP nodes. The BGP peers may use RR or nornal BGP
di stribution. This deploynment has anot her set of needs for FSv2 and
the transition fromFSvl to FSV2.

Suppose we have a corporate network with a few AS sendi ng DDoS
filters using basic BG® froma variety of sites. Perhaps the
corporate network will be satisfied with FSvl for a long tine.

These exanples are given to indicate that BG FSv2 |ike so many BGP
protocols needs to be carefully tuned to aid the mtigation services
within the network. This protocol suite starts the migration toward
better tools using FSv2, but it does not end it. Wth FSv2 TLVs and
determi nistic actions, new operational mechanisns can start to be
understood and utilized.

This FSv2 specification is nmerely the start of a revolution of work -
not the end.

Optional Security Additions

This section discusses the optional BGP Security additions for BGP-FS
v2 relating to BGPSEC [ RFC8205] and ROA.

BGP FS v2 and BGPSEC

Fl ow specification vl ([ RFC8955] and [ RFC8956]) do not conmment on how
BGP Fl ow specifications to be passed BGPSEC [ RFC8205] BGP Fl ow
Specification v2 can be passed in BGPSEC, but it is not required.

FSvl and FSv2 may be sent via BGPSEC
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9.2. BGP FS v2 with with ROA

BGP Fl ow Specification v2 can utilize ROAs in the validation. If
BGP-FS v2 is used with BGPSEC and ROA, the first thing is to validate
the route within BGPSEC and second to utilize BGP ROA to validate the
route origin.

The BGP- FS peers using both ROA and BGP-FS validation determ ne that
a BGP Flow specification is valid if and only if one of the follow ng
cases:

o If the BGP Flow Specification NLRI has a | Pv4 or |IPv6 address in
destination address match filter and the following is true:

* A BGP ROA has been received to validate the originator, and

* the route is the best-match unicast route for the destination
prefix enbedded in the match filter; or

o If a BG ROA has not been received that matches the | Pv4 or | Pv6
destination address in the destination filter, the match filter
nmust abi de by the [ RFC8955] and [ RFC8956] validation rules of:

* The originator match of the flow specification matches the
originator of the best-match unicast route for the destination
prefix filter enbedded in the flow specification", and

* No nore specific unicast routes exi st when conpared with the
fl ow destination prefix that have been received froma
di fferent nei ghboring AS than the best-match unicast route,
whi ch has been determned in step A

The best match is defined to be the |ongest-match NLRI with the
hi ghest preference.

10. | ANA Consi derations
This section conplies with [ RFC7153]
10.1. Flow Specification V2 SAFls
IANA is required to assign two SAFlI Values fromthe registry at

htt ps://wwu. i ana. or g/ assi gnnment s/ saf i - nanmespace fromthe Standard
Action Range as foll ows:
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Val ue Descri ption Ref erence
TBD1 BGP- FS V2 [ Thi s docunent ]
TBD2 BGP- FS V2 VPN [this document]

2. BGP Capability Code

I ANA is requested to assign a Capability Code fromthe registry at
https://ww. i ana. or g/ assi gnnent s/ capabi lity-codes/ fromthe | ETF
Revi ew range as fol |l ows:

Controller

| ETF

Ref er ence

[this docunent]

TBD3 Fl ow Specification V2

3. Filter I P Conponent types

I ANA is requested to indicate [this draft] as a reference on the
foll owi ng assignnments in the Flow Specification Conponent Types

Regi stry:
Val ue Description Ref erence
1 Destination filter [ RFC8955] [ RFC8956] [this draft]
2 Source Prefix [ RFCB8955] [ RFC8956] [this draft]
3 | P Protocol [ RFCB8955] [ RFC8956] [this draft]
4 Por t [ RFC8955] [ RFC8956] [t his draft]
5 Destinati on Port [ RFC8955] [ RFC8956] [this draft]
6 Sour ce Port [ RFC8955] [ RFC8956] [this draft]
7 | CVP Type [v4 or v6] [ RFC8955] [ RFC8956] [this draft]
8 | CVMP Code [v4 or v6] [ RFCB8955] [ RFC8956] [this draft]
9 TCP Fl ags [ v4] [ RFCB8955] [ RFC8956] [this draft]
10 Packet Length [ RFCB955] [ RFCB8956] [this draft]
11 DSCP mar ki ng [ RFC8955] [ RFC8956] [this draft]
12 Fr agment [ RFC8955] [ RFC8956] [ This draft]
13 Fl ow Label [ RFC8956] [This draft]
14 whole SID [draft-ietf-idr-fl owspec
-srveé]
[This draft]
15 Partial SID [draft-ietf-idr-fl owspec-srv6]
[This draft]
10.4. Filter |IP conponent types

I ANA is requested to create the following two new registries on a new
"Fl ow Specification v2 TLV types"

et al.
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Name: BGP-FS v2 TLV types
Ref erence: [this docunent]

Regi strati on Procedures:

0x05
0x06- Ox3FFF

Reser ved

IP traffic rules
FSv2 Actions

L2 traffic rul es
tunnel traffic rules
SFC AFI filter rules
Unassi gned

0x4000- Ox7FFF Vendor specific

0x8000-

OxFFFFFFFF Reserved

et al.

0x01- Ox3FFF St andards Acti on.

Ref er ence
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BGP Fl owSpec v2

Nane: BGP-FS v2 Action types

Ref er ence:
Regi strati on Procedure:

Type Use Ref erence
0x00 Reser ved this docunent ]
0x01 Action Chain Operation (ACO [this docunent]
0x02 Traffic actions per

i nterface group [this documnent]
0x03 Unassi gned [this docunent]
0x04 Unassi gned [this docunent]
0x05 Unassi gned [this docunent]
0x06 traffic rate limted by bytes [this docunent]
0x07 traffic action (termnal/sanple)[this docunent]
0x08 redirect |Pv4 [this document]
0x09 mar k DSCP val ue [this docunent]
OxO0a associate L2 Information [this docunent]
0x0b associate E-Tree Information [this docunent]
Oxoc traffic rate limted by packets [this docunent]
OxOD Redirect to |IPv6 [this docunent]
OXOE Traffic insertion to SFC [this document]
OxO0F Redirect to indirection-iD [this docunent]
0x10 unassi gned [this docunent]
Ox11 unassi gned [this docunent]
0x12 unassi gned [this docunent]
0x13 unassi gned [this docunent]
0x14 unassi gned [this document]
0x15 unassi gned [this docunent]
0x16 VLAN action [this docunent]
Ox17  TIPD action [this docunent]
0x18-

Ox3ff Unassi gned [this docunent]
0x4000-
Ox7fff Vendor assigned [this docunent]
0xc800-
OXFFFFFFFFF [this docunent]

[this document]
0x01- Ox3FFF St andards Acti on.

11. Security Considerations

Cct ober 2021

The use of ROA inproves on [ RFC8955] by checking to see of the route

origi nation.

mul ti pl e- AS envi ronnent.

>The use of BGPSEC [ RFC8205]
security of BGP flow specification infornmation sent

Har es,

et al.

Expires Apri

24, 2022

This check can inprove the validation sequence for a

to secure the packet can increase
in the packet.
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The use of the reduced validation within an AS
[I-D.ietf-idr-bgp-flowspec-o0id] can provide adequate validation for

di stribution of flow specification within an single autononbus system
for prevention of DDGCS.

Distribution of flow filters may provide insight into traffic being
sent within an AS, but this information should be conposite
informati on that does not reveal the traffic patterns of individuals.
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