FATT - Federated Authentication Token Translator

Introduction

Federated single sign-on (FSSO) uses claim based authentication approach. It enables end-user to authenticate to multiple domains with a single authentication session. Industry FSSO standards such as SAML aims for web-based federated authentications. However, currently it is not possible for an end-user to rely on the FSSO solutions to access web and non-web services from separate organisations without re-authentication. Project Moonshot, SASL-SAML approaches to the problem by extending the support of SAML to non-web based application. Kerberos Secure Sharing is a different approach that use Kerberos to enable FSSO in non-web based applications. This research proposes an new simplified FSSO approach for web-based and non-web based applications.

Related Approaches

Project Moonshot is an approach that extends SAML based federated single sign on to non-web based applications. It proposes to combine two key security  technologies: the Extensible Authentication Protocol (EAP) and the Generic Security Services Application Programming Interface (GSS-API) to create a solution for federated authentication. EAP provides federation and access to the mechanisms people use to authenticate. GSS-API provides integration with application protocols and applications.

SASL-SAML is another approach that extends the support of SAML to non-web based applications. Simple Authentication and Security Layer (SASL) and the Generic Security Service Application Program Interface (GSS-API) are application frameworks to generalise authentication. This approach specifies a SASL mechanism and a GSS-API mechanism for SAML 2.0 that allows the integration of existing SAML Identity Providers with applications using SASL and GSS-API.

SAML-AAI/Kerberos integration use SAML based federated authentication to  modifies the Service Provider (SP) to issue Kerberos Ticket Granting Ticket (TGT). The end-user authenticates to his Identity Provider(Idp). Then the end-user will be asserted to the Service Provider(SP). The TGT enables the end-user to request service ticket from the service provider's internal services.

Kerberos Secure Sharing is an approach that enables federated single sign-on for non-web based applications only. It proposes an architecture that implements federated security using LDAP, Kerberos and GridwiseTech's AdHoc. LDAP manages user authorisation to resources. Kerberos manages user authentication using SSO. GridwiseTech’s AdHoc responsible for managing access policies to resources. AdHoc is divided into two distinct models. AdHoc web application provides a graphic web interface where users and administrators manage access to their resources. AdHoc policy manager is responsible for modifying the user access policies of the underlying resources.

Federated Authentication Token Translator (FATT)

Contribution

This research proposes a new simplified approach to addresses the issue of federated single sign-on in web-based and non-web based applications. It proposes a federated authentication token translator that translates the tokens between Kerberos token and SAML token.

This approach utilises the existing SAML based solutions for federated single sign-on, and Kerberos based solutions for internal single sign-on. It aims to enable federated single sign-on for web-based and non-web applications without modifying service applications and their clients. In addition, it aims not to expose Kerberos realm to the other organisation.

Assumptions

The proposed approach assumes the federation has been built between two organisations. It also assumes that both organisations support Kerberos for internal single sign-on, and support SAML based solution (e.g. Shibboleth) for federated single sign-on. Assuming Windows remote desktop accepts Kerberos tokens.

Scenario

There are two organisations. Each one has it's own end-users, domain and end-user directory.

· Organisation 1 has limited resource. It can only provide desktops with limited computing powers to it's end-users. 

· Organisation 2 provides a range of services from web applications to windows servers with high computing power. 

Organisation 2 agrees to let end-users from organisation 1 to use it's services via federated single sign-on.

When end-users of organisation 1 request web-based services from organisation 2. Shibboleth will be used for federated single sign-on. When end-users of organisation 1 request remote desktop session from organisation 2's windows servers, the following will occur:

1. The windows servers request Kerberos tokens from the end-users' user agents (e.g. remote desktop client).

2. The user agents will request Kerberos tokens from organisation 1's Kerberos server. 


3. The created Kerberos tokens will be
passed to the token translator in organisation 1 and translated to Shibboleth tokens. These Shibboleth tokens will be used to federate authenticate the end-users from organisation 1 to organisation 2. 


4. On successful authentication, the Shibboleth tokens will be passed to the token translator in organisation 2 and translated back into Kerberos tokens.

5. In the end the Kerberos tokens will be passed to the windows servers in organisation 2.

6. Windows servers of organisation 2 accept the remote desktop request from end-users of organisation 1.

