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This document describes extentions to the Locator/ID Separation
Protocol (LISP) Data-Plane, via changes to the LISP header, to
support multi-protocol encapsulation.
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Introduction

The LISP Data-Plane is defined in [I-D.ietf-lisp-rfc6830bis]. It
specifies an encapsulation format that carries IPv4 or IPv6 packets
(henceforth jointly referred to as IP) in a LISP header and outer
UDP/IP transport.

The LISP Data-Plane header does not specify the protocol being

encapsulated and therefore is currently limited to encapsulating only
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Figure 2: LISP-GPE Header
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The LISP Data-Plane is defined in [I-D.ietf-lisp-rfc6830bis]. It
specifies an encapsulation format that carries IPv4 or IPv6 packets
(henceforth jointly referred to as IP) in a LISP header and outer
UDP/IP transport.

The LISP Data-Plane header does not specify the protocol being
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Bits 0-3 and 8-23: Bits 0-3 and 8-23 of the LISP-GPE header are
Reserved. They MUST be set to zero on transmission and ignored on
receipt.

Features that were implemented with bits 0-3 in
[I-D.ietf-1lisp-rfc6830bis], such as echo-noncing, map-versioning
and reachability, can be implemented by defining the appropriate
shim headers.

Instance ID When the I-Bit is set to 1 the high-order 24 bits of the
Instance ID field are used as an Instance ID, as specified in
[I-D.ietf-1isp-rfc6830bis]. The low-order 8 bits are set to zero,
as the Locator-Status-Bits feature is not supported in LISP-GPE.

P-Bit: Flag bit 5 is defined as the Next Protocol bit.

Bits 0-3 and 8-23: Bits 0-3 and 8-23 of the LISP-GPE header are
Reserved. They MUST be set to zero on transmission and ignored on
receipt.

Features that were implemented with bits 0-3 and 8-23 in
[I-D.ietf-1lisp-rfc6830bis], such as echo-noncing, map-versioning
and reachability, can be implemented by defining the appropriate
shim headers.

Instance ID When the I-Bit is set to 1 the high-order 24 bits of the
Instance ID field are used as an Instance ID, as specified in
[I-D.ietf-1isp-rfc6830bis]. The low-order 8 bits are set to zero,
as the Locator-Status-Bits feature is not supported in LISP-GPE.

P-Bit: Flag bit 5 is defined as the Next Protocol bit.

0x02 : IPv6

0x03 : Ethernet

0x04 : Network Service Header (NSH) [RFC8300]
0x05 to 0x7F: Unassigned

0x80 to OxFF: Unassigned (shim headers)

The values are tracked in an IANA registry as described in
Section 6.1.

Next protocol values from Ox80 to OxXFF are assigned to protocols
encoded as generic "shim" headers. Shim protocols all use a common
header structure, which includes a next header field using the same
values as described above. When a shim header protocol is used with
other data described by protocols identified by next protocol values
from 0x0 to 0x7F, the shim header MUST come before the further
protocol, and the next header of the shim will indicate what follows
the shim protocol.

Implementations that are not aware of a given shim header MUST ignore
the header and proceed to parse the next protocol. Shim protocols
MUST have the first 32 bits defined as:

0 1 2 3
0123456789 012345617890123456789°01
S U S SR S S S S S S S S S Y S S
| Type | Length | Reserved | Next Protocol
S

Protocol Specific Fields

+— 1 —+—+

S S PSS S M S S S S

0x02 IPV6
0x03 Ethernet
0x04 Network Service Header (NSH) [RFC8300]

0x05 to 0x7F: Unassigned

0x80 to O0xFF: Unassigned (shim headers)
The values are tracked in the IANA LISP-GPE Next Protocol Registry
as described in Section 6.1.

Next protocol values from Ox80 to OxFF are assigned to protocols
encoded as generic "shim" headers. All shim protocols MUST use the
header structure in Figure 3, which includes a Next Protocol field.
When a shim header is used with other protocols identified by next
protocol values from 0x0 to 0x7F, the shim header MUST come before
the further protocol, and the next header of the shim will indicate
which protocol follows the shim header.

Shim headers can be used to incrementally deploy new GPE features,
keeping the processing of shim headers known to a given XTR
implementation in the 'fast' path (typically an ASIC), while punting
the processing of the remaining new GPE features to the 'slow' path.

Shim protocols MUST have the first 32 bits defined as:

0 1 2 3
01234567890123456789012345678901
e S S S St S S S St S S

| Type | Length | Reserved | Next Protocol
S e
| \

~ Protocol Specific Fields ~
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Where:
Type: This field identifies the different messages of this protocol.
Length: The length, in 4-octect units, of this protocol message not

including the first 4 octects.

Reserved: The use of this field is reserved to the protocol defined
in this message.

Next Protocol Field: This next protocol field contains the protocol
of the encapsulated payload. The protocol registry will be
requested from IANA as per section 10.2.

Implementation and Deployment Considerations

Applicability Statement
LISP-GPE conforms, as an UDP-based encapsulation protocol, to the UDP
usage guidelines as specified in [RFC8085]. The applicability of

these guidelines are dependent on the underlay IP network and the
nature of the encapsulated payload.

4.

4.1.

Where:
Type: This field identifies the different messages of this protocol.
Length: The length, in 4-octect units, of this protocol message not

including the first 4 octects.

Reserved: The use of this field is reserved to the protocol defined
in this message.

Next Protocol Field: The next protocol field contains the protocol
of the encapsulated payload. The values are tracked in the IANA
LISP-GPE Next Protocol Registry as described in Section 6.1.

Implementation and Deployment Considerations

Applicability Statement
LISP-GPE conforms, as an UDP-based encapsulation protocol, to the UDP
usage guidelines as specified in [RFC8085]. The applicability of

these guidelines are dependent on the underlay IP network and the
nature of the encapsulated payload.

Class' field.

When a LISP-GPE router performs Ethernet encapsulation, the inner
header 802.1Q [IEEE.802.1Q 2014] VLAN Identifier (VID) MAY be mapped
to, or used to determine the LISP Instance IDentifier (IID) field.

Backward Compatibility
LISP-GPE uses the same UDP destination port (4341) allocated to LISP.

The next Section describes a method to determine the Data-Plane
capabilities of a LISP ETR, based on the use of the "Multiple Data-
Planes" LISP Canonical Address Format (LCAF) type defined in
[RFC8060]. Other mechanisms can be used, including static ETR/ITR
(XTR) configuration, but are out of the scope of this document.

Class' field.

When a LISP-GPE router performs Ethernet encapsulation, the inner

header 802.1Q [IEEE.802.1Q 2014] VLAN Identifier (VID) MAY be mapped

to, or used to determine the LISP Instance IDentifier (IID) field.
Backward Compatibility

LISP-GPE uses the same UDP destination port (4341) allocated to LISP.



5.1.

6.

6.1.

6.2.
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When encapsulating IP packets to a non LISP-GPE capable router the
P-bit MUST be set to 0. That is, the encapsulation format defined in
this document MUST NOT be sent to a router that has not indicated
that it supports this specification because such a router would
ignore the P-bit (as described in [I-D.ietf-1lisp-rfc6830bis]) and so
would misinterpret the other LISP header fields possibly causing
significant errors.

Use of "Multiple Data-Planes" LCAF to Determine ETR Capabilities

LISP Canonical Address Format (LCAF) [RFC8060] defines the "Multiple
Data-Planes" LCAF type, that can be included by an ETR in a Map-Reply
to encode the encapsulation formats supported by a given RLOC. In
this way an ITR can be made aware of the capability to support LISP-
GPE, as well as other encapsulations, on a given RLOC of that ETR.

The 3rd 32-bit word of the "Multiple Data-Planes" LCAF type, as
defined in [RFC8060], is a bitmap whose bits are set to one (1) to
represent support for each Data-Plane encapsulation. The values are
tracked in an IANA registry as described in Section 6.2.

This document defines bit 24 in the third 32-bit word of the
"Multiple Data-Planes" LCAF as:

g-Bit: The RLOCs listed in the Address Family Identifier (AFI)
encoded addresses in the next longword can accept LISP-GPE
(Generic Protocol Extension) encapsulation using destination UDP
port 4341

IANA Considerations

LISP-GPE Next Protocol Registry
IANA is requested to set up a registry of LISP-GPE "Next Protocol".
These are 8-bit values. Next Protocol values in the table below are

defined in this document. New values are assigned under the
Specification Required policy [RFC8126]. The protocols that are

being assigned values do not themselves need to be IETF standards

| 0x00 | Reserved | Document |
| oxo01 | IPV4 | This Document |
| 0x02 | IPV6 | This Document |
| 0x03 | Ethernet | This Document |
| 0x04 | NsH | This Document |
| 0x05..0x7F | Unassigned | |
| 0x82..0xFF | Unassigned | |
L R S tomee ——

Multiple Data-Planes Encapsulation Bitmap Registry

IANA is requested to set up a registry of "Multiple Data-Planes

Encapsulation Bitmap" to identify the encapsulations supported by an
ETR in the Multiple Data-Planes LCAF Type defined in [RFC8060]. The
bitmap is the 3rd 32-bit word of the Multiple Data-Planes LCAF type.

Each bit of the bitmap represents a Data-Plane Encapsulation. New
values are assigned under the Specification Required policy
[RFC8126].
Bits 0-23 are unassigned. This document assigns bits 24-31. Bit 24
(bit 'g') is assigned to LISP-GPE.
+ + + + +
| Bit | Bit | Assigned to | Reference |
| Position | Name | | |
+ + + + +
0-23 Unassigned
24 g LISP Generic Protocol Extension This
(LISP-GPE) Document
25 U Generic UDP Encapsulation (GUE) This
Document
26 G Generic Network Virtualization This
Encapsulation (GENEVE) Document
27 N Network Virtualization - Generic This
Routing Encapsulation (NV-GRE) Document
28 v VXLAN Generic Protocol Extension This
(VXLAN-GPE) Document
29 v Virtual eXtensible Local Area This
Network (VXLAN) Document
30 1 Layer 2 LISP (LISP-L2) This
Document
31 L Locator/ID Separation Protocol This
(LISP) Document
+ + + + +

Editorial Note (The following paragraph to be removed by the RFC
Editor before publication)

The "Multiple Data-Planes Encapsulation Bitmap" was "hardcoded" in
RFC8060, assigning values to bits 25-31. This draft allocates the
"Multiple Data-Planes Encapsulation Bitmap" registry assigning a
value to bit 24 for the LISP-GPE encapsulation, assigning bits 25-31
values that are conformant with RFC8060. This will allow future
allocation of values 0-23.

Security Considerations

5.1

6.

6.1.

7.

When encapsulating IP packets to a non LISP-GPE capable router the
P-bit MUST be set to 0. That is, the encapsulation format defined in
this document MUST NOT be sent to a router that has not indicated
that it supports this specification because such a router would
ignore the P-bit (as described in [I-D.ietf-1lisp-rfc6830bis]) and so
would misinterpret the other LISP header fields possibly causing
significant errors.

. Detection of ETR Capabilities

The detection of ETR capabilities to support multiple data plane
encapsulations and shim headers is out of the scope of this document.
Given that the applicability domain of LISP-GPE is a traffic-managed
controlled environment, ITR/ETR (xXTR) configuration mechanisms may be
used for this purpose.

IANA Considerations
LISP-GPE Next Protocol Registry

IANA is requested to set up a registry of LISP-GPE "Next Protocol".
These are 8-bit values. Next Protocol values in the table below are
defined in this document. New values are assigned under the
Specification Required policy [RFC8126]. The protocols that are
being assigned values do not themselves need to be IETF standards

+ —+

| 0x00 | Reserved | This Document |
| 0x01 | 1PV4 | This Document |
| 0x02 | 1PV6 | This Document |
| 0x03 | Ethernet | This Document |
| 0x04 | NSH | This Document |
| 0x05..0x7F | Unassigned | |
| 0x82..0xFF | Unassigned | |
+ - —+ -+ —t

Security Considerations



LISP-GPE security considerations are similar to the LISP security
considerations and mitigation techniques documented in [RFC7835].

LISP-GPE,

as many encapsulations that use optional extensions, is

subject to on-path adversaries that by manipulating the g-Bit and the

packet itself can remove part of the payload.

Typical integrity

protection mechanisms (such as IPsec) SHOULD be used in combination
with LISP-GPE by those protocol extensions that want to protect from
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