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Abstract
The main focus of this document is a configuration approach for end-user devices in order to enable  service management and quality per end-user device. It is based on YANG data models which will be implemented between subscriber Host and Service Provider environment and the result of such implementation will be a Host’s IP configuration with multiple IP addresses and other optional host IP subsystem settings. Also subscriber will be able to manage own QoS needs dynamically by sending special QoS requests to SP equipment. 
Another aspect of the above idea is to enable a unique identification of a subscriber and subscriber’s services in Service Providers networks using existing IP technology stack in order to avoid any dramatic changes for existing environment.
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[bookmark: _Toc430187717]Introduction
Network services evolution brings new challenges and opportunities for both network and service providers. Subscribers’ QoS requirements became more sophisticated, services became more and more decoupled/independent from transport networks - Internet P2P (where Host device can act like service source and destination simultaneously) or OTT (where service provided over public networks), but these services still need to be handled and prioritized within transport environment to provide proper quality for the subscribers. Fixed QoS configuration can’t cover subscriber requirements and given the above challenges, is going to be a limitation for the Service Providers to deploy new and manage existing QoS sensitive services.  
The most common problems in existing home/enterprise networks are: 
-  unique identification of subscriber services in order to be able to manage it in a flexible way and not to depend on underlying transport technologies and connectivity constraints;
- traffic distinction for internal and external services to provide a guaranteed quality;
- identification of a service in order to apply specific service policies (e.g., security, compute resources).
The below solution is intended to address the above problems. It uses a YANG Data Model message exchange between Subscriber Devices and Service Provider management application. Also Multiple IP interfaces are used in current approach.

[bookmark: _Toc430187718][bookmark: OLE_LINK73]Terminology
Container – a software container (e.g., LXC, Docker)
Host – a subscriber device with multiple IP interfaces
OTT – Over the top internet media services
P2P – Peer to peer internet services
Internal Service – a service which is delivered solely on Service Provider’s network
External Service – a service delivered over Internet or using other Service Providers’ services
[bookmark: _GoBack]Service Agent – software responsible for Subscriber identification (authentication and authorization) within Service Provider network and IP interfaces configuration on Host or in a Container and also for associating  a particular application with a specific IP interface.
Service Group – one or more applications running on Host bound to the same IP interface.
Headend – software or network equipment that directly interacts with Subscriber device or a CPE/vCPE and is responsible to communicate with AAA server and transfer a configuration to Subscriber device directly or through CPE/vCPE. 
[bookmark: _Toc430187719]Authentication, Authorization and Initial Setup
It is assumed that a Host has already been registered on the network and is given with an IP address. This action can be performed by a user (e.g., registering on a public Wi-Fi network) as well as automatically by a Service Agent.
Service Agent can be authenticated and authorized using existing techniques that are currently implemented in a service provider’s environment.
It is also assumed that after initial registration on the network, Service Agent has information on services currently available for the Host.
Following user’s intent for a new or modification service request, Service Agent: 
- identifies service and maps it to a Service Group
- uses NETCONF protocol to request authentication and authorization from the service provider network through the Headend and obtains IP addresses and other network settings (routing, DNS, QoS marking) for interfaces related to specific type of service;
- creates/modify an interface on the Host.

Depending on the approach, the new IP interface can be configured for subscriber host or container located on subscriber host.

Depending on SP network architecture and services provided, the configuration requested by the Service Agent may be enforced through a customer premise equipment (CPE/vCPE).
Additional detailed configuration that should be enforced required on intermediate equipment (access, aggregation, broadband access servers) after subscriber is identified within Service Provider network is out of scope of the current document. 

              Configuration
             Request/Response
+---------------+        +------------------+       +------------+
|               |<------>|      Headend     |<----->| AAA Server |
|               |        +------------------+       +------------+
|               |                                         ^
| Service Agent |                                         | 
|               |                                         |
|               |        +---------------------+          |
|               |<------>| CPE (managed by SP) |<---------+
+---------------+        +---------------------+ 
               Configuration
              Request/Response
             

[bookmark: _Toc430187720]Multiple IP interfaces host-based solution
Host operation system can be configured with several IP interfaces (Tunnel, Loopback) not depending on underling encapsulation and physical interfaces type.
Internal services can be identified for each subscriber using a combination of Source and Destination IP addresses, because source and destination IP addresses of the internal services are known to the provider. However this approach doesn’t work for external services.
For simultaneous internal and external services identification, the carrier can have a predefined IP pool and each service type can be identified easily based on a new unique IP address allocated to subscriber device.
To achieve a binding of an application to an IP address, applications running on Host should be divided into groups. A service request/response for a specific application group will be originated from the specific IP address. This binding should be done with Service Agent running on Host.
[bookmark: OLE_LINK44][bookmark: OLE_LINK57]+-----------------------------------------------------+
|  App-1 | App-2  |  App-3 | App-4  |  App-5 | App-6  |-+
+-----------------------------------------------------+ |  Service
|   App Group-1   |   App Group-2   |   App Group-3   | |-- Agent
+-----------------------------------------------------+ |  Mapping
|  IP Interface-1 | IP Interface-2  | IP Interface-3  |-+
+-----------------------------------------------------+
|                    Data Link Layer                  |
+-----------------------------------------------------+
|                    Physical Layer                   |
+-----------------------------------------------------+

After Host’s service authorization is accepted, each service IP request/response will be originated from a specific IP interface. Service will be delivered/originated to/from a specific IP interface which service request/response comes/initiated from.

Since IP address space allocation is planned and predefined within the service provider network, it will be possible to identify precisely each service group and subscriber per IP address/pool  and perform service chaining and QoS management using a specific IP address to distinguish traffic.

Subscriber can perform service group modification requests automatically or manually based on a policy or a resource demand. Automatic service group modification request can be done based on monitoring of active and background applications at the current moment of time. On demand service group modification requests can strictly define current subscriber QoS requirements for particular applications.

Service Provider also can perform application group modification requests to subscriber devices for host application group optimization purposes in terms of current network situation. 

+---------------+        +------------------+    +---------------+
| Service Agent |<------>|      Headend     |<-->| AAA or Policy |
+---------------+        +------------------+    |    Server     |
+---------------+        +------------------+                                                 +---------------+
                                  |
                                                       ||
                                  +--------------------+|                       
Service group                     |
modification Request              |
                                  |
                                  V
                         +------------------+                   
                         | Management       |
                         | and Orchestration|
                         +------------------+
                                  |
               Modification       |                       
               chaining/QoS       |
               configuration      |
                                  V
                         +------------------+
                            | SP Environment   |
                         +------------------+
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If Host supports containerization, then the above approach may well be built on containers. Service Agent thus will be defining resources needed for a container. Each running application process will be placed into a separate container with its own isolated namespace  network interface. This approach also guarantees dedicated CPU and memory resources for an application to be sure delivered services will be functioning properly.
All configurations for host operating system and containers including network configuration will be done by Service Agent. Service Agent functionality will be similar to section 4 but with binding applications to containers. 
+-----------------------------------------------------+
|  App-1 | App-2  | App-3  |  App-4 |  App-5 | App-6  |-+
+-----------------------------------------------------+ |  Service
|   Container-1   |   Container-2   |   Container-3   | |-- Agent
+-----------------------------------------------------+ |  Mapping
| IP Interface-1  | IP Interface-2  | IP Interface-3  |-+
+-----------------------------------------------------+
|                    Data Link Layer                  |
+-----------------------------------------------------+
|                    Physical Layer                   |
+-----------------------------------------------------+
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The below information models define messages between Service Agent Application and Service Provider’s Headend or a CPE managed by Service Provider.
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   +--rw subscriber-service-message
      +--rw host-id								string
      +--rw user-name                    ?string
      +--rw user-password                ?encrypted
      +--rw location                     string
      +--rw application-group             
             +--rw id                    integer
             +--rw direction             enumeration (upld/dnld)
             +--rw bandwidth             integer
             +--rw priority              enumeration (H/M/L)
             +--rw security              ?string
             +--rw application-list      ?string



module: ietf-portal-backend-message

   +--rw sp-service-message
          +--rw host-id                      string
          +--rw application-group            ?   
                 +--rw id                    integer
                 +--rw access-interface-cfg  reference
                 +--rw routing-cfg           ?reference
                 +--rw qos-cfg               reference
                 +--rw application-list      ?string
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TBD
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TBD
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