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Abstract

In sonme conferencing scenarios, it is desirable for an internediary
to be able to mani pul ate sonme RTP paraneters, while still providing
strong end-to-end security guarantees. This docunent defines a
procedure to performend to end nedia authenticated encryption.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 23, 2017.
Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

RTP- based real-tinme nulti-party interactive nedia conferencing is in
wi despread use today. Many of the depl oynents use one or nore
centrally located nedia distribution devices that performsel ective
forwardi ng of m xed-nedia streans received fromthe participating
endpoi nt s.

These conferences require security to ensure that the RTP nedia and
rel ated netadata of the conference is kept private and only avail abl e
to the set of invited participants and other devices trusted by those
participants with their nedia. At the sane tine, nmulti-party nedia
conf erences need source authentication and integrity checks to
protect against nodifications, insertions, and replay attacks.

To date, deploynent nodels for these multi-party nmedia distribution
devi ces do not enable the devices to performtheir functions wthout
havi ng keys to decrypt the participants’ nmedia. This trust nodel has
limtations and prevents or hanpers depl oynent of secure RTP
conferencing in a nultitude of cases, including outsourcing, |egal
requi renents on confidentiality, and utilization of virtualized
servers.

This specification defines an End to End Medi a Encryption procedure,
so the nmedia distribution devices can performtheir nedia disribution
function but wi thout having access to the participant nedia, while
focusing on introducing the m ni nun ammount of changes on both the
endpoi nts and the nedia distributor.
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

3. Overvi ew

In order to prevent the Media Distributor (MD) to access the contents
of the nmedia passing through the system the RTP nedia payload w !l
be encrypted using SRTP, that will provide encryption, nessage

aut hentication and integrity, and replay protection. The RECOMMENDED
ci pher to be used is AES- GCM

Al'l the participants on the conference will share a nedia encryption/
decryption key. How to distribute the shared key to all the
participants of the conference is out of scope of this draft.

The encrypted nedi a payload wll be self-contained, so it can be
decrypted by the nedia receiver side, regardl ess any RTP
transformati on done by the internediary hosts.

4. Procedures at the Medi a Sender

The Media Sender will encode the nedia streans and packetize the
encoded streaminto RTP packets according to the codec specific
specifications. Once done, the RTP payload will be replaced with an
encrypted version of the nedia payl oad, prepending the required
information for decrypting it.

0 1 2 3

01234567890123456789012345678901
I ik aie: ST S S I I i o ST I I I I il sl e S
| RTP Header |
i i i T i Sl S R e R e R
| Payl oad Encryption Header |
I i S e I I S S e a S S S S e =
| Payl oad Encryption Header (cont) |
I I s ST I I i o ST DI S S S S Y Y +
| Payl oad Encrypted nedi a data |
.. .
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RTP packet with E2E encrypted Medi a pPyl oad
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As the payload will be encrypted, the sender MJST add a Frane Marking
header extension with the appropriate values so any internediate MD
can performthe routing/ SFU |l ogic on the RTP stream

Note that the SRTP encryption nay also add trailing data (MKI and
aut hentication tag) to the encrypted nedia, so the size overhead of
this end to end nedia protection wll vary.

Once the RTP packet payload is replaced, the nedia sender will be
able to continue the RTP processing normally, |ike RTX, RED FEC
generation and SRTP/ DTLS encrypti on.

5. Procedures at the Media Distributor

As the nedi a payl oad of the RTP packets is encrypted, the MD MJST use
the Frame Marking extension information to check for | franes, start/
end of frame marks or SVC | ayer indexes instead of |ooking into the
nmedi a dat a.

No other actions are required in the MD and it will be able to freely
nodi fy any RTP header information, |ike sequence nunber rewiting,
add or renove RTP header extensions wthout affecting the encrypted
medi a dat a.

6. Procedures at the Medi a Reiver

The process at the receiver is the reverse one used at the sender.
Once an RTP packet has been received, the nmedia receiver will create
a new auxiliary RTP packet fromthe RTP packet payl oad, prepped the
first byte of the RTP header with the default values v=2, x=0 and p=0
(0x80), and performthe SRTP decryption. |If the decryption is
successful, it will replace the payload of the original RTP packet
with the decrypted payload of the auxiliary RTP packet.

7. Payl oad Encryption Header

The PEH payload will continue all the required informati on to decode
t he packet, and it will be very simlar to an RTP header:
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9.

9.

0 1 2 3
01234567890123456789012345678901
T T S i T T o S S S e S S O s i o S

| M PT | seguence nunber | timestanp |
i S T i S i i o S S S S S cih e S S
| timestanp | SSRC . .. |

e i i s i o s o SR S S e
| ... synchroni zation source identifier |
+=4=4=+=+=+=t=+=+=+=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+

Payl oad Encrypti on Header

The val ues of the M PT, sequence nunber and tinmestanp are the val ues
fromthe original RTP header packet.

RTX/ REDY FEC procedur es

The procedures for NACK/ RTX and RED/ FEC are not affected by the end
to end nedia encryption procedure as they wll be applied after the
medi a has been encrypted on the sender side, and before the end to
end nmedia encryption on the receiver side.
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Appendi x A. Change Log

Note to RFC Editor: if this docunment does not obsol ete an existing
RFC, please renove this appendi x before publication as an RFC

Appendi x B. Open |ssues

Note to RFC Editor: please renove this appendi x before publication as
an RFC.
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