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Abstract

The Quantum Internet has the potential to improve application
functionality by incorporating quantum information technology into

the infrastructure of the overall Internet. In this document, we

provide an overview of some applications expected to be used on the
Quantum Internet, and then categorize them using various

classification schemes. Some general requirements for the Quantum
Internet are also discussed. The intent of this document is to

provide a common understanding and framework of applications and use
cases for the Quantum Internet.

Status of This Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
working documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six months



and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference

material or to cite them other than as "work in progress."

This Internet-Draft will expire on May 2, 2021.

Copyright Notice

Copyright (c) 2020 IETF Trust and the persons identified as the
document authors. All rights reserved.

Wang, et al. Expires May 2, 2021 [Page 1]



Internet-Draft Quantum Internet Use Cases October 2020

This document is subject to BCP 78 and the IETF Trust's Legal

Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of

publication of this document. Please review these documents

carefully, as they describe your rights and restrictions with respect

to this document. Code Components extracted from this document must
include Simplified BSD License text as described in Section 4.e of

the Trust Legal Provisions and are provided without warranty as

described in the Simplified BSD License.

Table of Contents

1. Introduction ....... ... ... ... .. .. ... 2
2. Conventions used in this document.............. 3
3. Terms and Acronyms List . . ................. 3
4. Quantum Internet Applications . . ........... ... 5
4.1. Overview ........... ... . ... ..... 5
4.2. Classification by Application Usage . .. ........ 5
4.2.1. Quantum Cryptography Applications . ... ...... 6
4.2.2. Quantum Sensor Applications . .. .......... 6
4.2.3. Quantum Computing Applications ........... 6
4.3. Control vs Data Plane Classification .......... 7
5. Selected Quantum Internet Use Cases . .. .......... 8
5.1. Secure Communication Setup ............... 9
5.2. Secure Quantum Computing with Privacy Preservation ... 11
5.3. Distributed Quantum Computing . ............. 13
6. General Requirements .................... 15
6.1. Background ............. ... . ..... 15
6.2. Requirements ............... ... ... 17
7. Conclusion . ........ . ... ... ... ... 18
8. IANA Considerations . . . .................. 18
9. Security Considerations . . . ................ 19
10. Acknowledgments . . ..................... 19
11. Informative References . ............ .. .... 20

Authors' Addresses . . ... ... 23



1. Introduction

The Classical Internet has been constantly growing since it first
became commercially popular in the early 1990's. It essentially
consists of a large number of end-nodes (e.g., laptops, smart phones,
network servers) connected by routers. The end-nodes may run
applications that provide service for the end-users such as

processing and transmission of voice, video or data. The connections
between the various nodes in the Internet include Digital Subscriber
Lines (DSLs), fiber optics, coax cable and wireless that include
Bluetooth, WiFi, cellular (e.g., 3G, 4G, 5G), and satellite, etc.

Bits are transmitted across the Classical Internet in packets.

Wang, et al. Expires May 2, 2021 [Page 2]



Internet-Draft Quantum Internet Use Cases October 2020

Research and experimentation have picked up over the last few years

for developing a Quantum Internet [Wehner]. It is anticipated that

the Quantum Internet will provide intrinsic benefits such as better
end-to-end and network security. The Quantum Internet will also have
end-nodes, termed quantum end-nodes. Quantum end-nodes may be
connected by quantum repeaters/routers. These quantum end-nodes will
also run value-added applications which will be discussed later.

The connections between the various nodes in the Quantum Internet are
expected to be primarily fiber optics and free-space optics.

Photonic connections are particularly useful because light (photons)

is very suitable for physically encoding qubits. Unlike the

Classical Internet, qubits (and not classical bits or packets) are

expected to be transmitted across the Quantum Internet due to the
underlying physics. The Quantum Internet will operate according to
unique physical principles such as quantum superposition,
entanglement and teleportation [I-D.irtf-girg-principles].

The Quantum Internet is not anticipated to replace the Classical
Internet. For instance, Local Operations and Classical Communication
(LOCC) tasks [Chitambar] rely on classical communications. Instead

the Quantum Internet will run in conjunction with the Classical

Internet to form a new Hybrid Internet. The process of integrating

the Quantum Internet with the classical Internet is similar to, but

with more profound implications, as the process of introducing any

new communication and networking paradigm into the existing Internet.
The intent of this document is to provide a common understanding and
framework of applications and use cases for the Quantum Internet.

2. Conventions used in this document

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",

"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in
this

document are to be interpreted as described in [RFC2119].


alvarogomezinesta
Resaltado
In the context of quantum crypto, encoding qubits means a different thing. I would say "physically realizing qubits" instead, to avoid misunderstandings.

alvarogomezinesta
Resaltado
I don't understand this part of the sentence. I would remove it.


3. Terms and Acronyms List

This document assumes that the reader is familiar with the quantum
information technology related terms and concepts that are described
in [I-D.irtf-girg-principles]. In addition, the following terms and
acronyms are defined here for clarity:

o Bit - Binary Digit (i.e., fundamental unit of information in a
classical computer).

o Classical Internet - The existing, deployed Internet (circa 2020)

where bits are transmitted in packets between nodes to convey
information. The Classical Internet supports applications which
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may be enhanced by the Quantum Internet. For example, the end-to-
end security of a Classical Internet application may be improved
by secure communication setup using a quantum application.

o Hybrid Internet - The "new" or evolved Internet to be formed due
to a merger of the Classical Internet and the Quantum Internet.

o Local Operations and Classical Communication (LOCC) - A method
where: 1) local quantum operations (e.g., quantum measurement) are
performed at one quantum node A; 2) the quantum operation result
is sent to another quantum node B via classical communications; 3)
the quantum node B may also perform some local quantum operations
dependent on the received operation result from the quantum node
A. For example, LOCC can be used to transform entangled states
into other entangled states.

o Noisy Intermediate-Scale Quantum (NISQ) - NISQ was defined in
[Preskill] to represent a near-term era in quantum technology.
According to this definition, NISQ computers have two salient
features: (1) The size of NISQ computers range from 50 to a few
hundred qubits (i.e., intermediate-scale); and (2) Qubits in NISQ
computers have inherent errors and the control over them is
imperfect (i.e., noisy).

o Packet - Formatted unit of multiple related bits. The bits
contained in a packet may be classical bits, or the measured state
of qubits.

o Quantum End-node - An end-node hosts user applications and
interfaces with the rest of the Internet. Typically, an end-node
may serve in a client, server, or peer-to-peer role as part of the
application. If the end-node is part of a Quantum Network (i.e,
is a quantum end-node), it must be able to generate/transmit and/
or receive/process qubits. A quantum end-node must also be able
to interface to the Classical Internet for control purposes and
thus also be able to receive, process, and transmit classical


alvarogomezinesta
Resaltado
Step 2 says that "the result is sent to another quantum node", but this is not necessarily true: quantum nodes can exchange any classical information, not only measurement results.
(for an example, see https://en.wikipedia.org/wiki/LOCC#State_preparation)

Also, the way LOCC is explained does not seem too accurate to me. I would explain it more like "A method where nodes communicate in rounds, in which (i) they can send any classical information to each other, (ii) they can perform local quantum operations individually, and (iii) the actions performed in each round can depend on the results from previous rounds."


bits/packets.

o Quantum Computer (QC) - A quantum end-node that also has quantum
memory and quantum computing capabilities is regarded as a full-
fledged quantum computer.

o Quantum Network - A new type of network enabled by quantum
information technology where qubits are transmitted between nodes
to convey information. (Note: qubits must be sent individually
and not in packets). The Quantum Network will use both quantum
channels, and classical channels provided by the Classical
Internet.
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o Quantum Internet - A network of Quantum Networks. The Quantum
Internet will be merged into the Classical Internet to form a new
Hybrid Internet. The Quantum Internet may either improve
classical applications or may enable new quantum applications.

o Qubit - Quantum Bit (i.e., fundamental unit of information in a
quantum computer). It is similar to a classic bit in that the
state of a qubit is either "0" or "1" after it is measured and is
denoted as its basis state |0> or [1>. However, the qubit is
different than a classic bit in that the qubit is in a linear
combination of both states before it is measured and termed to be
in superposition. The Degrees of Freedom (DOF) of a photon (e.g.,
polarization) or an electron (e.g., spin) can be used to encode a
qubit.

4. Quantum Internet Applications
4.1. Overview

The Quantum Internet is expected to be extremely beneficial for a
subset of existing and new applications. The expected applications
using Quantum Internet are still being developed as we are in the
formative stages of the Quantum Internet [Castelvecchi] [Wehner].
However, an initial (and non-exhaustive) list of the applications to

be supported on the Quantum Internet can be identified and classified
using two different schemes. Note, we do not include quantum
computing applications that are purely local to a given node (e.g.,
quantum random number generator).

4.2. Classification by Application Usage
Applications may also be grouped by the usage that they serve into a
tripartite classification. Specifically, applications may be

classified according to the following usages:

o Quantum cryptography applications - Refers to the use of quantum


alvarogomezinesta
Resaltado
"can be" instead of "is", since a qubit is not necessarily in a superposition of states.


information technology to ensure secure communications (e.g.,
QKD).

o Quantum sensors applications - Refers to the use of quantum
information technology for supporting distributed sensors or
Internet of Things (loT) devices (e.g., clock synchronization).

o Quantum computing applications - Refers to the use of quantum

information technology for supporting remote quantum computing
facilities (e.g., distributed quantum computing).
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This is a useful classification scheme as it can be easily understood
by both a technical and non-technical audience. Following are some
more details.

4.2.1. Quantum Cryptography Applications

Examples of quantum cryptography applications include quantum-based
secure communication setup and fast Byzantine negotiation.

1. Secure communication setup - Refers to secure cryptographic key
distribution between two or more end-nodes. The most well-known
method is referred to as Quantum Key Distribution (QKD) [Renner].

2. Fast Byzantine negotiation - Refers to a Quantum Network based
method for fast agreement in Byzantine negotiations [Fitzi].
This can be used for the popular financial blockchain feature as
well as other distributed computing features which use Byzantine
negotiations.

4.2.2. Quantum Sensor Applications

Example of quantum sensor applications include network clock
synchronization, radio frequency measurement, etc. These
applications mainly leveage a network of entangled quantun sensors
(i.e. quantum sensor networks) for high-precision multi-parameter
estimation [Proctor] [Zhuang].

1. Network clock synchronization - Refers to a world wide set of
atomic clocks connected by the Quantum Internet to achieve an
ultra precise clock signal [Komar].

2. Radio frequency sensing - Refers to leverage connected quantum
sensors to measure a broad range of radio frequencies with
arbitrary frequency resolution. [Zhuang][Fan]

4.2.3. Quantum Computing Applications


alvarogomezinesta
Resaltado
I don't know much about blockchain, but I think if you mention this, you should give a good reference that explains how quantum Byzantine agreement is related to blockchain (I am afraid I don't know any)

alvarogomezinesta
Resaltado
leverage?

alvarogomezinesta
Resaltado
Maybe I misunderstood the abstract of these two papers, but I think this is not what they discuss in them. In Zhuang they present a quantum-assisted supervised learning tool, while in Fan they designed a physical transducer to convert microwaves to optical photons.
Maybe I am missing something here, but I don't see the relation between this statement and the references.


Examples of quantum computing include distributed quantum computing
and secure quantum computing with privacy preservation.

1. Distributed quantum computing - Refers to a collection of remote
small capacity quantum computers (i.e., each supporting a few
qubits) that are connected and working together in a coordinated
fashion so as to simulate a virtual large capacity quantum
computer [Wehner].

2. Secure quantum computing with privacy preservation - Refers to
private, or blind, quantum computation, which provides a way for
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a client to delegate a computation task to one or more remote
quantum computers without disclosing the source data to be
computed over [Fitzsimons].

4.3. Control vs Data Plane Classification

The majority of routers currently used in the Classical Internet
separate control plane functionality and data plane functionality
for, amongst other reasons, stability, capacity and security. In

order to classify applications for the Quantum Internet, a somewhat
similar distinction can be made. Specifically some applications can
be classified as being responsible for initiating sessions and
performing other control plane functionality. Other applications
carry application or user data and can be classified as data plane
functionality.

Some examples of what may be called control plane applications in the
Classical Internet are Domain Name Server (DNS), Session Information
Protocol (SIP), and Internet Control Message Protocol (ICMP).
Furthermore, examples of data plane applications are E-mail, web
browsing, and video streaming. Note that some applications may
require both control plane and data plane functionality. For

example, a Voice over IP (VoIP) application may use SIP to set up the
call and then transmit the VoIP user packets over the data plane to

the other party.

Similarly, nodes in the Quantum Internet applications may also use
the classification paradigm of control plane functionality versus
data plane functionality where:

o Control Plane - Network functions and processes that operate on
(1) control bits/packets or qubits (e.g., to setup up end-user
encryption); or (2) management bits/packets or qubits (e.g., to
configure nodes). For example, a quantum ping could be
implemented as a control plane application to test and verify if
there is a quantum connection between two quantum nodes. Another



example is quantum superdense encoding (which is used to transmit
two classical bits by sending only one qubit). This approach does
not need classical channels. Quantum superdense coding can be
leveraged to implement a secret sharing application to share

secrets between two parties. This secret sharing application

based on quantum superdense encoding can be classified as control
plane functionality.

o Data Plane - Network functions and processes that operate on end-
user application bits/packets or qubits (e.g., voice, video,
data). Sometimes also referred to as the user plane. For
example, a data plane application can be video conferencing, which
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alvarogomezinesta
Resaltado
Should be "superdense coding"

alvarogomezinesta
Resaltado
It is not very clear to me if you mean classical secret sharing (the secret is a bit string) or quantum secret sharing (the secret is a quantum state).

If you mean classical secret sharing, I am not sure if it is worth mentioning this: if you can do it with classical communications, why bother using qubits?

If you mean quantum secret sharing, this is not usually related to superdense coding, so I would not mix those two concepts. More info about quantum secret sharing in these papers:
10.1103/PhysRevA.59.1829
10.1103/PhysRevLett.83.648
10.1145/509907.510000

If I was unclear here, we can discuss more about it :)
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uses QKD-based secure communication setup (which is a control
plane function) to share a secret key for encrypting and
decrypting video frames.

As shown in the table in Figure 1, control and data plane

applications vary for different types of networks. For a standalone
Quantum Network (i.e., that is not integrated into the Internet),

entangled qubits are its "data" and thus entanglement distribution

can be regarded as its data plane application, while the signalling

for controlling entanglement distribution be considered as control

plane. But looking at Quantum Internet, QKD-based secure
communication setup, which may be based on and leverage entanglement
distribution, is in fact a control plane application, while video

conference using QKD-based secure communication setup is a data plane
application.

+ + + + +
| I | Standalone | |
| | Classical | Quantum | Quantum I
| | Internet | Network | Internet |
| | Examples | Examples |  Examples |
+ + + + +
| Control | ICMP, | Signalling for | QKD-based secure |
| Plane | DNS | controlling | communication I
| I | entanglement | setup; Quantum ping |
| I | distribution | I
I
| Data | Web | Entanglement | Video conference |

| Plane | Browsing | distribution | using QKD-based |
| I | | secure communication |

| I | | setup I

+ +

Figure 1: Examples of Control vs Data Plane Classification



5. Selected Quantum Internet Use Cases

The Quantum Internet will support a variety of applications and
deployment configurations. This section details a few key use cases
which illustrates the benefits of the Quantum Internet. In system
engineering, a use case is typically made up of a set of possible
sequences of interactions between nodes and users in a particular
environment and related to a particular goal. This will be the
definition that we use in this section.
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5.1. Secure Communication Setup

In this scenario, two banks (i.e., Bank #1 and Bank #2) need to have
secure communications for transmitting important financial
transaction records (see Figure 2). For this purpose, they first

need to securely exchange a classic secret cryptographic key (i.e., a
sequence of classical bits), which is triggered by an end-user banker
at Bank #1. This results in a source quantum node A at Bank #1 to
securely send a classic secret key to a destination quantum node B at
Bank #2. This is referred to as a secure communication setup. Note
that the quantum node A and B may be either a bare-bone quantum end-
node or a full-fledged quantum computer. This use case shows that
the Quantum Internet can be leveraged to improve the security of
Classical Internet applications of which the financial application
shown in Figure 2 is an example.

One requirement for this secure communication setup process is that

it should not be vulnerable to any classical or quantum computing
attack. This can be realized using QKD [ETSI-QKD-Interfaces]. QKD

can securely establish a secret key between two quantum nodes,

without physically transmitting it through the network and thus

achieving the required security. QKD is the most mature feature of

the quantum information technology, and has been commercially
deployed in small-scale and short-distance deployments. More QKD use
cases are described in ETSI documents [ETSI-QKD-UseCases].

In general, QKD (e.g., [BB84]) without using entanglement works as
follows:

1. The source quantum node A (e.g. Alice) transforms the secret key
to qubits. Basically, for each classical bit in the secret key,
the source quantum node A randomly selects one quantum
computational basis and uses it to prepare/generate a qubit for
the classical bit.

2. The source quantum node A sends qubits to the destination quantum


alvarogomezinesta
Resaltado
This should be replaced by something like "one out of two bases".
The computational basis is the name of a specific basis. It is common to use the computational and the Hadamard bases for QKD.


node B (e.g. Bob) via quantum channel.

3. The destination quantum node receives qubits and measures them
based on its random quantum basis.

4. The destination node informs the source node of its random
quantum basis.

5. The source node informs the destination node which random quantum
basis is correct.

Wang, et al. Expires May 2, 2021 [Page 9]


alvarogomezinesta
Resaltado
This sentence is not accurate. I would say something like "measures each of them in one of the two bases at random".

alvarogomezinesta
Resaltado
Not very accurate. I would say "choice of basis for each qubit".
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6. Both nodes discard any measurement bit under different quantum
basis and store all remaining bits as the secret key.

It is worth noting that:

1. There are some entanglement-based QKD protocols such as
[Treiber], which work differently than above steps. The
entanglement-based schemes, where entangled states are prepared
externally to Alice and Bob, are not normally considered
"prepare-and-measure” as defined in [Wehner]; other entanglement-
based schemes, where entanglement is generated within Alice can
still be considered "prepare-and-measure"; send-and-return
schemes can still be "prepare-and-measure”, if the information
content, from which keys will be derived, is prepared within
Alice before being sent to Bob for measurement.

2. There are many enhanced QKD protocols based on [BB84]. For
example, a series of loopholes have been identified due to the
imperfections of measurement devices; there are several solutions
to take into account these attacks such as measurement-device-
independent QKD [ZhangPeiyu]. These enhanced QKD protocol can
work differently than the steps of BB84 protocol [BB84].

3. For large-scale QKD, QKD Networks (QKDN) are required, which can
be regarded as a subset of a Quantum Internet. A QKDN may
consist of a QKD application layer, a QKD network layer, and a
QKD link layer [QinHao]. One or multiple trusted QKD relays
[ZhangQiang] may exist between the source quantum node A and the
destination quantum node B, which are connected by a QKDN.
Alternatively, a QKDN may rely on entanglement distribution and
entanglement-based QKD protocols; as a result, quantum-repeaters/

routers instead of trusted QKD relays are needed for large-scale
QKD.

4. In general, there are three types of QKD solutions: 1) Basic QKD:
In this case, QKD only works for two directly connected quantum


alvarogomezinesta
Resaltado
Actually, the bits that are correct are not directly used as secret key. They usually employ part of them to check if there were any errors (these could happen if someone tampered with the qubits). 
Also, as a final step, they usually perform information reconciliation and privacy amplification. Maybe it is worth mentioning that.


nodes within a short distance or a network segment. The end-to-
end security relies on some trusted nodes, which however could be
attacked; 2) E2E QKD: In this case, QKD works for two faraway
quantum nodes to provide the end-to-end security without relying
on trusted nodes; and 3) Advanced E2E QKD: In this case, QKD
leverages entanglement distribution to achieve the end-to-end
security.

As a result, the Quantum Internet in Figure 2 contains quantum
channels. And in order to support secure communication setup
especially in large-scale deployment, it also requires entanglement
generation and entanglement distribution
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[I-D.van-meter-girg-quantum-connection-setup], quantum repeaters/

routers, and/or trusted QKD relays.

| End User |
l(e.g., Banking |
| Application) |

| User Interface

| (e.g., GUI)

V
+ + [ \ o+ +
| |--->( Quantum )--->| |
|  Source | (Internet) | Destination |
| Quantum | \--m- /| Quantum |
|  NodeA | | NodeB |
| (e.g., Bank #1) | /-—-——-- \ |(e.g., Bank #2) |
| | (Classical) | I
| |<-->( Internet )<-->| |
+ + A\ / + +

Figure 2: Secure Communication Setup
5.2. Secure Quantum Computing with Privacy Preservation

Secure computation with privacy preservation refers to the following
scenario:

1. A client node with source data delegates the computation of the
source data to a remote computation node.

2. Furthermore, the client node does not want to disclose any source



data to the remote computation node and thus preserve the source
data privacy.

3. Note that there is no assumption or guarantee that the remote
computation node is a trusted entity from the source data privacy
perspective.

As an example illustrated in Figure 3, the client node could be a

virtual voice-controlled home assistant device like Amazon's Alexa
product. The remote computation node could be a quantum computer in
the cloud. A resident as an end-user uses voice to control the home
device. The home device captures voice-based commands from the end-
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user. Then, the home device interfaces to a home quantum terminal

node (e.g., a home gateway), which interacts with the remote
computation node to perform computation over the captured voice-based
commands. The home quantum terminal could be either a bare-bone
quantum end-node or a full-fledged quantum computer.

In this particular case, there is no privacy concern since the source

data (i.e., captured voice-based commands) will not be sent to the
remote computation node which could be compromised. Protocols
[Fitzsimons] for delegated quantum computing or blind quantum
computation can be leveraged to realize secure delegated computation
and guarantee privacy preservation simultaneously. Using delegated
quantum computing protocols, the client node does not need send the
source data but qubits with some measurement instructions to the
remote computation node (e.g., a quantum computer).

After receiving qubits and measurement instructions, the remote
computation node performs the following actions:

1. It first performs certain quantum operations on received qubits
and measure them according to received measurement instructions
to generate computation results (in classic bits).

2. Then it sends the computation results back to the client node via
classical channel.

3. In this process, the source data is not disclosed to the remote
computation node and the privacy is preserved.

In Figure 3, the Quantum Internet contains quantum channels and
quantum repeaters/routers for long-distance qubits transmission
[I-D.irtf-girg-principles].


alvarogomezinesta
Resaltado
Why classical? I think the result could also be a quantum state that the user wants to have back.

alvarogomezinesta
Resaltado
Before concluding Section 5.2, I would at least mention some protocols for private quantum computing or any other work done in the same direction, in the same way that you explained BB84 can be used for secure communications in Section 5.1.
Otherwise, the goal of the application is clear but I miss a brief explanation on how to achieve it (or at least some references).
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| End-User |
l(e.g., Resident)|

| User Interface
| (e.g., voice commands)

N +

N

| Classic

| Channel

\%
T + [ \ e +
| |--->( Quantum )--->| |
| Quantum | (Internet) | Remote |
| Terminal | \----m-- /| Computation |
| Node I | Node |
| (e.g.,, Home | /-—--—-—-- \ | (e.g.,QC |
| Gateway) | (Classical) | inCloud) |
| |<-->( Internet )<-->| I
T + N\ /e +

Figure 3: Secure Quantum Computing with Privacy Preservation
5.3. Distributed Quantum Computing

In this scenario, Noisy Intermediate-Scale Quantum (NISQ) computers
distributed in different locations are available for sharing.

According to the definition in [Preskill], a NISQ computer can only
realize a small number of qubits and has limited quantum error
correction. In order to gain higher computation power before fully-
fledged quantum computers become available, NISQ computers can be



connected via classic and quantum channels. This scenario is

referred to as distributed quantum computing [Caleffi]

[CacciapuotiO1] [Cacciapuoti02]. This use case reflects the vastly
increased computing power which quantum computers as a part of the
Quantum Internet can bring, in contrast to classical computers in the
Classical Internet.

As an example, scientists can leverage these connected NISQ computer
to solve highly complex scientific computation problems such as
analysis of chemical interactions for medical drug development (see
Figure 4). In this case, qubits will be transmitted among connected
quantum computers via quantum channels, while classic control
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messages will be transmitted among them via classical channels for
coordination and control purpose. Qubits from one NISQ computer to
another NISQ computer are very sensitive and cannot be lost. For

this purpose, quantum teleportation can be leveraged to teleport
sensitive data qubits from one quantum computer A to another quantum
computer B. Note that Figure 4 does not cover measurement-based
distributed quantum computing, where quantum teleportation may not be
required.

Specifically, the following steps happen between A and B. In fact,

LOCC [Chitambar] operations are conducted at the quantum computer A
and B in order to achieve quantum teleportation as illustrated in

Figure 4.

1. The quantum computer A locally generates some sensitive data
qubits to be teleported to the quantum computer B.

2. A shared entanglement is established between the quantum computer
A and the quantum computer B (i.e., there are two entangled
qubits: Iq1> at A and Ig2> at B).

3. Then, the quantum computer A performs a Bell measurement of the
entangled qubit Ig1> and the sensitive data qubit.

4. The result from this Bell measurement will be encoded in two
classical bits, which will be physically transmitted via a
classical channel to the quantum computer B.

5. Based on the received two classical bits, the quantum computer B
modifies the state of the entangled qubit Ig2> in the way to
generate a new qubit identical to the sensitive data qubit at the
quantum computer A.

In Figure 4, the Quantum Internet contains quantum channels and
quantum repeaters/routers [I-D.irtf-girg-principles]. This use case
needs to support entanglement generation in order to enable quantum


alvarogomezinesta
Resaltado
Maybe replace by "should not"? Otherwise it seems that it is physically impossible to lose them.

alvarogomezinesta
Resaltado
Entanglement is generated at one of the nodes: this node generates two entangled particles and sends one of them to the other.
I would mention that this step requires quantum communication between both nodes.


teleportation, entanglement distribution or quantum connection setup
[I-D.van-meter-qgirg-quantum-connection-setup] in order to support
long-distance quantum teleportation.
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Figure 4: Distributed Quantum Computing
6. General Requirements
6.1. Background

Quantum technologies are steadily evolving and improving. Therefore,
it is hard to predict the timeline and future milestones of quantum
technologies as pointed out in [Grumbling] for quantum computing.
Currently, a NISQ computer can achieve fifty to hundreds of qubits
with some given error rate. In fact, the error rates of two-qubit
quantum gates have decreased nearly in half every 1.5 years (for
trapped ion gates) to 2 years (for superconducting gates). The error
rate also increases as the number of qubits increases. For example,



a current 20-qubit machine has a total error rate which is close to
the total error rate of a 7 year old two-qubit machine [Grumbling].

On the network level, six stages of Quantum Internet development are
described in [Wehner] as follows:

1. Trusted repeater networks (Stage-1)
2. Prepare and measure networks (Stage-2)

3. Entanglement distribution networks (Stage-3)
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4. Quantum memory networks (Stage-4)
5. Fault-tolerant few qubit networks (Stage-5)
6. Quantum computing networks (Stage-6)

The first stage are simple trusted repeater networks, while the final

stage are quantum computing (sub)networks where the full-blown
Quantum Internet will be achieved. Each intermediate stage brings

with it new functionality, new applications, and new characteristics.

Figure 5 illustrates Quantum Internet use cases as described in this
document mapped to the Quantum Internet stages described in [Wehner].
For example, secure communication setup can be supported in Stage-1,
Stage-2, or Stage-3, but with different QKD solutions. More

specifically:

In Stage-1, basic QKD is possible and can be leveraged to support
secure communication setup but trusted nodes are required to provide
end-to-end security.

In Stage-2, E2E QKD without relying on trusted nodes is possible to
support secure communication setup too and the primary requirement is
long-distance qubit transmission.

In Stage-3, Advanced E2E QKD can be enabled based on quantum repeater
and entanglement distribution to support the same secure
communication setup application.

In Stage-4, Secure quantum computing with privacy-preservation can be
enabled since it needs quantum memory for multiple rounds of quantum
computation.

Finally, in Stage-6, distributed quantum computing relaying more
qubits can be supported.
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+ + - + +

| Quantum | Example Quantum | I
| Internetl  Internet Use | Characteristic |

| Stage | Cases I |

+ + - + +

| Stage-1 | Secure Comm Setup | Trusted Nodes

I | with Basic QKD I I
I - I

| Stage-2 | Secure Comm Setup | Long-distance qubit |
| | with E2E QKD | transmission |

| - I

| Stage-3 | Secure Comm Setup | Entanglement I

I | with Advanced E2E QKD | distribution I
I - I

| Stage-4 | Secure/Blind Quantum | Quantum memory |
I | Computing I I

| - I

| Stage-5 | Higher-accuracy clock | Fault tolerance I

| | synchronization I |

I - I

| Stage-6 | Distributed quantum | More qubits
I | computing I I

+ - +

Figure 5: Example Use Cases in Different Quantum Internet Stages
6.2. Requirements

Some general and functional requirements on the Quantum Internet from
the networking perspective, based on the above applications and use
cases, are identified as follows:

1. Methods for facilitating quantum applications to interact
efficiently with entanglement qubits are necessary in order for
them to trigger distribution of designated entangled qubits to



potentially any other quantum node residing in the Quantum
Internet. To accomplish this specific operations must be
performed on entangled qubits (e.g., entanglement swapping,
entanglement distillation). Quantum nodes may be quantum end-
nodes, quantum repeaters/routers, and/or quantum computers.

2. Quantum repeaters/routers should support robust and efficient
entanglement distribution in order to extend and establish
entanglement connection between two quantum nodes. For achieving
this, it is required to first generate an entangled pair on each
hop of the path between these two nodes.
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3. Quantum end-nodes must send additional information on classical
channels to aid in transmission of qubits across quantum
repeaters/receivers. This is because qubits are transmitted
individually and do not have any associated packet overhead which
can help in transmission of the qubit. Any extra information to
aid in routing, identification, etc., of the qubit(s) must be
sent via classical channels.

4. Methods for managing and controlling the Quantum Internet
including quantum nodes and their quantum resources are
neccessary. The resources of a quantum node may include quantum
memory, quantum channels, qubits, established quantum
connecctions, etc. Such management methods can be used to
monitor network status of the Quantum Internet, diagnose and
identify potential issues (e.g. quantum connections), and
configure quantum nodes with new actions and/or policies (e.g. to
perform a new entanglement swapping operation). New management
information model for the Quantum Internet may need to be
developed.

7. Conclusion

This document provides an overview of some expected applications for
the Quantum Internet, and then details selected use cases. The
applications are first grouped by their usage which is a natural and

easy to understand classification scheme. The applications are then
classified as either control plane or data plane functionality as

typical for the classical Internet. This set of applications may, of

course, naturally expand over time as the Quantum Internet matures.
Finally, some general requirements for the Quantum Internet are also

provided.

This document can also serve as an introductory text to persons
interested in learning about the practical uses of the Quantum
Internet. Finally, it is hoped that this document will help guide
further research and development of the specific Quantum Internet


alvarogomezinesta
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functionality required to implement the applications and uses cases
described herein. To this end, a few key requirements for the
Quantum Internet are specified.

8. IANA Considerations

This document requests no IANA actions.
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9. Security Considerations

This document does not define an architecture nor a specific protocol
for the Quantum Internet. It focuses instead on detailing use cases,
requirements, and describing typical Quantum Internet applications.
However, some useful observations can be made regarding security as
follows.

It has been clearly identified that once large-scale quantum

computing becomes reality it will be able to theoretically break many
of the public-key (i.e., asymmetric) cryptosystems currently in use
because of the exponential increase of computing power with quantum
computing. This would negatively affect many of the security
mechanisms currently in use on the classic Internet. This has given
strong impetus for starting development of new cryptographic systems
that are secure against quantum computing attacks [NISTIR8240].

Paradoxically, development of a Quantum Internet will also mitigate
the threats posed by quantum computing attacks against public-key
cryptosystems. Specifically, the secure communication setup feature
of the Quantum Internet as described in Section 5.1 will be strongly
resistant to both classical and quantum computing attacks against
public-key cryptosystems.

A key additional threat consideration for the Quantum Internet is
pointed to by [RFC7258], which warns of the dangers of pervasive
monitoring as a widespread attack on privacy. Pervasive monitoring
is defined as a widespread, and usually covert, surveillance through
intrusive gathering of application content or protocol metadata such
as headers. This can be accomplished through active or passive
wiretaps, traffic analysis, or subverting the cryptographic keys used
to secure communications.

Once again, the secure communication setup feature of the Quantum
Internet as described in Section 5.1 will be strongly resistant to
pervasive monitoring. In addition, Section 5.2 provides a method to



perform remote quantum computing while preserving the privacy of the
source data.
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