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1. Introduction

Internet Protocol version 6 (IPv6) provides a new end-to-end datagram transmission across multiple IP networks that will run along-side Internet Protocol version 4 (IPv4), and eventually will replace it. While IPv6 is intended to provide many built-in benefits such as large address space, mobility, and quality of service (QoS), because it is a new protocol and operates in some different ways than IPv4, both foreseeable and unforeseeable security issues will arise. Especially, many new functions or requirements of IPv6, i.e., automatic configuration of interfaces, mandatory IPsec, mandatory multicast, multiple IP addresses and many new rules for routing, can be abused for compromising computer systems or networks. In fact, National Institute of Information and Communications Technology (NICT) has identified more than 60 security threats and vulnerabilities that may be caused by new functions or requirements of IPv6. Also, NICT has implemented an IPv6 testbed for inspecting vulnerabilities in IPv6-enabled products and solutions (e.g., router, DHCP server, IDS, firewall), and it examined 27 representative vulnerabilities whether potential cyber attacks using them can be success or failure in the IPv6 networks. The experimental results show that 20 vulnerabilities led to the successful attacks and the following three examples describe a part of the attack scenarios.
1) IPv6 hosts can automatically configure their addresses (e.g., global addresses) using Internet Control Message Protocol version 6 (ICMPv6) Router Advertisement (RA) messages. Since they also can choose a default router based on RA messages, RA messages can be used for man-in-the-middle attack. In other words, if a malicious node sends a forged RA message where the default router is set to itself to victim hosts, the malicious node is able to steal and watch all traffic of the victim hosts.
2) When IPv6 hosts configure their addresses using RA messages, they have to conduct Duplicate Address Detection (DAD) procedure to verify the uniqueness of the tentative addresses on a link. During the procedure for detecting duplicate addresses, IPv6 hosts that have tentative addresses send Neighbor Solicitation (NS) messages on the link and a node already using the tentative address replies with a Neighbor Advertisement (NA) message. If there is no response, the tentative address can be assigned to the interface of IPv6 hosts. However, a malicious host on the link can prevent IPv6 hosts from obtaining their addresses: if a malicious host always replies NA messages against NS messages of other IPv6 hosts, they are unable to obtain their addresses.
3) IPv6 hosts may configure their addresses by using stateful configuration protocol such as the Dynamic Host Configuration Protocol version 6 (DHCPv6) if they didn’t receive any RA messages from routers. During the stateful configuration, IPv6 hosts send DHCPv6 solicit messages to all DHCPv6 servers using DHCP multicast addresses so that they are able to obtain addresses as well as other configuration parameters (e.g., DNS servers). In that case, a malicious host is able to prevent other IPv6 hosts from obtaining addresses by exhausting address pool of DHCPv6 servers. In other words, if a malicious host issues a large amount of DHCPv6 solicit messages to obtain all addresses that DHCPv6 servers have, other IPv6 hosts are unable to obtain their addresses.
2. Proposal

1) Q2/17 approves a “technical guideline on deploying IPv6” work item to be undertaken and progressed.

2) The proponents of this work provide an elaborated version of the Recommendation.
___________
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