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    Re: [TLS] Fully encrypted and authenticated headers (was Re: Encrypting record headers: practical for TLS 1.3 after all?)

    
      Viktor Dukhovni <ietf-dane@dukhovni.org>
      Wed, 02 December  2015 05:31 UTC
    

    
      
      
        Return-Path: <ietf-dane@dukhovni.org>

      
        X-Original-To: tls@ietfa.amsl.com

      
        Delivered-To: tls@ietfa.amsl.com

      
        Received: from localhost (ietfa.amsl.com [127.0.0.1]) by ietfa.amsl.com (Postfix) with ESMTP id E9C941A1C00 for <tls@ietfa.amsl.com>; Tue,  1 Dec 2015 21:31:38 -0800 (PST)

      
        X-Virus-Scanned: amavisd-new at amsl.com

      
        X-Spam-Flag: NO

      
        X-Spam-Score: -2.6

      
        X-Spam-Level: 

      
        X-Spam-Status: No, score=-2.6 tagged_above=-999 required=5 tests=[BAYES_00=-1.9, RCVD_IN_DNSWL_LOW=-0.7] autolearn=ham

      
        Received: from mail.ietf.org ([4.31.198.44]) by localhost (ietfa.amsl.com [127.0.0.1]) (amavisd-new, port 10024) with ESMTP id Nn9BTuZov2eY for <tls@ietfa.amsl.com>; Tue,  1 Dec 2015 21:31:37 -0800 (PST)

      
        Received: from mournblade.imrryr.org (mournblade.imrryr.org [38.117.134.19]) (using TLSv1.2 with cipher AECDH-AES256-SHA (256/256 bits)) (No client certificate requested) by ietfa.amsl.com (Postfix) with ESMTPS id A8C991A1BF3 for <tls@ietf.org>; Tue,  1 Dec 2015 21:31:37 -0800 (PST)

      
        Received: by mournblade.imrryr.org (Postfix, from userid 1034) id B5A11284E33; Wed,  2 Dec 2015 05:31:36 +0000 (UTC)

      
        Date: Wed, 02 Dec 2015 05:31:36 +0000

      
        From: Viktor Dukhovni <ietf-dane@dukhovni.org>

      
        To: tls@ietf.org

      
        Message-ID: <20151202053136.GU18315@mournblade.imrryr.org>

      
        References: <56586A2F.1070703@gmail.com> <FB2973EF-F16C-404A-980D-CA0042EC4AEB@gmail.com> <565DBC63.5090908@gmail.com> <565DC935.2040607@gmail.com> <CABkgnnUoyVPC5QVc=ErzAm6DR8usjBw5scc==o4=-XaBoK5AWQ@mail.gmail.com>

      
        MIME-Version: 1.0

      
        Content-Type: text/plain; charset="us-ascii"

      
        Content-Disposition: inline

      
        In-Reply-To: <CABkgnnUoyVPC5QVc=ErzAm6DR8usjBw5scc==o4=-XaBoK5AWQ@mail.gmail.com>

      
        User-Agent: Mutt/1.5.24 (2015-08-30)

      
        Archived-At: <http://mailarchive.ietf.org/arch/msg/tls/l2pdf82tbmXaewfnTl7Y7IXO7I0>

      
        Subject: Re: [TLS] Fully encrypted and authenticated headers (was Re: Encrypting record headers: practical for TLS 1.3 after all?)

      
        X-BeenThere: tls@ietf.org

      
        X-Mailman-Version: 2.1.15

      
        Precedence: list

      
        Reply-To: tls@ietf.org

      
        List-Id: "This is the mailing list for the Transport Layer Security working group of the IETF." <tls.ietf.org>

      
        List-Unsubscribe: <https://www.ietf.org/mailman/options/tls>, <mailto:tls-request@ietf.org?subject=unsubscribe>

      
        List-Archive: <https://mailarchive.ietf.org/arch/browse/tls/>

      
        List-Post: <mailto:tls@ietf.org>

      
        List-Help: <mailto:tls-request@ietf.org?subject=help>

      
        List-Subscribe: <https://www.ietf.org/mailman/listinfo/tls>, <mailto:tls-request@ietf.org?subject=subscribe>

      
        X-List-Received-Date: Wed, 02 Dec 2015 05:31:39 -0000

      
      

    

    
      
          On Tue, Dec 01, 2015 at 09:02:34PM -0800, Martin Thomson wrote:

> Ensuring that you know the length of the *next* record is difficult
> and could dramatically degrade latency, or adding extra bogus padding
> or extra bogus records.  For instance, I can always send in bursts of
> two packets, a one octet packet that promises the remainder of the
> burst and one that promises a single octet packet.  At that point, I
> get to do what I've always done and you have gained little other than
> an increase in packet size of around 19 octets (best case).

We're missing an opportunity to implement ATM again.  The magic
cell size is 53 bytes, 5 bytes of header and 48 bytes of payload.
With the cell length always 53 bytes, there's no longer any need
to send or encrypt that length. :-)

-- 
	Viktor.
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