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Abstract

Thi s docunent describes an informati on nodel and a YANG dat a nodel
for the Consuner-Facing Interface between an Interface to Network
Security Functions (I12NSF) User and Security Controller in an | 2NSF
systemin a Network Functions Virtualization (NFV) environnment. The
i nformati on nodel defines various types of managed objects and the
rel ati onshi p anong them needed to build the interface. The

i nformati on nodel is organi zed based on the "Event-Condition-Action"
(ECA) policy nodel defined by a capability information nodel for

| 2NSF [i 2nsf-capability-im, and the data nodel is defined for
enabling different users of a given |I2NSF systemto define, nanage,
and nmonitor security policies for specific flows within an

adm ni strative domain.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 14, 2021.
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1. Introduction

In a framework of Interface to Network Security Functions (12NSF),
each vendor can register their NSFs using a Devel oper’s Managenent
System (DM5S). Assum ng that vendors al so provide the front-end web
applications registered with an | 2NSF User, the Consuner- Faci ng
Interface is required because the web applications devel oped by each
vendor need to have a standard interface specifying the data types
used when the | 2NSF User and Security Controll er conmmuni cate using
this interface. Therefore, this docunent specifies the required
information, their data types, and encodi ng schenmes so that high-

| evel security policies (or configuration information for security
policies) can be transferred to the Security Controller through the
Consuner-Facing Interface. These policies can easily be transl ated
by the Security Controller into |lowlevel security policies. The
Security Controller delivers the translated policies to Network
Security Functions (NSFs) according to their respective security
capabilities for the required securiy enforcenent.

The Consuner-Facing Interface would be built using a set of objects,
with each object capturing a unique set of information from Security
Adm nistrator (i.e., |2NSF User [RFC8329]) needed to express a
Security Policy. An object may have relationship with various other
objects to express a conplete set of requirenents. An infornmation
nodel captures the managed objects and rel ationshi p anong t hese
objects. The information nodel proposed in this docunent is
structured in accordance with the "Event-Condition-Action" (ECA
pol i cy nodel.

An NSF Capability nodel is proposed in [i2nsf-capability-im as the
basi ¢ nodel for both the NSF-Facing interface and Consuner- Faci ng
Interface security policy nodel of this docunent.

[ RFC3444] explains differences between an information and data nodel .
Thi s docunent uses the guidelines in [ RFC3444] to define both the

i nformati on and data nodel for Consuner-Facing Interface. Figure 1
shows a high-level abstraction of Consuner-Facing Interface. A data
nodel , which represents an inplenmentation of the information nodel in
a specific data representation | anguage, is also defined in this
docunent .
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Figure 1. Diagramfor Hi gh-level Abstraction of Consuner-Facing
Interface

Data nodel s are defined at a |ower |evel of abstraction and provide
many details. They provide details about the inplenentation of a
protocol’s specification, e.g., rules that explain how to map nmanaged
obj ects onto | ower-1level protocol constructs. Since conceptual
nodel s can be inplenented in different ways, nultiple data nodels can
be derived froma single information nodel .

The efficient and fl exible provisioning of network functions by a

Net wor k Functions Virtualization (NFV) systemleads to a rapid
advance in the network industry. As practical applications, Network
Security Functions (NSFs), such as firewall, Intrusion Detection
System (IDS)/ 1 ntrusion Prevention System (I1PS), and attack
mtigation, can also be provided as Virtual Network Functions (VNF)
in the NFV system By the efficient virtualization technol ogy, these
VNFs m ght be automatically provisioned and dynami cally m grated
based on real -tine security requirenments. This docunment presents a
YANG data nodel to inplenent security functions based on NFV.
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2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC3444]
RFC8174 [ RFC8174] .

3. Term nol ogy

Thi s docunment uses the term nol ogy described in [i2nsf-term nol ogy]
[client-facing-inf-req].

Thi s docunent follows the guidelines of [RFC8407], uses the common
YANG types defined in [RFC6991], and adopts the Network Managenent
Dat astore Architecture (NVMDA). The nmeaning of the synbols in tree
di agranms is defined in [ RFC8340].

4. Information Mddel for Policy

A Policy object represents a nmechanismto express a Security Policy
by Security Adm nistrator (i.e., |12NSF User) using Consuner-Faci ng
Interface toward Security Controller; the policy would be enforced on
an NSF. Figure 2 shows the YANG tree of the Policy object. The
Policy object SHALL have the follow ng information:

Nane: This field identifies the nane of this object.

Rule: This field contains a list of rules. These rules are
defined for 1) conmmuni cation between two Endpoi nt G oups,
2) for preventing communication with externally or
internally identified threats, and 3) for inplenmenting
busi ness requirenent such as controlling access to internal
or external resources for neeting regulatory conpliance or
busi ness objectives. An organization may restrict certain
comuni cati on between a set of user and applications for
exanple. The threats may be fromthreat feeds obtained
fromexternal sources or dynam cally identified by using
specialty devices in the network. Rule conflict analysis
shoul d be triggered by the nonitoring service to perform an
exhaustive detection of anonalies anong the configuration
rules installed into the security functions.
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+--rwi2nsf-cfi-policy* [policy-nane]
+--rw policy-nane string
+--rw rul es
+--rw endpoi nt - gr oups
+--rw threat-prevention

Figure 2: Policy YANG Data Tree

A policy is a container of Rule(s). In order to express a Rule, a
Rul e must have conplete informati on such as where and when a policy
needs to be applied. This is done by defining a set of managed
objects and rel ati onship anong them A Policy Rule may be rel ated
segnentation, threat mtigation or telenetry data collection from an
NSF in the network, which will be specified as the sub-nodel of the
policy nodel in the subsequent sections. Figure 3 shows the YANG
data tree of the Rule object. The rule object SHALL have the
foll ow ng information:

Nane: This field identifies the nane of this object.

Event: This field includes the informati on to determ ne whet her
the Rule Condition can be eval uated or not. See details in
Section 4. 1.

Condition: This field contains all the checking conditions to
apply to the objective traffic. See details in
Section 4. 2.

Action: This field identifies the action taken when a rule is
mat ched. There is always an inplicit action to drop
traffic if norule is mtched for a traffic type. See
details in Section 4.3.

| Psec-Method: This field contains the information about |Psec
met hod type. There are two types such as | Psec-1KE and
| Psec-1 KEl ess [i2nsf-ipsec].

+--rw rul es* [rul e-nane]
+--rw rul e-name string
+--rw event
+--rw (condition)?
+--rw action
+--rw i psec-net hod

Figure 3: Rule YANG Data Tree
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Note that in the case of policy conflicts, the resolution of the
conflicted policies confornms to the guidelines of "Information Mdel
of NSFs Capabilities" [i2nsf-capability-im.

4. 1. Event Sub- nodel

The Event (Object contains information related to scheduling a Rule.
The Rul e could be activated based on a set tine or security event.
Figure 4 shows the YANG tree of the Event object. Event object SHALL
have fol |l owi ng i nfornmation:

Security-event: This field identifies for which security event
the policy is enforced. The exanples of security events
are: "DDOS', "spyware", "trojan", and "ransomare"

Time-information: This represents the security rule is enforced
based on the period information with the end tinme for the
event .

Period: This represents the period of tine the rule event is
active.

End-tine: This represents the end tinme of the event. |If the rule
time has pass the end-tine, the rule will stop repeating"

Frequency: This represents how frequent the rule should be
enforced. There are four options: "only-once", "daily",
"weekl y" and "nonthly".

+--rw event
+--rw security-event identityref
+--rw tinme-information
+--rw start-date-tinme? yang:date-and-tine

I

| +--rw end-date-tine? yang: dat e-and-ti nme
| +--rw period

| | +--rwstart-tinme? time

| | +--rwstop-tine? time

| | +--rw day* identityref

| | +--rw date* i nt 32

| | +--rw nonth* string

+--rw frequency? enuner ati on

Figure 4: Event Sub-nodel YANG Data Tree
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4.2. Condition Sub-nodel

This object represents Conditions that Security Adm nistrator wants
to apply the checking on the traffic in order to determ ne whet her
the set of actions in the Rule can be executed or not. The Condition
Sub- nodel consists of three different types of containers each
representing different cases, such as general firewall and DDoS-
mtigation cases, and a case when the condition is based on the

payl oad strings of packets. Each containers have source and
destination-target to represent the source and destination for each
case. Figure 5 shows the YANG tree of the Condition object. The
Condi tion Sub-nodel SHALL have follow ng information:

Case (Firewall-condition): This field represents the general
firewall case, where a security admin can set up firewall
conditions using the information present in this field.
The source and destination is represented as firewall -
source and firewal |l -destination, each referring to the |P-
addr ess-based groups defined in the endpoint-groups.

Case (DDoS-condition): This field represents the condition for
DDoS mitigation, where a security adm n can set up DDoS
mtigation conditions using the information present in this
field. The source and destination is represented as ddos-
source and ddos-destination, each referring to the device-
groups defined and registered in the endpoi nt-groups.

Case (Customcondition): This field contains the payl oad string
information. This information is useful when security rule
condition is based on the string contents of incom ng or
out goi ng packets. The source and destination is
represented as custom source and custom desti nation, each
referring to the payl oad-groups defined and registered in
t he endpoi nt - gr oups.

Case (Threat-feed-condition): This field contains the information
obtained fromthreat-feeds (e.g., Palo-Alto, or RSA-
netwitness). This information is useful when security rule
condition is based on the existing threat reports gathered
by ot her sources. The source and destination is
represented as threat-feed-source and threat-feed-
destination. For clarity, threat-feed-source/destination
represent the source/destination of a target security
threat, not the information source/destination of a threat-
f eed.
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+--rw condi tion
+--:firewall-condition
| +--rwsource ->/../../user-group/ nane
| +--rwdestination* -> /../../user-group/ nane
+--:ddos-condi tion
| +--rw source* ->/../../device-group/ nane
| +--rwdestination* -> /../../device-group/ nane
| +--rwrate-limt
| +--rw packet -t hreshol d- per-second? ui nt 32
+--:location-condition
| +--rw source* ->/../../location-group/nane
| +--rwdestination ->/../../location-group/nane
+--:customcondition
| +--rw source* ->/../../payl oad-content/nane
| +--rwdestination ->/../../payl oad-content/nane
+--:threat-feed-condition
+--rw source* ->/../../threat-feed-1ist/nane
+--rw destination ->/../../threat-feed-1list/nane

Figure 5. Condition Sub-nodel YANG Data Tree
4.3. Action Sub-nodel
Thi s object represents actions that Security Adm n wants to perform
based on certain traffic class. Figure 6 shows the YANG tree of the
Action object. The Action object SHALL have follow ng information:
Primary-action: This field identifies the action when a rule is
mat ched by an NSF. The action could be one of "PASS",
"DROP", "ALERT", "RATE-LIMT", and "M RRCR'
Secondary-action: This field identifies the action when a rule is
mat ched by an NSF. The action could be one of "Ilog",
"sysl og", "session-|og".
+--rw action
+--rw primary-action identityref
+--rw secondary-action? identityref
Figure 6: Action Sub-nodel YANG Data Tree
5. Information Mddel for Policy Endpoint G oups
The Policy Endpoint Group is a very inportant part of building User-

Construct based policies. A Security Adm nistrator would create and
use these objects to represent a logical entity in their business
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envi ronment, where a Security Policy is to be applied. There are

mul ti pl e managed obj ects that constitute a Policy’ s Endpoint G oup as
shown in Figure 7. Figure 8 shows the YANG tree of the Endpoint-
Groups object. This section lists these objects and rel ationship
anong them

U e +
| Endpoint G oups |
Fomm e Fomm e +
N
|
R . Ry +
1..n | 1..n | 1..n |
S I g S + Ao S +
| User-group| | Device-group| |Location-group|
Fommmm oo oo I I T +

Figure 7: Endpoint G oup D agram

+--rw endpoi nt - gr oups
+--rw user-group* [nane]

|
| ... _
| +--rw device-group* [nane]
| ...
| +--rw location-group* [nane]
|
Fi gure 8: Endpoint G oup YANG Data Tree
5.1. User G oup
This object represents a User-Goup. Figure 9 shows the YANG tree of
the User-G oup object. The User-G oup object SHALL have the
foll ow ng information:

Nane: This field identifies the nane of this object.

| P-address: This represents the | Pv4 address of a user in the
user group.

range-i pv4-address: This represents the | Pv4 address of a user in
t he user gorup.

range-i pv6-address: This represents the | Pv6 address of a user in
t he user gorup.
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+--rw user-group* [nane]
+--rw nane string
+--rw (mat ch-type)

+--: (exact-mat ch-i pv4)

|  +--rwipv4? i net:ipv4-address
+--:(exact-match-i pv6)
| +--rwipv6? i net:ipv6-address

+--:(range- mat ch-i pv4)

| +--rw range-ipv4-address

| +--rw start-ipv4-address i net:ipv4-address

| +--rw end-ipv4-address i net:ipv4-address

+--:(range-mat ch-i pv6)

+--rw range-i pv6- addr ess*

+--rw start-i pv6-address i net:ipv6-address
+--rw end-i pv6- addr ess i net:ipv6-address

Figure 9: User G oup YANG Data Tree

5.2. Device Goup
This object represents a Device-Goup. Figure 10 shows the YANG tree
of the Device-group object. The Device-Goup object SHALL have the
foll ow ng information:
Nane: This field identifies the nane of this object.

| P-address: This represents the | Pv4 address of a device in the
devi ce group.

range-i pv4-address: This represents the |Pv4 address of a device
in the device gorup

range-i pv6-address: This represents the | Pv6 address of a device
in the device gorup.

Protocol: This represents the communication protocols used by the

devices. The protocols are "SSH', "FTP', "SMIP', "HITP",
"HTTPS", and etc.
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+--rw devi ce- group* [ nane]

+--rw nane

+--rw (mat ch-type)
+--: (exact-match-i pv4)
|  +--rwipv4?
+--:(exact-match-ipv6)
| +--rwipv6?
+--:(range- mat ch-i pv4)

| | +--rwstart-ipv4-address
| +--rw end-ipv4-address

--:(range-match-i pv6)

| +--rw start-ipv6-address
| +--rw end-ipv6-address

+--rw protocol

Consuner - Faci ng I nterface YANG Data Model

I
I
I
|
| | +--rwrange-ipv4-address*
I
I
I
I
I
I

|
+
| +--rw range-ipv6-address*
I
|
--r

July 2020

string

i net:ipv4-address
i net:ipv6-address

i net:ipv4-address
i net:ipv4-address

i net:ipv6-address
i net:ipv6-address
identityref

Figure 10: Device G oup YANG Data Tree

5.3. Location G oup
This object represents a | ocation group based on either tag or other
information. Figure 11 shows the YANG tree of the Location-G oup
object. The Location-Goup object SHALL have the foll ow ng
i nformation:
Nane: This field identifies the nane of this object.
geo-ip-ipv4: This field represents the IPv4 Geo-ip of a | ocation.
geo-ip-ipve: This field represents the IPv6 Geo-ip of a |ocation.
continent: This field represents the continent where the | ocation
group nenber is at.
+--rw | ocati on-group* [nane]
+--rw nane string
+--rw geo-ip-ipv4 i net:ipv4-address
+--rw geo-ip-ipv6 i net:ipv6-address
+--rw continent? identityref
Figure 11: Location G oup YANG Data Tree
Jeong, et al. Expi res January 14, 2021
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6. Informati on Model for Threat Prevention

The threat prevention plays an inportant part in the overall security
posture by reducing the attack surfaces. This information could cone
fromvarious threat feeds (i.e., sources for obtaining the threat
information). There are nultiple managed objects that constitute
this category. This section lists these objects and relationship
anong them Figure 13 shows the YANG tree of a Threat-Prevention

obj ect.
Fom e e +
| Threat Prevention |
R R +
N
|
R R +
1..n | 1..n |
S R S R + S R S R +
| Threat-feed | | payl oad-content |
Fom e o + e e e e +

Figure 12: Threat Prevention D agram

+--rw threat-prevention
+--rw threat-feed-list* [nane]

+--rw payl oad- content* [ name]

Figure 13: Threat Prevention YANG Data Tree

6.1. Threat Feed
This object represents a threat feed which provides signatures of
mal i ci ous activities. Figure 14 shows the YANG tree of a Threat -
feed-list. The Threat-Feed object SHALL have the foll ow ng
i nformati on:
name: This field identifies the nanme of this object.

Server-ipv4: This represents the | Pv4 server address of the feed
provider, it may be external or |ocal servers.

Server-ipve: This represents the | Pv6 server address of the feed
provider, it may be external or |ocal servers.
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description: This is the description of the threat feed. The
descriptions should have clear indication of the security
attack such as attack type (e.g., APT) and file types used
(e.g., executable nalware).

Threat-file-types: This field identifies the information about
the file types identified and reported by the threat-feed.

signatures: This field contains the signatures of malicious
progranms or activities provided by the threat-feed. The
exanpl es of signature types are "YARA", "SURI CATA", and
" SNORT" .

+--rw threat-prevention
+--rw threat-feed-list* [nane]

+--rw nane identityref

+--rw server-ipv4? i net:ipv4-address
+--rw server-i pv6e? i net:ipv6-address
+--rw description? string

+--rw threat-file-types* identityref
+--rw si gnat ures* identityref

Figure 14: Threat Feed YANG Data Tree
6.2. Payl oad Content

This object represents a customlist created for the purpose of
defining exception to threat feeds. Figure 15 shows the YANG tree of
a Payl oad-content list. The Payl oad-Content object SHALL have the
follow ng information:

Nane: This field identifies the nane of this object. For
exanpl e, the name "backdoor" indicates the payl oad content
is related to backdoor attack

description: This represents the description of how the payl oad
content is related to a security attack

Content: This contains the payload contents, which are involed in
a security attack, as strings.
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7.

+--rw payl oad-content* [ nane]

+--rw nane string
+--rw description string
+--rw content* string

Fi gure 15: Payl oad Content in YANG Data Tree

Net wor k Configuration Access Control Mdel (NACM for |2NSF
Consuner - Faci ng Interface

Net wor k Confi guration Access Control Mddel (NACM provides a user
group with an access control with the follow ng features [ RFC8341]:

o Independent control of action, data, and notification access is
provi ded.

o Asinple and famliar set of datastore perm ssions is used.

o Support for YANG security tagging allows default security nodes to
automatical ly exclude sensitive data.

0 Separate default access nodes for read, wite, and execute
perm ssions are provided.

0 Access control rules are applied to configurable groups of users.

The data nodel of the | 2NSF Consumner-Facing Interface utilizes the
NACM s nechani sns to nanage the access control on the | 2NSF Consuner -
Facing Interface. The NACM with the above features can be used to
set up the access control rules of a user group in the |2NSF
Consuner-Facing Interface. Figure 16 shows part of the NACM nodul e
to enabl e the access control of a user group for the |I2NSF Consuner -
Facing Interface. To use the NACM a user needs to configure a
NETCONF or RESTCONF server to enable the NACM nodule. Then, the user
can sinply use an account of root or adm n user for the access
control for the nodule of the |I2NSF Consuner-Facing Interface (i.e.,
ietf-i2nsf-cfi-policy). An XML exanple to configure the access
control a user group for the |I2NSF Consuner-Facing Interface can be
seen in Section 10.
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[ist rule {
key "nane";
or der ed- by user;
| eaf nane {

type string {
length "1..max";

}
descri ption
"Arbitrary name assigned to the rule.”;

}

| eaf nodul e- nanme {
type union {
type matchal | -string-type;
type string;

default "*":
descri ption
"Nane of the nodul e associated with this rule."

}

| eaf access-operations {
type union {
type matchal | -string-type;
t ype access-operations-type;

default "*";
descri ption
"Access operations associated with this rule.”

}

| eaf action {

type action-type;

mandat ory true;

description
"The access control action associated with the
rule. If aruleis determned to match a
particul ar request, then this object is used

to determ ne whether to permt or deny the
request.";

Figure 16: A Part of the NACM YANG Data Mde
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8. YANG Data Mddel of Consuner-Facing Interface

The main objective of this data nodel is to provide both an

i nformati on nodel and the correspondi ng YANG data nodel of | 2NSF
Consuner-Facing Interface. This interface can be used to deliver
control and managenent nessages between an | 2NSF User and Security
Controller for the 12NSF User’s high-level security policies.

The semantics of the data nodel nust be aligned with the information
nodel of the Consuner-Facing Interface. The transfornation of the

i nformati on nodel was perforned so that this YANG data nodel can
facilitate the efficient delivery of the control or managenent
nmessages.

This data nodel is designed to support the |I2NSF framework that can
be extended according to the security needs. 1In other words, the
nodel design is independent of the content and neaning of specific
policies as well as the inplenentation approach. This docunent
suggests a Vol P/ VOLTE security service as a use case for policy rule
gener ati on.

This section describes a YANG data nodel for Consuner-Faci ng
Interface, based on the information nodel of Consuner-Facing
Interface to Security Controller.

<CODE BEA NS> file "ietf-i2nsf-cfi-policy@020-07-13.yang"
nmodul e ietf-i2nsf-cfi-policy {
yang-version 1.1;
nanespace
"urn:ietf:parans: xm :ns:yang:ietf-i2nsf-cfi-policy"”;
prefix
i 2nsf-cfi;

import ietf-inet-types{
prefix inet;
}

i mport ietf-yang-types{
prefix yang;
}

i nport ietf-netconf-acm {
prefix nacm
}

or gani zati on
"I ETF 12NSF (Interface to Network Security Functions)
Wor ki ng Group”;
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cont act
"WG Web: <http://tools.ietf.org/wy/i2nsf>
WG List: <mailto:i2nsf@etf.org>

WG Chair: Linda Dunbar
<mai | t o: | i nda. dunbar @ ut ur ewei . cone

WG Chair: Yoav Nir
<mai lto:ynir.ietf@mail.conm

Editor: Jaehoon Paul Jeong
<mai | t 0: paul j eong@kku. edu>

Edi tor: Chaehong Chung
<mai | t 0: dar khong@kku. edu>";

description

"This nodule is a YANG nodul e for Consuner-Facing Interface.

Copyright (c) 2020 | ETF Trust and the persons

identified as authors of the code. Al rights reserved.
Redi stribution and use in source and binary fornms, with or

wi t hout nodification, is permtted pursuant to,

and subj ect

to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the IETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see

the RFC itself for full legal notices."

revision "2020-07-13"{
description "The | atest revision";
reference
"draft-ietf-consunmer-facing-interface-dm 08";

}

identity malware-file-type {
descri ption
"Base identity for malware file types.";
}

identity executable-file {
base mal ware-fil e-type;
descri ption
"ldentity for executable file types.";
}

identity doc-file {
base mal ware-fil e-type;
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descri ption
"ldentity for Mcrosoft docunment file types.";
}

identity htm -app-file {
base mal ware-fil e-type;
descri ption
“ldentity for html application file types.";
}

identity javascript-file {
base mal ware-fil e-type;
descri ption
"ldentity for Javascript file types.";
}

identity pdf-file {
base mal ware-fil e-type;
descri ption
“"ldentity for pdf file types.";
}

identity dll-file {
base mal ware-fil e-type;
descri ption
“"ldentity for dll file types.";
}

identity nmei-file {
base mal ware-fil e-type;
descri ption
"ldentity for Mcrosoft installer file types.";
}

identity security-event-type {
descri ption
"Base identity for security event types.";
}

identity ddos {
base security-event-type;
descri ption
“"ldentity for DDoS event types.";
}

identity spyware {
base security-event-type;
descri ption
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“lIdentity for spyware event types.";

}

identity trojan {
base security-event-type;
descri ption
“"ldentity for Trojan infection event types.";
}

identity ransomware {
base security-event-type;
descri ption
"ldentity for ransomnare infection event types.";
}

identity i2nsf-ipsec {
description
"Base identity for |Psec nethod types.";
reference
"draft-ietf-i2nsf-sdn-ipsec-fl ow protection-07";

}

identity ipsec-ike {
base i 2nsf-i psec;
descri ption
“ldentity for ipsec-ike.";
reference
"draft-ietf-i2nsf-sdn-ipsec-fl ow protection-07";

}

identity ipsec-ikeless {
base i 2nsf-i psec;
descri ption
“"Identity for ipsec-ikeless.";
reference
"draft-ietf-i2nsf-sdn-ipsec-fl ow protection-07";

}

identity continent {
descri ption
"Base ldentity for continent types.";
}

identity africa {
base conti nent;
descri ption
“ldentity for africa.";
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identity asia {
base conti nent;
descri ption
“lIdentity for asia.";

}

identity europe {
base conti nent;
descri ption
“Identity for europe."”;

}

identity north-anerica {
base conti nent;
descri ption
“lIdentity for north-anerica.";

}

identity south-anerica {
base conti nent;
descri ption
“lIdentity for south-anerica.";

}

identity oceania {
base conti nent;
descri ption
“Identity for Cceania”;

}

identity protocol -type {
descri ption
"This identity represents the protocol types.";

}

identity ftp {
base protocol -type;
descri ption
"The identity for ftp protocol."
ref erence
"RFC 959: File Transfer Protocol (FTP)";

}

identity ssh {
base protocol -type;
descri ption
"The identity for ssh protocol."
ref erence

Jeong, et al. Expi res January 14, 2021 [ Page 21]



Internet-Draft Consumer-Facing Interface YANG Data Model July 2020

"RFC 4250: The Secure Shell (SSH) Protocol™
}

identity telnet {
base protocol -type;
descri ption
"The identity for telnet.";
reference
"RFC 854: Tel net Protocol";

}

identity smp {
base protocol -type;
descri ption
"The identity for smp.";
ref erence
"RFC 5321: Sinple Mail Transfer Protocol (SMIP)";

}

identity sftp {
base protocol -type;
descri ption
"The identity for sftp.";
ref erence
"RFC 913: Sinple File Transfer Protocol (SFTP)"

}

identity http {
base protocol -type;
descri ption
"The identity for http.";
ref erence
"RFC 2616: Hypertext Transfer Protocol (HITP)"

}

identity https {
base protocol -type;
descri ption
"The identity for https.";
reference
"RFC 2818: HITP over TLS (HTTPS)"

}

identity pop3 {
base protocol -type;
descri ption
"The identity for pop3.";
ref erence
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"RFC 1081: Post O fice Protocol -Version 3 (POP3)";
}

identity nat {
base protocol -type;
descri ption
"The identity for nat.";
ref erence
"RFC 1631: The I P Network Address Translator (NAT)";

}

identity primary-action {
descri ption
"This identity represents the prinmary actions, such as
PASS, DROP, ALERT, RATE-LIMT, and M RROR ";

}

identity pass {
base primary-action;
descri ption
"The identity for pass."”;

}

identity drop {
base primary-action;
descri ption
"The identity for drop.";

}

identity alert {
base primary-action;
descri ption
"The identity for alert.”;

}

identity rate-limt {
base primary-action;
descri ption
"The identity for rate-limt.";

}

identity mrror {
base primary-action;
descri ption
"The identity for mrroring.";
}

identity secondary-action {
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descri ption
"This field identifies additional actions if a rule is
mat ched. This could be one of 'LOG, ’'SYSLOG,
"SESSION-LOG , etc.";

}

identity log {
base secondary-acti on;
descri ption
"The identity for |ogging."
}

identity syslog {
base secondary-action;
descri ption
"The identity for system| ogging.";
}

identity session-log {
base secondary-action;
descri ption
"The identity for session |ogging."

}

identity signature-type {
descri ption
"This represents the base identity for signature types.";

}

identity signature-yara {
base signature-type;
descri ption
"This represents the YARA signatures."”;

}

identity signature-snort {
base signature-type;
descri ption
"This represents the SNORT signatures.";
}

identity signature-suricata {
base signature-type;
descri ption
"This represents the SURI CATA signatures.”;
}

identity threat-feed-type {

Jeong, et al. Expi res January 14, 2021 [ Page 24]



Internet-Draft Consumer-Facing Interface YANG Data Model July 2020

descri ption
"This represents the base identity for threat-feed.";
}

identity day {
descri ption
"This represents the base for days.";
}

identity nonday {
base day;
descri ption
"This represents nonday.";
}

identity tuesday {
base day;
descri ption
"This represents tuesday.";
}

identity wednesday {
base day;
descri ption
"This represents wednesday. ";
}

identity thursday {
base day;
descri ption
"This represents thursday.";
}

identity friday {
base day;
descri ption
"This represents friday.";
}

identity saturday {
base day;
descri ption
"This represents saturday.";
}

identity sunday {
base day;
descri ption
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"This represents sunday.";

/*
* Typedefs
*/
typedef tinme{
type string {
pattern '\d{2}:\d{2}:\d{2}(\.\d+)?
+ 7 (Z[\+H-]\d{2}:\d{2})";

descri ption
"This is the format of tine.";
}

/*
* @ oupi ngs
*/

groupi ng ipvéd-list {
descri ption
"G ouping for ipv4d based ip-addresses.”;
leaf-list ipvd {
type inet:ipv4-address;
descri ption
"This is the entry for the ipv4 ip-addresses.”;

}
}

groupi ng ipv6-list {
descri ption
"Grouping for ipve based ip-addresses.”;
leaf-list ipv6 {
type inet:ipv6-address;
descri ption
"This is the entry for the ipv6 ip-addresses.”;

}
}

groupi ng ipv4 {
descri ption
"Grouping for ipv4d based ip-address.”;
| eaf ipvd {
type inet:ipv4-address;
descri ption
"This is the entry for the ipv4 ip-address.”;
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}

groupi ng i pve {
descri ption
"G ouping for ipve based ip-address.”;
| eaf ipv6 {
type inet:ipv6-address;
descri ption
"This is the entry for the ipv6 ip-address.”;

}
}

groupi ng i p-address-info {
descri ption
"There are two types to configure a security policy
for I Pv4 address, such as exact match and range match.";
choi ce match-type {
descri ption
"User can choose between ’exact match’ and 'range match’ .";
case exact-match-ipv4 {
uses i pv4;
descri ption
"Exact i p-address match for ipv4 type addresses”;
}

case exact-match-ipv6 {
uses i pv6;
descri ption
"Exact ip-address nmatch for ipv6 type addresses”;
}

case range-mat ch-ipv4 {
cont ai ner range-i pv4-address {
| eaf start-ipv4-address {
type inet:ipv4-address;
descri ption
"Start | Pv4 address for a range match.";
}
| eaf end-ipv4-address {
type inet:ipv4-address;
descri ption
"End | Pv4 address for a range match."
}
descri ption
"Range match for an | P-address.";
}

}
case range-mat ch-i pv6 {
cont ai ner range-ipv6-address {
| eaf start-ipv6-address {
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type inet:ipv6-address;
descri ption
"Start 1 Pv6 address for a range match.";
}

| eaf end-ipv6-address {
type inet:ipv6-address;
descri ption
"End | Pv6 address for a range match."
}

descri ption
"Range match for an | P-address.";
}
}
}
}

groupi ng i psec-based- net hod {
descri ption
"This represents the ipsec-based nethod."
list ipsec-nethod {
key "nethod";
descri ption
"This represents the list of |Psec nethod types.";
| eaf nethod {
type identityref {
base i 2nsf-i psec;
}

descri ption
"This represents | Psec | KE and | Psec | KEl ess cases.
If this is not set, it cannot support |IPsec |KE or
| Psec | KEl ess. ";
reference
"draft-ietf-i2nsf-sdn-ipsec-fl ow protection-07";
}

}
}

groupi ng user-group {
descri ption
"The grouping for user-group entities, and contains
i nformati on such as nane & ip-address.”;
| eaf nane {
type string;
descri ption
"This represents the nane of a user-group.
A user-group nane is used to nmap a user-group’s
name (e.g., enployees) to an ip address.
It is inplenentation dependent”;
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}

uses i p-address-info{
refine match-type{
mandat ory true;
}
description
"This represent the |IP address of a user-group."

}
}

groupi ng devi ce-group {
descri ption
"This group represents device group information
such as i p-address protocol.";
| eaf nane {
type string;
description
"This represents the nane of a device-group.";
}
uses i p-address-infof
refine match-type{
mandat ory true;

}
}

| eaf-1ist protocol {

type identityref {
base protocol -type;

}

description
"This represents the communication protocols of
devi ces.
If this is not set, it cannot support the
appropriate protocol™

}

groupi ng | ocation-group {

descri ption
"This group represents |ocation-group informtion
such as geo-ip and continent.";

| eaf nane {
type string;
descri ption

"This represents the nane of a location."
}

list geo-ip-ipvd {

key "ipv4-address”;
descri ption
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"This represents the Iist of |Pv4 address based on
a location.";
| eaf i pv4-address{
type inet:ipv4-address;
description
"This represents an | Pv4 geo-ip of a location.”

| eaf ipv4-prefix{
type inet:ipvé-prefix;
descri ption
"This represents the prefix for the |Pv4-address."”;
}
}

list geo-ip-ipv6 {
key "ipv6-address”;
descri ption
"This represents the list of |Pv6 address based on
a location.";
| eaf i pv6-address{
type inet:ipv6-address;
descri ption
"This represents an | Pv6 geo-ip of a location.”
}

| eaf ipv6-prefix{
type inet:ipv6-prefix;
descri ption
"This represents the prefix for the |Pv6-address.";
}
}

| eaf continent {
type identityref {
base conti nent;

defaul t asi a;

description
"l ocati on- group- based on geo-ip of
respective continent.";

}
}

grouping threat-feed-info {
descri ption
"This is the grouping for the threat-feed-list";
| eaf threat-type {
type identityref {
base threat-feed-type;
}

descri ption
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"This represents the type of the threat-feed."
}
| eaf server-ipv4d {
type inet:ipv4-address;
description
"The I Pv4 i p-address for the threat-feed server.";
}

| eaf server-ipv6 {
type inet:ipv6-address;
descri ption
"The | Pv6 i p-address for the threat-feed server.";

| eaf description {
type string;
descri ption
"This represents the descriptions of a threat-feed.
The description should include information, such as
the type, related threat, nethod, and file type.
Structured Threat Information Expression (STIX) can
be used for description of a threat [STIX].";
}
}

groupi ng payl oad-string {
descri ption
"The grouping for payl oad-string content.
It contains informati on such as nanme and string
content.";
| eaf description {
type string;
descri ption
"This represents the description of a payl oad.
If this is not set, it cannot support the
description of how the payl oad content is
related to a security attack.";
}
| eaf-1ist content {
type string;
descri ption
"This represents the string of the payl oad
contents. This content |eaf-list contains the
payl oad of a packet to anal yze a threat.
Due to the types of threats, the type of the
content is defined as string to acconmodate
any kind of a payload type such as HTTP, HTTPS,
and SIP.
If this is not set, it cannot support the
payl oad contents involved in a security attack
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as strings";
}
}

list i2nsf-cfi-policy {
key "policy-nane";
descri ption
"This is the security policy list. Each policy in
the list contains a list of security rules, and is
a policy instance to have conplete infornation
such as where and when a policy needs to be
applied.";
| eaf policy-nane {
type string;
descri ption
"The nanme which identifies the policy."; }
cont ai ner rul es{
descri ption
"This container is for rules.";
nacm def aul t - deny-wri te;
list rule {
key "rul e-nanme"
or der ed- by user;
| eaf rul e-nane {
type string;
descri ption
"This represents the nane for the rule.”;
}
descri ption
"There can be a single or nmultiple nunber of
rules.”;

cont ai ner event {
descri ption
"This represents the event (e.g., a security
event, for which a security rule is made.)";
| eaf security-event {
type identityref {
base security-event-type;
}

description
"This contains the description of security
events. If this is not set, it cannot
support which security event is enforced";

container time-information {
descri ption
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"The time information when the security
rul e should be applied."”;
| eaf start-date-tine {
t ype yang: dat e-and-ti ne;
description
"This is the start date and tine
for policy.";

| eaf end-date-tine {
t ype yang: dat e-and-ti ne;
description
"This is the end date and tine
for policy. The policy wll stop
wor ki ng after the specified
end-date-tine";
}
cont ai ner peri od{
when
“/i2nsf-cfi-policy/rules/rulel/event/frequency!="only-once "
descri ption
"This represents the repetition tine.
In case of frequency is weekly, the days
can be set.";
| eaf start-tine {
type tine;
descri ption
"This is period start tinme for event.";

| eaf end-tinme {
type tine;
descri ption
"This is period end tinme for event.";

}
| eaf-1ist day {
when
"/12nsf-cfi-policy/rules/rulel/event/frequency= weekly ";
type identityref{
base day;
}

descri ption
"This represents the repeated day of
every week (e.g., nonday and tuesday).
More than one day can be specified”;

leaf-1ist date {

when
"/i12nsf-cfi-policy/rules/rulel/event/frequency=" nonthly'";
type int32{
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range "1..31";

}

descri ption
"This represents the repeated date of
every nonth. More than one date can be
specified. ”;

leaf-1ist nmonth {
when
“/i2nsf-cfi-policy/rules/rule/event/frequency="yearly ";
type string{
pattern '\d{2}-\d{2}";
}
descri ption
"This represents the repeated date and nonth
of every year. Mdre than one can be specifi ed.
Pattern used is Month-Date (MM DD).";
}
}
}

| eaf frequency {
type enuneration {
enum onl y-once {
descri ption

"This represents the rule is enforced
only once i medi ately and not repeated.
The policy will continuously active from
start tine and term nated at end-tine.";

enum dai ly {
descri ption
"This represents the rule is enforced
on a daily basis. The policy will be
repeated daily until the end-date.";

enum weekly {
descri ption
"This represents the rule is enforced
on a weekly basis. The policy will be
repeated weekly until the end-date. The
repeat ed days can be specified.”

enum nmont hly {
descri ption
"This represents the rule is enforced
on a nonthly basis. The policy wll be
repeated nonthly until the end-date."
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Jeong,

}

enum yearly {
descri ption
"This represents the rule is enforced
on a yearly basis. The policy will be
repeated yearly until the end-date.";

}

default onl y-once;

descri ption
"This represents how frequent the rule
shoul d be enforced.";

container condition {
descri ption

"The conditions for general security policies.";

container firewall-condition {
descri ption
"The general firewall condition.";
| eaf source {
type leafref {
pat h

July 2020

"/i2nsf-cfi-policy/endpoint-groups/user-group/ nane";

}

descri ption

"This describes the paths to the source reference.";

}

| eaf-11st destination {
type leafref {
pat h

"/12nsf-cfi-policy/endpoint-groups/user-group/ nane";

}

descri ption

"This describes the paths to the destination

target reference.”;

}
}

cont ai ner ddos-condition {
descri ption
"The condition for DDoS mtigation.";
| eaf-1ist source {
type leafref {
pat h

et al. Expi res January 14, 2021

[ Page 35]



Internet-Draft Consumer-Facing Interface YANG Data Model July 2020

“/i2nsf-cfi-policy/endpoint-groups/device-group/ nane";
}
descri ption
"This describes the path to the
source target references.”;
}
| eaf-11st destination {
type leafref {
pat h
“/i2nsf-cfi-policy/endpoint-groups/device-group/ nane";
}

descri ption
"This describes the path to the destination target
references.”;
}
container rate-limt {
description
"This describes the rate-limt.";
| eaf packet-threshol d- per-second {
type uint32;
descri ption
"This is a trigger value for the condition."
}

}
}

cont ai ner | ocation-condition {

descri ption
"The condition for |ocation based connection”

| eaf -1i st source {
type leafref {

pat h
“/i2nsf-cfi-policy/endpoint-groups/location-group/ nane”;

}

description
"This describes the path to the |ocation
source reference.";
}
| eaf-1ist destination {
type leafref {
pat h
"/12nsf-cfi-policy/endpoint-groups/|ocation-group/ nane"”;
}

descri ption

"This describes the path to the |ocation
destination reference.”
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cont ai ner custom condition {
descri ption
"The condition based on packet contents.";
| eaf-1i st source {
type leafref {
pat h
"/i2nsf-cfi-policy/threat-preventions/payl oad-content/nane";
}

descri ption
"Descri bes the payload string content condition
source.";

| eaf destination {
type leafref {
pat h
"/i2nsf-cfi-policy/threat-preventions/payl oad-content/nane";
}
descri ption
"Descri bes the payload string content condition
destination.";

}
}

contai ner threat-feed-condition {
descri ption
"The condition based on the threat-feed information.";
| eaf-1ist source {
type leafref {
pat h
"[i2nsf-cfi-policy/threat-preventions/threat-feed-list/nanme";
}
descri ption
"Describes the threat-feed condition source.”
}

| eaf destination {
type leafref {
pat h
“/i2nsf-cfi-policy/threat-preventions/threat-feed-I|ist/nane";
}
descri ption
"Describes the threat-feed condition destination."
}

}
}

cont ai ner actions {
description
"This is the action container."
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| eaf primary-action {

type identityref {
base primary-action;

}

descri ption
"This represent the primary actions (e.g.,
PASS, DROP, ALERT, and M RROR) to be
applied a condition.
If this is not set, it cannot support
the primary actions.";

| eaf secondary-action {

type identityref {
base secondary-acti on;

}

descri ption
"This represents the secondary actions
(e.g., log and syslog) to be applied
i f needed.
If this is not set, it cannot support
t he secondary actions.";

}
}

cont ai ner ipsec-nethod {
descri ption
"This contai ner represents the |IPsec |IKE
and | KEl ess cases.";
| eaf nethod {
type identityref {
base i 2nsf-i psec;
}
descri ption
"This references the | Psec nethod types,
whi ch includes I Psec | KE and | Psec | KEl ess
cases.
If this is not set, it cannot support
| Psec | KE or | Psec | KEl ess.";
reference
"draft-ietf-i2nsf-sdn-ipsec-fl ow protection-07";
}

}
}
}
cont ai ner endpoi nt-groups {
descri ption

"Alogical entity in their business
envi ronnent, where a security policy

Jeong, et al. Expi res January 14, 2021 [ Page 38]



Internet-Draft Consumer-Facing Interface YANG Data Model

is to be applied.";
[ist user-group{
uses user-group;
key "nane"
description
"This represents the user group."”

list device-group {
key "nane";
uses devi ce-group;
description
"This represents the device group."”;
}

list |ocation-group{
key "nane";
uses | ocati on-group;
description
"This represents the | ocation group."
}

}

cont ai ner threat-preventions {
description

"this describes the list of threat-prevention.";

list threat-feed-list {
key "nane";
descri ption

"There can be a single or multiple nunber of

threat-feeds.";
| eaf nane {

type string;

descri ption

"This represents the nane of the threat-feed."

}

uses threat-feed-info;
leaf-l1ist threat-file-types {
type identityref {
base mal ware-fil e-type;
}
default executable-file;
description

"This contains a list of file types needed to

be scanned for the virus.";

| eaf-1ist signatures {
type identityref {
base signature-type;

}
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defaul t signature-suricata,;

descri ption
"This contains a list of signatures or hashes
of the threats.";

}
}
list payl oad-content {
key "nane";
| eaf nane {
type string;
description
"This represents the nane of payl oad-content.
It should give an idea of why specific payl oad
content is marked as threat. For exanple, the
name ' backdoor’ indicates the payl oad content
is related to backdoor attack."
}

descri ption
"This represents the payl oad-string group."
uses payl oad-string;

Figure 17: YANG for Consuner-Facing Interface
9. XM Configuration Exanples of H gh-Level Security Policy Rules
Note: This section is informative with XML configuration exanpl es.

This section is informative with XM. configuration exanples. This
section shows XM. configuration exanples of high-level security
policy rules that are delivered fromthe |I2NSF User to the Security
Control |l er over the Consuner-Facing Interface. The considered use
cases are: Database registration, tine-based firewall for web
filtering, Vol P/VOLTE security service, and DDoS-attack mtigation.

9.1. Database Registration: Information of Positions and Devices
(Endpoi nt G oup)

I f new endpoints are introduced to the network, it is necessary to
first register their data to the database. For exanple, if new
menbers are newy introduced in either of three different groups
(i.e., user-group, device-group, and payl oad-group), each of them
shoul d be registered with information such as i p-addresses or
protocol s used by devices. Figure 18 shows an exanpl e XM
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representation of the registered information for the user-group and
devi ce- group.

<?xm version="1.0" encodi ng="UTF-8" 7>
<i 2nsf-cfi-policy xmns="urn:ietf:parans: xn:ns:yang:ietf-i2nsf-cfi-policy">
<endpoi nt - gr oups>
<user - group>
<nane>enpl oyees</ nane>
<r ange-i pv4- addr ess>
<start-ipv4-address>221.159. 112. 1</ start-i pv4- addr ess>
<end-i pv4- address>221. 159. 112. 90</ end- i pv4- addr ess>
</range-i pv4- addr ess>
</ user-group>
<devi ce- gr oup>
<nanme>webser ver s</ nane>
<range-i pv4- addr ess>
<start-ipv4-address>221.159.112. 91</start-i pv4-address>
<end-i pv4- address>221. 159. 112. 97</ end- i pv4- addr ess>
</range-i pv4- addr ess>
<pr ot ocol >ht t p</ pr ot ocol >
<pr ot ocol >ht t ps</ pr ot ocol >
</ devi ce- gr oup>
</ endpoi nt - gr oups>
</i2nsf-cfi-policy>

Figure 18: Registering User-group and Devi ce-group |Information
9.2. Scenario 1: Block SNS Access during Business Hours
The first exanple scenario is to "block SNS access during office
hours" using a tinme-based firewall policy. |In this scenario, al
users registered as "enpl oyees” in the user-group list are unable to

access Soci al Networking Services (SNS) during the office hours
(weekdays). The XM. instance is described bel ow
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<?xm version="1.0" encodi ng="UTF-8" 7>
<i2nsf-cfi-policy xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-cfi-policy">
<pol i cy- nanme>security_policy_for_ bl ocking snsl123</policy-nanme>
<rul es>
<rul e>
<rul e- nane>bl ock_access _to_sns_during_office_hours</rul e- nane>
<event >
<ti me-informati on>
<start-date-tine>2020-03-11T09: 00: 00. 00Z</start-date-ti me>
<end-dat e-ti me>2020- 12- 31T18: 00: 00. 00Z</ end- dat e-t i ne>
<peri od>
<start-time>09: 00: 00Z</start-tinme>
<end-ti nme>18: 00: 00Z</ end-ti ne>
<day>nonday</ day>
<day>t uesday</ day>
<day>wednesday</ day>
<day>t hur sday</ day>
<day>fri day</ day>
</ peri od>
</time-information>
<f requency>weekl y</ frequency>
</ event >
<condi ti on>
<firewall-condition>
<sour ce>enpl oyees</ sour ce>
</firewall-condition>
</condition>
<actions>
<pri mary-action>drop</primry-action>
</ actions>
</rul e>
</rul es>
</i2nsf-cfi-policy>

Figure 19: An XM. Exanpl e for Time-based Firewall
Ti me- based-condition Firewall
1. The policy nanme is "security policy for_ bl ocking sns".
2. The rule nanme is "block access to_sns _during office_hours".
3. The Source is "enpl oyees".
4. The destination target is "sns-websites". "sns-websites" is the

key which represents the |list containing the information, such as
URL, about sns-websites.
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5. The action required is to "drop"” any attenpt to connect to
websites related to Social networking.

6. The IPsec nethod type used for nsf traffic steering is set to
"I psec-ike".

9.3. Scenario 2: Block Mlicious Vol PP VOLTE Packets Com ng to a Conpany

The second exanpl e scenario is to "block malicious Vol P/ VOLTE packets
comng to a conpany" using a VolP policy. 1In this scenario, the
calls commng fromfrom VO P and/ or VOLTE sources with VOLTE | Ds t hat
are classified as malicious are dropped. The |IP addresses of the
enpl oyees and nmalicious VOP IDs should be bl ocked are stored in the
dat abase or datastore of the enterprise. Here and the rest of the
cases assune that the security adm nistrators or soneone responsible
for the existing and newy generated policies, are not aware of which
and/ or how many NSFs are needed to neet the security requirenents.
Figure 20 represents the XM. docunent generated from YANG di scussed
in previous sections. Once a high-level seucurity policy is created
by a security admn, it is delivered by the Consuner-Facing
Interface, through RESTCONF server, to the security controller. The
XM instance is described bel ow
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<?xm version="1.0" encodi ng="UTF-8" 7>
<i2nsf-cfi-policy xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-cfi-policy">
<pol i cy- nane>
security policy for_blocking malicious_voi p_packets
</ pol i cy- nanme>
<rul es>
<rul e>
<rul e- name>Bl ock_rmal i ci ous_voi p_and_vol te_packet s</rul e- nane>
<condi ti ons>
<custom condi ti on>
<sour ce>nal i ci ous-i d</ sour ce>
</ custom condi ti on>
<firewall-condition>
<desti nati on>enpl oyees</ desti nati on>
</firewall-condition>
</conditions>
<actions>
<primary-action>drop</primry-action>
</ actions>
<i psec- net hod>
<nmet hod>i psec-i kel ess</ net hod>
</i psec- net hod>
</rul e>
</rul es>
</i2nsf-cfi-policy>

Figure 20: An XM. Exanple for Vol P Security Service

Customcondition Firewall

1. The policy nane is
"security_policy for_blocking malicious_voip_packets".

2. The rule nane is "Block _malicious_voi p_and _vol te_packets".

3. The Source is "malicious-id". This can be a single IDor a list
of |1 Ds, depending on how the ID are stored in the database. The
“malicious-id" is the key so that the security admn can read
every stored malicious VOP IDs that are naned as "malicious-id".

4. The destination target is "enpl oyees”. "enployees" is the key
whi ch represents the list containing information about enpl oyees,
such as | P addresses.

5. The action required is "drop" when any incom ng packets are from
“mal i ci ous-id".
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6. The IPsec nethod used for nsf traffic steering is set to "ipsec-
i kel ess".

9.4. Scenario 3: Mtigate HITP and HTTPS Fl ood Attacks on a Conpany Wb
Server

The third exanple scenario is to "Mtigate HITP and HTTPS fl ood
attacks on a conpany web server" using a DDoS-attack mitigation
policy. Here, the tinme information is not set because the service
provi ded by the network should be maintained at all times. |If the
packets sent by any sources are nore than the set threshold, then the
adm n can set the percentage of the packets to be dropped to safely
mai ntain the service. 1In this scenario, the source is set as "any"
to bl ock any sources which send abnornmal anmount of packets. The
destination is set as "web _server0l". Once the rule is set and
delivered and enforced to the nsfs by the securiy controller, the
NSFs wi Il nonitor the incom ng packet anobunts and the destination to
act according to the rule set. The XM instance is described bel ow

<?xm version="1.0" encodi ng="UTF-8" 7>
<i 2nsf-cfi-policy xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-cfi-policy">
<pol i cy- name>security_policy_for_ddos_attacks</policy-name>
<rul es>
<rul e>
<rul e- nane>100_packet s_per _second</ rul e- nanme>
<condi ti ons>
<ddos-condi ti on>
<desti nati on>webserver s</ desti nati on>
<rate-limt>
<packet -t hr eshol d- per - second>100</ packet -t hr eshol d- per - second>
</rate-limt>
</ ddos-condi ti on>
</conditions>
<actions>
<pri mary-action>drop</primary-action>
</ actions>
<i psec- net hod>
<nmet hod>i psec-i kel ess</ net hod>
</i psec- net hod>
</rul e>
</rul es>
</i2nsf-cfi-policy>

Figure 21: An XM. Exanple for DDoS-attack Mtigation

DDoS-conditi on Firewal |
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1. The policy nanme is "security _policy_for_ddos_attacks".
2. The rule nanme is "100_packets_per_second".

3. The destination target is "webservers". "webservers" is the key
whi ch represents the list containing information, such as IP
addresses and ports, about web-servers.

4. The rate limt exists to limt the incom ng anount of packets per
second. In this case the rate limt is "100" packets per second.
Thi s anmount depends on the packet receiving capacity of the
server devices.

5. The Source is all sources which send abnormal anbunt of packets.

6. The action required is to "drop" packet reception is nore than
100 packets per second.

7. The IPsec nethod used for nsf traffic steering is set to "ipsec-
i ke".

10. XM Configuration Exanple of a User Goup’s Access Control for
| 2NSF Consuner - Faci ng I nterface

Note: This section is informative with an XM configuration exanple.

This is an exanple for creating privileges for a group of users
(i.e., a user group) to access and use the | 2NSF Consurner - Faci ng
Interface to create security policies via the interface. For the
access control of the Consuner-Facing Interface, the NACM nodul e can
be used. Figure 22 shows an XM. exanpl e the access control of a user
group (named Exanpl e- G oup) for |2NSF Consuner-Facing Interface A
group call ed Exanpl e-G oup can be created and configured wi th NACM
for the Consuner-Facing Interface. For Exanple-Goup, a rule |ist
can created wth the nane of Exanpl e-Goup-Rules. Exanple-G oup-

Rul es has two rul es of Exanpl e- G oup-Rul el and Exanpl e- G oup- Rul e2 as
follows. For Exanple-Goup-Rulel, the privilege of "Read" is all owed
to Exanpl e-Goup for the Consuner-Facing Interface. On the other
hand, for Exanpl e-Goup-Rule2, the privileges of "Create", "Update",
and "Del ete" are deni ed agai nst Exanpl e-Goup for the Consuner-Faci ng
I nterface.
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<?xm version="1.0" encodi ng="UTF-8" 7>
<nacm xm ns="urn:ietf: paranms: xm : ns:yang:ietf-netconf-acn>
<enabl e- nacnpt r ue</ enabl e- nacne
<gr oups>
<gr oup>
<nane>Exanpl e- G oup</ nane>
<user - nanme>Al i ce</ user - nane>
<user - name>Bob</ user - nane>
<user - nanme>Eve</ user - nane>
</ group>
</ groups>
<rule-list>
<nane>Exanpl e- G oup- Rul es</ nane>
<gr oup>Exanpl e- G oup</ gr oup>
<rul e>
<nanme>Exanpl e- G oup- Rul el</ nane>
<access-oper ati ons>read</ access-operati ons>
<nodul e- nane>i etf-i 2nsf-cfi-policy</nodul e- nane>
<action>permt</action>
</rul e>
<rul e>
<nanme>Exanpl e- G oup- Rul e2</ nane>
<access-operations>create update del et e</access-operations>
<nodul e- nane>i etf-i 2nsf-cfi-policy</ nodul e- nane>
<acti on>deny</action>
</rul e>
</rule-list>
</ nacnp

Figure 22: An XML Exanple of a User G oup’'s Access Control for |2NSF
Consuner - Faci ng Interface

The access control for the |I2NSF Consuner-Facing Interface is as
foll ows.

1. The NACM is enabl ed.
2. As a group nanme, Exanple-Goup is specified.
3. As nenbers of the group, Alice, Bob, and Eve are specified.

4. As a rule list nane, Exanple-Goup-Rules is specified for
managi ng privil eges of Exanpl e-G oup’ s nenbers.

5. As the first rule name, Exanple-Goup-Rulel is specified. This

rule is used to give read privilege to Exanpl e-G oup’s nenbers
for the nodul e of the |I2NSF Consuner-Facing Interface.
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6. As the second rule nane, Exanple-Goup-Rule2 is specified. This
rule is used to deny create, update, and delete privil eges
agai nst Exanpl e-G oup’s nenbers for the nodule of the |2NSF
Consuner - Faci ng I nterface.

11. Security Considerations

The data nodel for the |2NSF Consuner-Facing Interface is based on
the | 2NSF framework [RFC8329], so the same security considerations
with the I 2NSF framework should be included in this docunent. The
data nodel needs a secure communi cati on channel to protect the
Consuner - Faci ng Interface between the | 2NSF User and Security
Controller. Also, the data nodel’s nmanagenent access control is
based on Network Configuration Access Control Model (NACM nechani sns
[ RFC8341] .

12. | ANA Consi der ati ons

Thi s docunent requests IANA to register the followng URI in the
"I ETF XML Regi stry" [ RFC3688]:

URI: urn:ietf:paranms:xm:ns:yang:ietf-i2nsf-cfi-policy
Regi strant Contact: The | 2NSF.
XM.: N A; the requested URI is an XM. nanmespace.

Thi s docunment requests IANA to register the follow ng YANG nodule in
t he "YANG Modul e Nanes" registry [ RFC7950].

name: ietf-i2nsf-cfi-policy

namespace: urn:ietf:parans: xnm:ns:yang:ietf-i2nsf-cfi-policy
prefix: cfi-policy

reference: RFC 7950
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Appendi x A.  Changes fromdraft-ietf-i2nsf-consuner-facing-interface-
dm 08

The foll owi ng changes are made fromdraft-ietf-i2nsf-consuner-facing-
i nterface-dm 08:

o This version is revised according to the comments from Jan
Li ndbl ad who reviewed this docunent as a YANG doctor.
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